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Cybercrime is relatively new and came with the birth of the internet, and with it came ways to exploit those who are vulnerable online. Many criminal offences have seen a move online such as fraud and theft, but one that has moved online and has become more dangerous is that of child grooming (Clough, 2015). Child grooming is the criminal activity of becoming friends with a child over the internet, to try and persuade them to then have a sexual relationship online a groomer can have multiple children under their trust at one time making it extremely dangerous (Kierkegaard, 2008). 

Craven, Brown and Gilchrist (2006) have a slightly different version of online grooming they state that it is a process by which a person prepares a child or an environment for abuse of a child, they have specific goals this includes gaining access to the child and gaining the child’s compliance as well as hiding the child’s identity to avoid disclosure.  This is one of the first issues with online grooming that there is a lack of defined or settled meaning surrounding the term, and as a result it makes it hard for police, academics, and parents to identify when it is actually happening to a child or young person. It is hard to identify grooming is happening in the real social world let alone in the online world (McAlinden, 2006).  There also seems to be a lack of acknowledgement between the fact that when someone has been sexually groomed, they often have been sexually abused. This means that there is the implication that abuse has taken place, and not the acknowledgment that the criminal offence has actually happened outside of the grooming.  This could be damaging for the victim as more harm could have come to them, though lack of understanding that more than one offence took place. There is also a disconnect between the fact that many see child grooming as more acceptable than sexual abuse, as grooming is seen to be more consensual or manipulative. Whereas sexual abuse is seen to be more of a forced behaviour showing that there is a disconnect when in fact the two co-exist in many ways (Whittle et al, 2013).

Gaining trust is the main aspect of what grooming is and grooming online is all about gaining a child’s trust, young people online are more at risk as they are naïve and are more honest with their identities than the groomers. They share more personal information but are unaware of the risks, and social media is seen as a safe space by many young people as they are able to express themselves, this makes them more at risk as they are more trusting towards individuals who make out, they share the same interests (Livingstone, 2008).  The feeling of freedom online for young people means they are more likely to trust in individuals, the main issue is that young people are turning more towards the internet for information on sensitive topics such as sexual relationships and sexual health. This then as a result leaves young people vulnerable to being incorrectly informed by the people they trust online; this could be by the groomers. This also gives the groomer more opportunity to enter into the child’s life and gain trust but also give them incorrect information on what a relationship should look like as it is in the interest of the groomer (Maczewski, 2002).  It also leaves young people unable to assess if the information gathered is correct or not, they are manipulated into a false narrative of trust that is often not seen by them or the gradian meaning grooming online is hard to identify and hard to prosecute as no one knows it is happening (Evers et al, 2013). 

Finkelhor (1984) identified that there are four preconditions to sexual offending these are motivation to sexually offend, overcoming the internal inhibitors, overcoming external inhibitors, and overcoming the child’s resistance. Due to the fact that most cases of grooming are now taking place online the need for offenders to overcome the external inhibitors is being removed as the anonymity that the internet offers means the offender can pretend to be someone, they are not to befriend the child.  Williams, Elliott and Beech (2013) build on the idea of these stages but specifically look at sexual grooming they identified three stages, rapport building, sexual content and assessment. Both Finkelhor and Williams, Elliott and Beech show that the groomer may be hard to identify online as they disguise as a child, but they plan everything to detail in order to gain the trust of the child and to camouflage themselves from those who may seek to reveal them making it hard for police and parents to identify when this is happening. 

It is hard to identify where the grooming starts or stops within the cycle of sexual abuse, grooming itself is not a hi-tech crime. As a result, it does not add any stages to the cycle of abuse what makes it more dangerous when it takes place online, is the simple fact that grooming can happen quicker as the victim and offender can be in constant contact (Howitt, 1995). The internet is anonymous so the offender can pretend to be any age, any sex, any sexuality that they wish or need to be to gain the trust of the child, and that is the problem which makes it hard for the police to identify who is accessing social media to become a child groomer. In an offline world the child can see the offender and then judge that the individual is stranger danger and to be wary of them, but in the online world this is what makes grooming dangerous the lack of knowing the true identity and just trusting an individual on the other side of the screen (Gillespie, 2004). 

The internet offers more albitites to the groomer than simply befriending a child easier, as the possibilities are endless on the internet it becomes more attractive for the groomer, they can access millions of children at the click of a button if they so please (Dombrowski, Gischlar and Durst, 2007). There is also the issue of online chat rooms for groomers, this allows them to discuss interests with other like-minded individuals and gain more information on how to be successful and avoid detection. It allows them to share and grow as an individual and as a community making it more dangerous, but also potentially giving police a place to target them when they are being more authentic about sharing true thoughts (Davidson and Gottschalk, 2011).  

Victims of online grooming often do not feel that they have been a victim of crime, as they for the most part have been part of a consensual relationship even if it was not the truth it was still consensual. This means that young people are unaware of the manipulation and deception that has taken place on behalf of the offender, as they see it as normal and not as a criminal offence (Kloess, Hamilton-Giachritsis and Beech, 2019). This makes it difficult for the police as many young people are unaware that something has happened outside the norm, it is often the parent that as to identify when grooming has taken place and young people are secretive with actions online making grooming even harder to identify online (Wood and Wheatcroft, 2020). 

Young people also do not understand the overall aftereffects that grooming could be having on them even if sexual abuse did not take place, the groomer has taken the most meaningful thing in a relationship, trust and twisted it for their own personal gain online. This means that the victim will have long lasting phycological effects such as self-harm, depression and negative feedback from family and friends. All of this makes it hard for the victim to report the offence as they feel ashamed of what has taken place, as well as scared as they are unable to know who they can trust anymore (Whittle, Hamilton-Giachritsis and Beech, 2015).  The police are now exploring new means to target these individuals, this is by using the anonymity the internet offers against them. The police are now assuming the identity of a child to lure in the groomers, this means they are able to collect evidence and gain a prosecution in cases that are often complexed in nature. This type of covert investigation raises many questions about the legitimacy of the case, many argue that it could be entrapment, illegal or improper obtaining of evidence and many other things. This could make the police illegitimate as they could be obtaining evidence in an illegal way (Urbas, 2010).  

The major issue with grooming online for the police is that with the anonymity it offers for offenders how are they supposed to identify and target these individuals. This coupled with the fact that many young people are secretive about what they do online, and who they are friends with, makes it hard for parents or guardians to identify if the person the child is talking to is even a who they say they are.  They may not have access to the child’s social media accounts to then take the correct steps to check if their child id being groomed or even to report it if that is the case (Lorenzo-Dus and Izura, 2017).  The internet is always changing and with it comes new developments but also new opportunities for individuals to exploit those most vulnerable in society and this will always occur if the police do not respond in the correct way (Davidson and Martellozzo, 2008). 
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