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Abstract
[bookmark: OLE_LINK17]Software Defined Networking (SDN) is one of the most commonly used network architectures in recent years. It breaks the coupling barrier between devices in the traditional network structure and centralizes the network structure. With the substantial increase in the number of Internet users, network security threats appear more frequently which brings more concerns to SDN.

Distributed denial of Service (DDoS) attacks are one of the most dangerous and frequent attacks in software-defined networks. As the core of the network, the controller is easy to become the target of the attacker. Once an attack occurs, the controller needs to process too many forged packets, which may break down the SDN.

In this project, entropy method is used to detect DDoS attacks by measuring the randomness of network events. The detection result of this algorithm is obtained by simulation experiment. Experimental results show that the entropy value in attack scenarios is significantly lower than the threshold set in normal scenarios and this method can quickly detect DDoS attacks.
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1. Introduction
In this Chapter, a brief overview of Software Defined Networking and its security aspects are discussed following to set up the aim and objectives of this project work.

1.1 Software Defined Network
[bookmark: OLE_LINK3][bookmark: OLE_LINK6][bookmark: OLE_LINK4]Software Defined Networking (SDN) is a new network architecture, which breaks the shackles of traditional network complexity and coupling and makes it possible for network architecture to satisfy flexibility, reliability and security at the same time. Software-defined network separates the control plane from the data plane and separates the control function of the network from the data forwarding function [1]. 

Centralized control and implementation of network programming solve the problem of data, control and application of three levels of interdependence. The control plane communicates with the application plane through northbound API. The southbound API is mainly the OpenFlow protocol, which establishes the communication channel between the data plane and the control plane. The architecture of the current software-defined network is shown in Figure 1.1.
[image: ]
[bookmark: _Toc87625811][bookmark: _Toc87631697]1Figure 1.1 SDN architecture

Software Defined Networking, a new network architecture, is a promising example of traditional network. It has the advantages of faster response, complete automation, high manageability and controllability. The control plane is only responsible for routing decisions, while the data plane realizes these decisions by forwarding packets and other behaviors. The separation of the two planes can improve the abstraction and programming ability of the network and make the network structure less tedious and redundant.

Essentially, SDN provides a brain (controller) for the underlying network, making each network layer device centrally programmable [2], and giving the administrator absolute control over the use of software to manage network functions through a centralized control point. Software-defined networks are emerging as a superior alternative to traditional networks, it works as a central point, where traffic and data are centrally managed. It is also an open source product that can meet a variety of application needs.

1.1.1 Control Plane in SDN
The control plane is responsible for the network management function and is the most critical part of the entire SDN network architecture. SDN control layer is composed of one or more controllers. The controller is a logically integrated entity that can independently control and manage network resources [3]. The controller implements appropriate control policies by configuring the flow table of the switch. The hierarchical architecture of most open source controllers is shown in Figure 1.2.
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The basic function layer and the network basic service layer are used to realize the functions of the SDN control plane. The main functional modules in the network basic service layer include host management, virtual network management, switch management, topology management and routing and forwarding policy. In the basic function layer, module management, event mechanism, task log, and resource database are mainly used to implement the upper application development functions.

The control plane has three main interfaces: 1) East-west interfaces for communication between controllers; 2) Northbound API for communication between the control layer and application layer; 3) Southbound API for communication between the control layer and the data layer (switch) [4].

In emerging SDN deployment scenarios such as data centers, the centralized control plane is the main cornerstone, which makes SDN more scalable [5]. The controller has the right of absolute control over the whole SDN. They communicate with switches through commands and perform network operations through packet switching and routing SDN applications. It acts as a core brain, controlling the forwarding operation of the data plane and managing the traffic behavior of the entire network. The controller has the unique property of providing a global view of the network, making it the highest priority target in the network [6]. The global view of the network includes flow rules for network devices and various statistics.

At present, the types and functions of controllers are very diverse. More than 30 controllers have been proposed by academia and industry [7]. Different controllers have some differences in programming language, operation technology and product quality. Performance evaluation results in different scenarios also need to be carefully analyzed, because the controller is constantly updating and different performance criteria are used to evaluate the results. Therefore, it is important to choose the right controller for a particular scenario.

1.1.2 Application Plane in SDN
Applications work at the application level to facilitate business development [8]. The application plane interacts with the SDN controller through northbound interfaces. The controller uses southbound interface technologies such as OpenFlow to operate data. With the growth of Internet and multimedia services, the traditional network structure is complex, focusing on the simple structure of software-defined network has become an irresistible trend. The separation of forwarding and control, the centralization of control logic and the openness of network capability are the three main characteristics of SDN technology. 

At present, the application scenarios of SDN are mainly distributed in data center network, government and enterprise network, telecom operator network and Internet company service deployment [9]. Google's data centers are already using SDN, running their backbone network on OpenFlow, and Huawei is committed to building an end-to-end SDN network architecture [10]. In a word, software-defined network is an innovative design of the current complex network and provides a broad network application platform.

[bookmark: _Hlk83991992]1.1.3 Data Plane in SDN
The data plane, also called the infrastructure layer, consists of network devices such as switches and routers. The basic function of the data plane is to forward packets [11]. The direction to forward packets depends on the instructions made by the control layer. The southbound API, which can be called data control plane interface, is the interface through which network devices on the data plane communicate with controllers on the control plane. Network devices such as switches provide their status information to the control plane, and the controller makes forwarding decisions to the data plane.

RFC5812[12] specifies the data plane architecture for the first time. In 2003, IEIF proposed the requirements specification for the separation of forwarding and control elements (ForCES) in RFC3654[13]. In order to improve the ForCES to better realize the SDN architecture, architecture such as Neon and Ethane emerged later. Neon [14] consists of a control plane policy manager and a programmable rule execution device with high performance programmable capabilities. Ethane [15] consists of a central controller and a set of Ethane switches. Flow table records on Ethane switches include additional data such as headers, actions, and counters. The header fields include user Datagram Protocol (UDP), Transmission Control Protocol (TCP), physical port information, IP, and Ethernet protocols.

Forces-based design was not long in the future, and it was the emergence of OpenFlow [16] that made SDN architecture more influential. The architecture switch of OpenFlow data plane includes: 1) flow table; 2) Communication channel to OpenFlow controller; 3) OpenFlow protocol between switch and controller. The flow table records the stream header, how packet actions are handled, and stream-related statistics (such as bytes and packets). OpenFlow switches support operations such as sending packets to ports, forwarding packets to controllers, and discarding packets.

[bookmark: _Hlk82962574][bookmark: OLE_LINK1]1.2 SDN Controllers - Security Aspects
Although SDN architecture has many advantages compared with traditional network, it is often subjected to network threats and attacks. Network threats to SDN are mainly reflected in security device licensing and global view acquisition [17]. Because packets are passed according to flow rules, physical security devices do not have the right to decide, and attackers can bypass security devices before deployment. 

The controller is the core of the entire network and can obtain various network status information. The attacker can use the controller to directly grasp the global view of the network to launch serious attacks. SDN has a clear layer structure, and the attack objects at different layers are different. At the control level, because the controller manages the entire network, an attacker damaging the controller can cause serious damage. Controllers are the main targets of attacks in recent years. 

[bookmark: _Hlk83995317]The main security challenges on the control plane are as follows: 
  Application threats: Applications implemented on the control plane may seriously threaten the security of the control plane.
  Scalability Threats: Due to lack of scalability, the control plane gradually becomes saturated and cannot handle more flows [18]. 
  DDoS attack: Controllers are vulnerable to DDoS attacks [19]. When receiving a packet, the switch matches the packet with the flow table entry. If the packet fails to match, the switch encapsulates the packet header into a Packet_in message and sends the packet to the controller. When an attacker sends a large number of packets to the network, the switch forwards these packets to the controller. A large number of DDoS spoofing packets exhaust controller resources and make the controller unable to work properly, posing serious threats to the controller and the entire network.
  Other threats: Inconsistent and conflicting controller configurations may result in failure to receive network information [20]. Malicious applications can easily be developed to apply to controllers. There is no effective trust management mechanism between controller and application.

Among the confirmed security vulnerabilities, Distributed Denial of Service attack is still one of the most important security problems at the control layer [21]. In view of the importance of controllers in software-defined networks, DDoS attacks on controllers are very dangerous and protecting controllers from attacks is also a major concern of researchers.

1.3 Distributed Denial of Service attacks on SDN
The most common and well-known attack in SDN is the Distributed Denial of Service (DDoS) attack. Sending a large amount of traffic to the network consumes network resources and causes network congestion. Many DDoS attacks are launched from distributed hosts [22]. DDoS attacks have two stages. First, an attacker creates a distributed attack network of thousands of targeted computers, known as zombies, robots or attack hosts. The attack host then sends massive traffic to the victim either on the attacker's command or automatically [23]. To build an attack network, attackers seek out computers that are less secure, such as those that have not been properly patched. Fig. 1.3 shows the mechanism of DDoS attacks against SDN. 
[image: ]
[bookmark: _Toc87631699]3Figure 1.3 DDoS attacks in SDN

A DDoS attack is an aggressive and destructive network attack that causes the system to stop working by depleting system resources [24]. It can destroy the user's available network services, thus seriously threatening the network. When malicious data packets are sent by attackers on the network, normal traffic is processed or even cannot be processed due to the consumption of network resources. As a result, the network and servers become jammed and normal services are interrupted. Attackers who apply DDoS often target SDN mainly because of its unique characteristics.

In general, there are two ways to destroy a vulnerable host. One is to lure users into running malicious programs, such as viruses, spyware or Trojan horses carried in malicious emails, files or web pages [25]. Another approach is through automated malicious programs. For example, a worm can automatically scan a remote computer that is under attack. Attackers then exploit vulnerabilities in those computers to break in and install DDoS attacks, further scan other hosts and install backdoors and flood packs. 

Therefore, the attacker is called the owner of the computer being attacked (zombie) [26]. Some DDoS programs are able to register an attacked computer as a member of a network controlled by the attacker. In addition, newly attacked computers will automatically repeat the scanning and exploit process to find other vulnerable computers. Because of self-propagation, a large attack network can be quickly established, involving hundreds or thousands of computers.

1.4 Aim and Objectives
1.4.1 Aim
The aim of this project is to analyze the in-flow packets for network attacks focusing on Distributed Denial of Service Attacks and to detect Distributed Denial of Service Attacks in the Software Defined Networking Environment.

1.4.2 Objectives
To obtain the above set aims of this project work, the following objectives are set.
Objective 1: Understand the current situation of existing Software Defined Networking environment. 
Objective 2: Understand the impact of DDoS attacks on Software Defined Networking environment.
Objective 3: Identify the tools and methods to build a test environment and implement any functionalities required to meet the aim of this project.
Objective 4: Plan, design, implement and test a feasible Software Defined Network.
Objective 5: Use the appropriate codes and datasets to execute DDoS attack on the above simulated network.
Objective 6: Use required performance metrics to measure the results of the experiment.
Objective 7: Analyze the results and summarize.

In order to progress to meet the aim of this project, each objective was set. The objective 1 and 2 are the vital part or foundation work of this project. In order to do a detailed research on the problem statement, academic credible literatures and industry white papers were referred throughout the progress of this project, which lead to a better understanding on the existing attack detection technology and mitigation methods of DDoS attacks.

In this chapter, an introduction on Software Defined Networking is briefly covering its different levels, its security threats. The importance of securing the control plane due to its architectural design is highlighted. Based on the introduction and identified problem, the aim was defined for this project work and relevant objectives were set to accomplish the aim. In order to progress further to meet the aim of this work, more detailed review on existing academic credible literatures and industry published white papers are required. These reviews are addressed in the following chapter. 


















2. [bookmark: _Hlk83027858][bookmark: OLE_LINK2]Literature Review
[bookmark: _Hlk84171067]This chapter introduces the research background and related work of this project from six aspects: software defined network, security threat of SDN, DDoS attack in SDN, OpenFlow protocol, OpenFlow controllers and mininet environment.

2.1 Software defined network
Software-defined network is a network architecture in which the control plane manages the forwarding state of the data plane [27]. The control plane is decoupled from the data plane so that network devices only need to implement the forwarding function. The forward decision is based on a stream that combines packet field values and operation instructions. Streams abstract the behavior of different types of network devices, such as switches, routers, and firewalls. 

In the existing traditional network, this abstraction is not implemented. Because network devices in traditional networks are interrelated and dependent on each other [28]. Programming for streams provides a lot of flexibility. The key to achieving flexibility is the introduction of functional separation between the implementation of switching hardware and the forwarding of legitimate traffic. Because of these advantages, cisco, Juniper and other major Internet companies are investing in this technology [29]. 

[bookmark: OLE_LINK9][bookmark: OLE_LINK10]Enterprise engineers or network administrators can dynamically change the centralized traffic console on demand. This behavior does not affect the underlying network devices such as switches. This rapid response to changes in requirements is critical and urgently needed for the application of real scenarios.

SDN has the advantages of abstraction and flexibility, so that various enterprises and companies have stepped on the road to use this technology. However, these papers did not mention the security problems and threats brought by SDN. When a network structure system is attacked, the consequences are serious and how to protect SDN from attack need serious consideration.

2.2 Analysis of Threats over SDN Network
From 2020 to 2025, some enablers such as cloud service providers will greatly promote the use of SDN, which is expected to increase by 19% [30]. However, SDN architecture still has some security holes. These security vulnerabilities are related to some of their own characteristics [31]. 

2.2.1 Why is SDN vulnerable to security threats
Although SDN has brought many benefits, its disadvantages are also worth paying attention to. SDN separates the control plane from the data plane through OpenFlow protocol. Frequent communication between switches and controllers makes SDN vulnerable to attacks, which greatly reduces the network performance. Switches in traditional networks not only complete forwarding tasks but also need to formulate flow rules, while SDN formulates flow rules through controllers. This means that if one of the controllers and switches is attacked, the other will be affected. SDN is attacked mainly for the following four reasons: 
· The lack of security protection mechanism makes the controller in a potential threat; 
· Complex interactions between various applications increase the burden of flow rules; 
· Lack of authentication mechanism and application authorization; 
· There is not enough secure encryption for the flow rules, making it easy for the flow rules to be tampered with after publication. 

2.2.2 Threats of Control Plane in SDN
[bookmark: _Hlk84087629]Although SDN brings the benefits of programmability, centralization and flexibility, it also brings new security issues. To discuss security issues in SDN, it is necessary to analyze each plane in detail. In [32], the author analyzes the security problems of the three planes in SDN architecture and puts forward corresponding security solutions. In order to deal with the security threats of SDN, relevant organizations have developed corresponding security challenges and solutions. It is necessary to analyze the security threats of this architecture from different functional layers.

In SDN architecture, the security of the control layer (namely OpenFlow controller) directly affects the data forwarding layer. As the decision center, the controller has a high probability to become the target of attackers. The separation of control layer and data layer is shown in Figure 2.1. It can be seen that the security threat of control plane is in a very important position.

[image: ]
[bookmark: _Toc87631700]4Figure 2.1 SDN control plane and data plane

D. Melkov et al. [33] analyzed the advantages and disadvantages of SDN in detail and classify security threats into SDN’s unique challenges and the same challenges as classical networks. The security vulnerability of controller is studied and discussed from different angles, because it is the most vulnerable component in SDN architecture. In a multi-controller architecture, the threat to distributed multi-controllers is also a security problem. The coexistence and cooperation of multiple controllers will lead to configuration conflict. In addition, malicious access can occur to applications running on the controller, which requires a different security policy for each application.

J. H. Cox et al. [34] paid attention to how SDN is further applied in practice and discuss structural security and attack detection measures. More consideration has been given to the security of the controller. A DDoS attack on a controller prevents legitimate traffic from using controller resources and functions by exhausting computing or memory resources. An attacker launches an attack on SDN within a short period of time, and the attack traffic is mixed with normal traffic. Under normal circumstances, it is difficult to distinguish the two types. 

Once the network is attacked by attackers, the controller is likely to be damaged, further resulting in the entire network hardware and software equipment cannot work properly, which is undoubtedly fatal. Therefore, if anomalies can be detected at an early stage of a network attack, the response will be much earlier, so that mitigation measures can be made better. Different from the method mentioned in the above literature, the idea is to detect the threat behavior in the early stage of the attack.

2.3 Distributed Denial of Service attack in SDN
Distributed denial-of-service attack is one of the biggest security threats to SDN network in recent ten years. It can not only prevent legitimate users from accessing and using network resources, but also destroy the entire network [35]. Therefore, it is vital to protect the SDN network from DDoS attacks.

Attackers combine multiple hosts to form zombie host groups that meet their attack requirements. These zombie hosts send a large number of useless data packets to the target, making it consume a large amount of resources such as CPU and bandwidth to process these packets. Once the target host receives far more data packets than the load, it will not work properly and cannot process legitimate data packets. As shown in Fig. 2.2, DDoS attacks are easy to implement and favored by attackers.
[image: ]
[bookmark: _Toc87631701]5Figure 2.2 DDoS attack principle

In the SDN, controllers and switches are the easiest targets for DDoS attacks. First of all, SDN is centrally controlled by the control layer, so the single point of failure of the controller is easy to cause the chain failure of each component of the system, or even the whole network breakdown. Secondly, the switch stores and matches the flow table and is responsible for forwarding packets, which makes the switch an easy target for attacks.

When the controller is attacked, the switch receives the attack packets and matches them with flow entries one by one. The attack packet is not valid and of course cannot match the flow table in the flow table entry. In this case, the switch encapsulates the packet as packet-in message and sends it to the controller. Then the controller makes decisions on the direction of the data packet. Attackers send a large number of attack packets so that packet-in messages continuously enter the controller and occupy a large number of controller resources [36]. As a result, the controller cannot process legitimate traffic data, and the controller cannot work properly or is faulty.

The attacks on switches are mainly in the form of generating illegal flow requests. An attacker sends useless flow requests and generates many useless flow entries. These flow entries occupy storage resources at the data layer, leaving no spare storage space for normal flow entries. If the attacker continues to send a large number of illegal traffic requests, the switch's flow table will fill up with these illegal rules, causing normal traffic to go unprocessed.

The above introduction shows that the security problems under SDN cannot be underestimated. Although it subverts the traditional network and brings many amazing benefits, the security problems hidden behind it pose a great threat to its own development and application. It is very important to further discover the security vulnerabilities of SDN architecture and find appropriate solutions to promote the further development of SDN.

2.3.1 Types of DDoS attacks
DDoS attacks are of various types, such as TCP flood [37], UDP flood [38], and ICMP flood. An attacker sends a large amount of garbage traffic to the target network by operating the attack source, which sharply reduces the available bandwidth and prevents the target host from communicating with the outside world. TCP flood and UDP flood attacks use massive TCP and UDP packets to attack victims. ICMP Flood ICMP request packets are displayed to disturb normal traffic destined for the target host.

In a TCP flood attack, the attacker sends a large number of forged IP address packets to the destination host. As the IP addresses of the packets are forged, the destination host cannot receive the response from the sender. The difference between UDP flooding attacks and TCP flooding attacks is that UDP is connectionless which is commonly used in voice and video applications [39]. An attacker initiates UDP flooding attacks by generating excessive UDP packets to random ports of the destination host and prevents the attack target from responding to legitimate users.

2.3.2 Existing Detection Techniques
[bookmark: _Hlk84089977]When a DDoS attack occurs on a controller, the impact on the SDN is more serious. Therefore, Effective detection methods are of great significance to attack detection and response. So far, there have been many methods to detect DDoS attacks against SDN controllers. Each technology approach has a different design and definition in terms of architecture, timing, and parameters.

Packet-based detection and flow-based detection are two main DDoS attack detection methods in SDN environment. The flow-based DDoS attack detection method checks flow tables on the switch, while the packet-based detection method has to check all packets on the network. In the flow-based method, the pre-set trigger mechanism can first judge whether there is an attack in the network, and then start the attack detection algorithm if there is an attack. The package-based approach needs to examine every packet in the network, regardless of whether the attack time has occurred. In comparison, the flow-based detection method consumes less system resources and is more efficient.

[bookmark: OLE_LINK22][bookmark: OLE_LINK23]J. Boite et al. [40] proposed a new method based on switching processing capability. This method can quickly respond to DDoS attacks. However, the author could have added more details about the complex flows in the switch. The scheme in [41] defines the predicted value of the number of switch requests according to Taylor series, and can filter out the requests that lead to a sharp decrease in entropy. 

P. Kumar et al. [42] proposed a scheme for single TCP SYN flood, which can improve the processing delay. In [43], the author uses Paspberry Pis as OpenvSwitches and proves that virtual hardware resources can be used as a solution for the Internet of Things. In this paper, entropy is used as a DDoS detection scheme, but the disadvantage is that the threshold cannot be dynamically updated. The authors in [44] propose a statistical feature to describe the traffic characteristic condition entropy of DDoS attacks, and then use support vector machine classifier to identify attacks. This method can distinguish attack traffic from normal traffic.

Sabah et al. [45] proposed a distributed artificial neural network method based on anomaly detection and signature detection. This hybrid model can improve the detection performance of DDoS attacks. In [46], entropy is used to detect whether the traffic is abnormal firstly. After extracting the attack characteristics, BiLSTM-RNN neural network algorithm is used to train the data set and classify the real-time traffic to achieve DDoS attack detection.

I. Sumantra et al. [47] calculates entropy using various attributes of source IP and TCP tokens in the network. This technology can detect TCP SYN flood, Ping flood, and Slow HTTP attacks, making good use of the programmability and flexibility provided by centralized control. T. A. Tang et al. [48] proposed an intrusion detection system based on the Gated Recursive Unit Recursive Neural Network (GRU-RNN), which uses the least functions to achieve higher computational efficiency without affecting the performance of the network.

The detection method based on the entropy change of destination IP address [49] can be used to identify the attack in the early stage. Entropy is a statistical concept that represents the randomness of a particular dataset. The higher the entropy is, the stronger the divergence of the data set is; the lower the entropy is, the weaker the divergence of the dataset is. 

Compared with existing technical methods, the entropy-based detection method can judge whether the network is under attack according to the change of entropy. It is a reasonable method to use the characteristic of entropy to detect network attack quickly. The specific experimental design and methods will be discussed in the next chapter.

2.4 Openflow Protocol
OpenFlow protocol is a communication protocol in the southbound interface of SDN architecture. OpenFlow switch uses flow tables to realize data transmission and network management, which is the core device in SDN. The basic architecture of an OpenFlow switch is shown in Figure 2.3. The SDN controller communicates with the OpenFlow switch by following the OpenFlow protocol. 

OpenFlow originated from Stanford University's Ethane research project [50], it aims to build a software-controlled network dedicated to controlling packet forwarding. Based on this idea, Nick McKeown et al. [51] proposed the concept of OpenFlow for the first time, and later committed to promoting the standardization of OpenFlow technical specifications after the establishment of Open Network Foundation (ONF) [52]. 
[image: ]
[bookmark: _Toc87631702]6Figure 2.3 OpenFlow switch

ONF regards OpenFlow protocol as the main southbound interface protocol and continues to promote and expand it, which has become one of the most deployed and applied protocols. With constant version updates, the OpenFlow protocol has been added to more and more functions, which can better meet the needs of various application scenarios and business models. 

OpenFlow V1.2 supports IPv6 and extensible packet-in messages and implements load balancing between controllers [53]. OpenFlow V1.3 adds features such as filtering mechanism and auxiliary connections to security [54]. The continuous expansion of OpenFlow protocol enhances the ability of control plane and data plane and also enhances the flexibility and richness of SDN. 

Secure channel and flow table are two important components of OpenFlow switch. These two components are described in detail below.

2.4.1 Flow Table
OpenFlow switches use the concept of flow to match data forwarding commands. A flow table consists of multiple flow entries, and each flow entry is a forwarding processing rule. These flow entries allow the user to zone streams and process streams programmatically. The flow table structure defined in OpenFlow1.1 and 1.2 consists of three parts: matching fields, counters, and instructions. OpenFlow1.3 updates the contents of the flow table structure, as shown in Table 2.1, with new priorities, Timeouts, and Cookies.
[bookmark: _Toc87627765]1Table 2.1 OpenFlow V1.3 Flow Table Structure
	Match Filed
	Priority
	Counters
	Instructions
	Timeouts
	Cookies



· Match Filed Indicates the matching field of data packets. The metadata specified in the previous table is used to carry information within the switch and can be used as a marker between flow tables. Simply put, a match field is used to describe a stream. The matching domain of OpenFlow flow entries supports a variety of matching fields, from 12 fields in V1.0 to 39 fields in V1.3.
· Priority describes the matching Priority of each flow entry. Those with a higher priority are matched first, and the default priority is 0. If a packet successfully matches multiple flow entries, select the flow entry with the highest priority and run the command.
· Counters are used to count the matched packets.
· Instructions describe the actions of the switch when the packet matches a first-class entry. When a packet matches a flow entry, the switch executes the instructions of the flow entry to process the packet.
· Timeouts Sets the lifetime of flow tables, which can be used to clear expired flow tables and reclaim system resources.
· Cookies are saved by the controller and are used to filter the statistics of the stream (information related to counters), the flow modification and the flow deletion behavior.

2.4.2 Secure Channel
A secure channel is an important path for protocol message interaction between the OpenFlow switch and the OpenFlow controller. Over a secure channel, the switch interacts with the controller through OpenFlow messages, delivering entries, querying entries, and reporting status. In the OpenFlow specification, Transport Layer Security (TLS) is usually used to implement Security channels. Controllers and switches use server certificates and client certificates for authentication.

2.5 [bookmark: _Hlk87042823]OpenFlow Controllers
The controller in SDN can centrally control the whole network, so the operation in the network becomes simpler [55]. When a packet enters the network, the controller first issues instructions to match the packet with the switch flow table. If the match is successful, the packet is forwarded to the destination. If the match is not successful, the packet is forwarded to the controller for further processing. 

SDN controller can provide access for network users, applications and devices [56]. It is not only a "brain" with centralized control functions [57], but also provides interfaces for external applications. These advantages make controllers a huge potential target for attack. Controllers should be checked repeatedly for vulnerabilities and defects in their architecture and functionality to ensure safety.

The external application communicates with the controller through the northbound interface, and information such as routing and security policies to be implemented is also injected into the interface. The controller processes these instructions in the form of flow rules and forwards the flow rules to the switches at the data level. The forwarding process must comply with protocols such as OpenFlow. There are many types of SDN controllers. 

OpenDaylight (ODL) [58] is an open source controller developed by the Linux Foundation based on Java. ODL has recently added a dedicated DoS attack detection and prevention module. 

Open Network Operating System (ONOS) [59] is developed as a distributed System. It has been introduced into the enterprise market for deployment by some telecom providers. ONOS is designed to meet network requirements for reliability, performance, and flexibility. In addition, ONOS's northbound interface abstraction layer and API make application development easier, while southbound interface abstraction layer and API can manage OpenFlow or traditional devices. 

Ryu [60] is a component-based open source controller implemented by Python. It has been widely used in academic circles. Ryu is an open source software-based component-based network controller developed in Python. Ryu defines good APIs for these components, making it easy for developers to create new network management and control applications.

Pox [61] controller is developed by Nicira, which is a pure Python implementation version of Nox controller. It supports rapid development of controller prototype functions. Pox uses Python as the programming language. While C and C++ can produce superior performance applications compared to Python, common problems such as memory overflow and long compilation times greatly increase the burden of developers. Compared with Java, Python is concise and easy to read, with less redundant code, which can improve development efficiency. 

The Python language has a wealth of libraries that can help developers accomplish various non-core businesses, allowing developers to focus on core business development. In addition to the advantages of programming language, Pox also has the advantages of clear architecture, good performance and strong scalability, so it has attracted the attention of many developers and researchers. Based on the above reasons, the Pox controller was selected for the simulation experiment in this study.

2.6	Mininet Environment
Mininet [62] is a lightweight virtualization platform for network emulation that provides a collection of switches, hosts, routers, and links for running on the Linux kernel. Because it is very difficult and expensive to deploy a large number of SDN enabled network equipment, Stanford University professor Nick McKeown [63] 's team developed a simulation tool, mininet, to simulate the SDN network environment. Mininet simulates the SDN network environment by simulating different network devices, such as hosts, Layer 2 switches, layer 3 routers and network links, etc. It can well simulate the real state of the network. Developers and researchers can implement their own ideas, designs and experiments on this simulation platform.

The codes developed on network simulation platforms such as OPNET [64] and NS2 [65] cannot be directly transplanted to the real network, while Mininet can support the code to be transplanted from the virtual environment to the real environment, which brings convenience to researchers. Mininet has become the official demo platform for the OpenFlow protocol. The reason why it has attracted wide attention in academia and other fields is that it mainly has the following advantages:
· Its code is easy to migrate to a real hardware environment, convenient for network development and testing.
· It provides a Python API that can be used to quickly create SDN prototypes for personalized needs.
· It simulates the real state of the network, facilitating timely management and configuration of the network.

[bookmark: _Hlk83393798]In this chapter, the research background and related work of this work are reviewed in detail. Discovered and highlighted that DDoS accounts for a large part of the threats to SDN. Based on this, it is found that DDoS attacks on SDN controllers have a very serious impact, which needs to be taken seriously. It was shown that controller is the core of SDN and losing it means losing the control and management ability of the whole SDN. In order to further utilize feasible methods to detect DDoS attack, it is necessary to establish a clear research method route. This method analysis is discussed in the next chapter.
































3. Research Methodology
This chapter mainly introduces the research overview, research design of this project. The main focus of the proposed approach is to detect DDoS attacks before the controller becomes inactivated by the attack so that further defensive action can be taken. 

3.1 Introduction
Data
The data source of this project is to generate a series of packet traffic, including normal packet and forged packet, using specific software in simulated virtual network scenarios. The normal sending and attack process of these packets are displayed in screenshots and analyzed after processing.

Strategy
The process of generating, retrieving, and consuming data is done on a Linux Ubuntu system. Since a real large-scale network scene is difficult to implement and apply, the establishment of the target network and the test of experimental data are completed by virtual environment. The test instance is divided into normal scenario and attack scenario. The two scenarios generate different data results for later analysis and summary.

Limitations
This project simulates the attack scenario in SDN. Under normal circumstances, the hardware or software facilities in the network structure will be damaged to varying degrees when the network is attacked. However, the simulation and testing of the project took place in a virtual environment where the data was generated by software, so there was no potential for damage to resources or data.

3.2 Research Overview
Research methodology provides the philosophical basis and frame of reference for research methods. It describes a holistic approach to a research topic. A good research method requires a deep analysis of its logical structure and analytical method principles. Studying Onions clarifies the structure of the method. The structure of the research onion is shown in Figure 3.1. Choosing the research onion to conduct a detailed analysis of the project in the form of layer upon layer analysis can get a correct direction and achieve a result. 


[image: E:\来自QQ\聊天记录等数据\501162773\FileRecv\MobileFile\IMG_4184.PNG]
[bookmark: _Toc87631703]7Figure 3.1 Research Onion

Positive
The topic of this project is the detection of DDoS attacks in SDN virtual network environment. The entropy value of specific flow information can be obtained through simulation test. By observing the change of entropy, the experimental results are analyzed and the conclusion is drawn. This satisfies the fundamental principle of positivism that all real knowledge is based on positive information gained from observable experience.

Deductive
Experimental environments and data can be replicated and tested. The establishment of a network topology in a virtual environment can be easily reproduced. Traffic data can be compared with similar projects. This project is a demonstration of starting from an initial idea and gradually testing this hypothesis through design and implementation.

Mono method
The project uses a mono method to research. Entropy is used to describe the change of traffic in network. This method is very good at detecting early DDoS attacks and responding to them at the very beginning of the attack. This detection method can achieve the main objective of the project.

Experiment
The experiment of the whole project was completed in the virtual network environment. In order to obtain specific experimental results, two cases of normal scenario and attack scenario were compared. Similarly, the experimental data is divided into normal traffic and attack traffic and tested in the experiment. The data and results obtained during the experiment will be recorded and analyzed.

Data collection and analysis
In this experiment, using software to generate network traffic so that normal and attack traffic can be simulated. Forged IP packets can be generated, in which way the identity of the real attacker is hidden. 

SDN is a method suitable for DDoS detection that quantifies randomness and has minimum and maximum values based on entropy. Using entropy, when a large number of packets attack a host or a host subnet, the entropy value may decrease.

The Gantt Chart of this project is shown in Figure 3.2, as below.
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[bookmark: _Toc87631704]8Figure 3.2 Gantt Chart

3.3  Research Design
The method of entropy is used to measure the randomness of the network can be applied to the SDN environment. During normal times of randomness, the entropy will be high or stable, but if a sudden event occurs, the entropy will drop. Similarly, entropy decreases in a DDoS attack scenario. When a large number of packets are received in a certain period of time, entropy decreases. To detect attacks, you need to determine the entropy threshold. When the threshold exceeds or is smaller than the entropy value, DDoS attacks are detected.

3.3.1 Entropy calculation
Entropy is an important part of information theory. Entropy can measure the randomness of packets entering the network, which is the main reason for using entropy in DDoS detection. Entropy increases with the increase of randomness and decreases with the decrease of randomness. 

Calculating entropy requires some fixed parameters. Window size and threshold are two important parameters that need to be calculated. A window can be viewed as a period of time, a collection of the number of packets and their respective destination IP addresses. Packets with the same IP address in the defined window will be counted. Entropy is calculated within a specific window to measure the randomness of the packet. To check whether the network is attacked by DDoS, a threshold need be set. 








Depending on the specific experiment, the detection of an attack can be confirmed by calculating that the entropy is above or below a set threshold. First, the variable  is used to define the destination IP address of the packet, and the probability distribution of the destination IP address of the packet is calculated by using eq.1. Set the number of packets in the window to . The window consists of n destination IP addresses of new packets. The probability of each element in the window is defined as , and the probability of each destination IP address is calculated when a new packet arrives at the defined window.  is = {1,2,3...}, 0≤≤1.
                         
[bookmark: _Toc87628051]1Equation 1 The probability distribution of the destination IP address


First measure the probability of each IP address in the window, and then add up all the measured values, then calculate entropy. The calculation formula is eq.2. H is the computation entropy of the destination IP address of n packets appearing in a specific window.
                         
[bookmark: _Toc87628052]2Equation 2 The entropy of the destination IP address


Attack detection requires calculating the entropy of all new packets based on the window size and threshold. In this work, the window size was determined to be 25 according to the number of packets. When multiple data packets are received on the same host or switch port in a specific window and the number of data packets exceeds the threshold, DDoS attacks are detected. The basic steps handled by this detection method are shown in Figure 3. During an attack, if the computation entropy of a specified window continuously drops below the threshold, the target port on the specified switch is blocked.
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[bookmark: _Toc87631705]9Figure 3.3 Flowchart of attack detection method

3.3.2 Why Entropy?
When the packet reaches the controller, the source address is always new. That is why they came to the controller. There are no instances of them in the switch's table, so they are passed to the controller. For each new incoming connection, the controller installs a stream in the switch so that the remaining incoming packets are directed to the destination without further processing. Therefore, whenever a packet is seen in the controller, it is new. 

Another known fact about new packets arriving at the controller is that the target host is in the controller's network. The network consists of switches and hosts. Knowing that the packet is new and the destination is in the network, you can quantify the level of randomness by calculating entropy based on window size. The window size is the number of new packets used to calculate entropy. In this case, maximum entropy occurs when the destination of each packet happens to be a host. Minimum entropy occurs when all packets in a window point to one host. 

Machine learning methods require a lot of training to detect anomalies. In addition, intrusion detection devices for DDoS detection must be installed on different links of the network. Entropy has no such constraints.

3.3.3 Packet generation
Packet generation is done by Scapy. It is a very powerful tool for package generation, scanning, sniffing, attacking, and forgery. Scapy is used to generate UDP packets to cheat the source IP addresses of packets. 

Pox uses the Python programming language. The code that generates random source and host IP addresses is written in Python. The function randrange inherits the random function. This function produces a uniform random floating point number in the range [0.0,1.0). This number indicates that the random number generation period is long and will produce uniformly distributed random numbers. These numbers are joined together to form a spoofed source IP address. 

The other two parameters set in Scapy are packet type and packet generation interval. The interval is set to fit the test case. For example, for a 25% rate attack, the normal traffic interval is 0.1 seconds and the attack traffic is 0.025. This gives us 25% of the packets sent to a host window.

In this experiment, using Scapy to generate network traffic so that normal and attack traffic can be simulated. With Scapy, forged IP packets can be generated, in which way the identity of the real attacker is hidden. Run the Scapy program on the host to send packets, both normal packets and attack packets (UDP packets and TCP packets) to the host in the designed network topology. 

3.3.4 Window Size
The window size should be set to less than or equal to the number of hosts to provide accurate calculations. In this project, we set the window size to 50. The primary reason for choosing 50 is the limited number of incoming new connections to each host in the network. In SDN, once a connection is established, packets will not pass through the controller unless there is a new request. 

The second reason is that each controller can only connect to a limited number of switches and hosts. Finally, the third reason for choosing this size is the amount of computation done for each window. A list of 50 values is much faster to compute than a list of 500 values, and attacks within the 50 packets window are detected earlier. Given the controller's limited resources, this window size is ideal for networks with only one controller and a few hundred hosts.

In this chapter, the research methodology of this work is analyzed. Research onion is adopted as the research structure of research methodology. Philosophy, Approach, Methodological choice, Strategy, techniques and procedures respectively elaborate the main line of the study. The research design clearly plans out the data processing and testing methods of specific experiments. For further design and implementation, experimental details will be introduced in the next chapter.









4 Design and Implementation
This chapter mainly introduces the environment establishment, process design and implementation of the experiment. 

4.1  Environment
This experiment was carried out on an HP laptop with 8GB RAM. The experimental operating system adopts Linux Ubuntu 20.04 with 20GB memory and uses Ubuntu image files to run in Oracle VM VirtualBox software. The version of mininet is 2.3.0 and runs locally on Linux. The network topology shown in Figure 4.1 is created using mininet. The network is a tree structure with a depth of 2. The switch adopts OpenFlow switch, which can support OpenFlow protocol.
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[bookmark: _Toc87631706]10Figure 4.1 Designed network topology

4.1.1 Network Emulator
[bookmark: OLE_LINK13][bookmark: OLE_LINK14]This work uses mininet as a network simulator to simulate a real network environment. Mininet provides a visual interface to construct the network topology, which makes the experiment more convenient and more operable [66]. 

Mininet has many good features: 1) Flexibility, the ability to set up different kinds of topologies and new functions in the software by becoming a language; 2) Practicality, whether virtual network or real network, as long as the source code is not changed, can be used; 3) Scalability, creating a network environment that can be extended to large networks on other computers; 4) Shareable, easy to achieve sharing among collaborators, making it more convenient to run and modify the experiment.

Mininet is a system that can create lightweight virtualization software definition network, which allows rapid prototyping. Mininet tool is of great significance for SDN research. It has been used by researchers in many institutions, including German telecommunications laboratory, Princeton University, Berkeley University, NASA, Stanford and so on [67]. This can prove that this tool has certain advantages. 

Using this simulator, the creation of SDN elements can be customized, including hosts, switches, directors and links. For example, in the network topology in figure 4.1 above, use the miniedit visual interface to create three OpenFlow switches with three ports, create nine virtual hosts, and use virtual links to connect switches with hosts, switches and controllers. Each host can fold this Mac and IP address. In this case, the controller can run locally in the same hardware environment as mininet.

4.1.2 Controller
It is very necessary to choose a suitable controller. The Pox controller [68] is used in this experiment. It is widely used in experiments with high speed and light weight. It is designed as a platform, so a user-defined controller can be built on it. Pox is an open source controller written in Python. Its advantage is to facilitate the application interface to the controller so that they can run in parallel with the controller. 

Beacon is another Java-based controller that is open-source and has high throughput and low latency. OpenDaylight controller is the most recent addition to Openflow controllers. It meant to be a common platform for all SDN users. 
[bookmark: _Toc87627766]2Table 4.1 SDN Controllers
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Ryu: Ryu is an open source controller written entirely in Python. It currently supports all versions of the Openflow protocol. NTT Cloud Data Center supports and deploys the Ryu controller, which can be found on Github. Ryu is distributed in routers, firewalls, topologies, VLANs, etc. Ryu applications are single threaded entities.

Pox: The Pox controller is developed by Stanford and is based on Openflow. Pox is also written in Python. Kernel and component are two important parts of Pox. The kernel is the assembly point for all components, and components can interact with each other through the kernel. Pox provides Openflow interface for topology discovery and path selection and can customize components to realize specific functions.

Nox: Nox controller was developed by Nicira and was the first SDN controller. Nox has been widely used as an open source controller since its release in 2008 [69]. It is written based on C++. The Pox controller is the Python version of the Nox controller. Pox is easier to get started than Nox due to the advantages of Python and is suitable for beginners.

Beacon: Beacon is an Openflow controller based on Java (OSGI and Spring framework). It has the advantages of fast implementation and cross-platform. It was developed as an open source controller in 2010 [70] and can be called the basis of Floodlight controller.
Floodlight: Floodlight is also an open source java-based controller that is a multi-threaded entity. Floodlight supports working in real or virtual environments and allows developers to quickly develop cross-platform applications [71].

Opendaylight: Opendalight is an OpenFlow-based SDN controller based on Java and supports multi-threading. It runs on Java-enabled hardware and operating systems. ODL supports southbound Openflow API versions 1.0-1.3.

ONOS: Based on the distributed core platform, ONOS provides high scalability and high flexibility, making the classification of layers more detailed and running faster. It makes the first open source SDN network operating system. The northbound interface abstraction layer of ONOS supports simple application development. Traditional devices and Openflow can be controlled through the southbound interface abstraction layer.

4.1.3 Software
[bookmark: OLE_LINK15][bookmark: OLE_LINK16]Scapy [72] is a software to generate data packets, it was developed by Philippe Biondi which is a Python program that can be used to send, parse, and falsify packets. Scapy is a powerful interactive packet operation program. It can forge a large number of protocol packets, send and capture packets through the line, match requests and replies, etc. It can be used in Python programs as a module of Python. 

Using scapy can define a set of packets and send them, receive answers, match requests with answers, and return packet requests, response lists, and unmatched packet lists. Compared with other tools, scapy can process the information of the whole packet, which makes it have greater advantages.

The security analysis done in scapy is not only convenient, but also fast and flexible. Scapy provides many ways for developers and users to manipulate packets. Its convenience and advantages are as follows:
· It has an interactive language
· It has advanced functionality that has been implemented
· It enables simple package forgery and analysis
· It can be used as a Python library, allowing you to write programs and create applications quickly

Based on the objectives of this project and the above scapy characteristics and benefits, this project chose scapy software as the data package tool for simulation experiment. Detailed usage and operations are described in the next section.

4.2  Design
For the experiment, you first need to install the Ubuntu16.04 virtual machine and then run the mininet and pox controller on the virtual machine. 

Establish a network topology with Pox controllers, OpenvSwitch switches, and hosts via mininet. Mininet was used to construct network topology, as shown in Figure 4.2. 
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[bookmark: _Toc87631707]11Figure 4.2 Network topology

Using Scapy to generate network traffic, you can simulate normal and attack traffic. The main interface of the downloaded and installed Scapy is shown in Figure 4.3. 
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[bookmark: _Toc87631708]12Figure 4.3 Scapy interface

With Scapy, forged IP packets can be generated, in which way the identity of the real attacker is hidden. Run the Scapy program on the host to send packets, both normal packets and attack packets (UDP packets and TCP packets) to the host in the designed network topology. In order to make the experimental results more credible, the ratio of attack packets to normal packets was changed to simulate DDoS attacks of different intensities.

In order to realize the function of the controller, it is necessary to turn on the controller to observe the changes of traffic in the network during simulation, as shown in Figure 4.4. The controller is connected successfully.
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[bookmark: _Toc87631709]13Figure 4.4 Pox controller

In SDN, when a data flow arrives, the Openflow switch will parse the data packet and match it with the local flow entry. If the match is successful, the data flow will be processed according to the forwarding policy. The flow table counter corresponding to this flow table entry is increased by 1. If the match fails, the packet is encapsulated as a Packet_in message and sent to the controller through the Openflow switch. Then, the controller sends the updated flow table information to the Openflow switch. The flow table includes three modules: matching domain, counter and forwarding policy. 

In the experiment, the destination IP address of the packet is extracted from the matching and, and the corresponding number of packets is obtained from the counter. Before the experiment, the window size and threshold size need to be set in advance. If the window setting is too small, not enough samples will be obtained, which will affect the accuracy of attack detection. If the window setting is too large, the computing load of the controller will increase. 

4.3  Implementation
In the launch traffic code, we basically, generates random source IP and send the packets to random destinations btw the host. We generally give start and end value from the command prompt of one of the node for example h1.

First, enter the terminal of host 1, and use Python script to send packets. At this time, normal traffic is sent to host h64, and then observe the entropy value under normal traffic. Figure 4.5 shows the packet sending situation of host h1.
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[bookmark: _Toc87631710]14Figure 4.5 Terminal of host 1

It can be observed in the controller window that the entropy value in the network is 1.12915, as shown in Fig. 4.6.

[image: ]
[bookmark: _Toc87631711]15Figure 4.6 Entropy of normal traffic

Then, hosts h4 and h6 send attack traffic to h56, and send normal traffic to H1 at the same time. The packets of h4 and h6 are shown in Fig. 4.6 and 4.7.
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[bookmark: _Toc87631712]16Figure 4.7 Terminal of host4
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[bookmark: _Toc87631713]17Figure 4.8 Terminal of host 6

Observe the entropy of h56 in the controller, as shown in Fig. 4.8.
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[bookmark: _Toc87631714]18Figure 4.9 Entropy of attack traffic

It can be seen that the entropy value under attack traffic drops to 0.20198 which means there is a apparent drop of the entropy value when attacks appear.

4.4	 Analyze the outcome
In this experiment, each test contains 250 data packets, divided by window value of 50, and a total of 16 times of running. The results are plotted as a discounted graph, where the horizontal axis represents representative packets and the vertical axis represents the value of calculated entropy. Table 4.1 shows the calculated entropy values of partial data packets in normal scenarios. The entropy values of the data packets with 10 nodes in the above representative data packets are selected.
[bookmark: _Toc87627767]3Table 4.2 Entropy of normal packets
	Computed Entropy
	Incoming Packets

	1.11439
	1

	1.1174
	10

	0.84288
	20

	1.0235
	30

	1.0235
	40

	1.05419
	50



As shown in Fig. 4.9, the entropy value calculated in the normal scenario is that host h1 randomly sends normal traffic to the simulated network topology. The blue line shows the packet's calculated entropy fluctuates between 0.8 and 1.4. The minimum entropy value of 0.8 was adopted as the threshold of our experiment, which could ensure the minimum error.
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[bookmark: _Toc87631715]19Figure 4.10 Entropy variation of normal traffic

In the simulated network scene based on normal traffic, although the entropy value is constantly changing and in a state of sometimes increasing and sometimes decreasing, the variation range of these output data is fixed, and there will not be a sharp rise or decline. It can be seen that when normal traffic flows in the network, entropy value does not change significantly, and the whole network tends to a relatively stable state.

To simulate the attack scenario, two hosts h4 and h6 send attack traffic to the target host h56. The attack traffic is added to the scene from the 10th packet, and the attack traffic is end at the 65th packet. In the attack scenario, the attack traffic starts to join the simulated network environment from the 10th packet and stops at the 65th packet. The computed entropy of representative packets in the attack scenario is shown in Table 4.2. It can be seen that the entropy values from the 20th packet to the 60th packet continue to be below 0.21, far lower than the entropy value from the first packet to the 10th packet and from the 70th packet to the 80th packet.
[bookmark: _Toc87627768]4Table 4.3 Entropy of attack packets
	Computed Entropy
	Incoming Packets

	1.13712
	1

	1.13712
	10

	0.20198
	20

	0.02878
	30

	0.20452
	40

	0.20017
	50

	0.01419
	60

	1.0235
	70

	1.10643
	80



It can be clearly seen from Fig. 4.10 that from the 10th packet to the 65th packet, the entropy value drops sharply and remains in the low value region between 0 and 0.21. The lowest point of normal flow entropy is 0.84288, and the highest point of attack flow entropy is 0.20882. The difference between the two is 0.63406, indicating a 75% decrease in entropy under attack in the normal scenario.
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[bookmark: _Toc87631716]20Figure 4.11 Entropy variation of attack traffic

When the attack traffic enters the simulated network environment after the 10th packet, the entropy value drops sharply from 1.13712 to 0.19837, and after a period of time, the entropy value remains in the low range of 0-0.21. During this range, attack traffic attacks specific hosts on the network. This indicates that although the entropy of the attack scene is very low, it still remains in a low stable state, which also indicates the stability of the attack method adopted in the experiment.

In order to more clearly see the difference of entropy between the normal scenario and the attack scenario, Table 4.3 shows the calculated entropy of packets in the two scenarios respectively. In the same way as the above data packet selection, representative data packets are selected for one node in every 10 data packets.
[bookmark: _Toc87627769]5Table 4.4 Entropy of normal and attack packets
	Computed Entropy
	Incoming Packets

	Normal
	Attack
	

	1.11439
	1.13712
	1

	1.1174
	1.13712
	10

	0.84288
	0.20198
	20

	1.0235
	0.02878
	30

	1.0235
	0.20452
	40

	1.05419
	0.20017
	50

	1.0235
	0.01419
	60

	1.0235
	1.0235
	70

	0.84288
	1.10643
	80



Fig. 4.11 shows the comparison of calculated entropy between the two scenarios. Among the 80 packets, the blue line represents the entropy value in the normal scenario, and the orange line represents the entropy value in the attack scenario. It can be clearly seen that from the 1st packet to the 10th packet, the entropy value of both normal and attack scenarios remains in a similar range, from 0.5 to 1.2, and the same is true after the 65th packet. 
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[bookmark: _Toc87631717]21Figure 4.12 Comparison of attack and normal traffic

In the same network topology structure and the simulation environment, whether it is a normal scenario or an attack scenario, as long as the attack does not exist in the network, the fluctuation of the computed entropy is not obvious, based on the period from the first packet to the 10th packet, from the 65th packet to the 80th packet. The low range entropy of attack time represents the occurrence of attack behavior well.

When the entropy value changes in the scene, the influencing factor can only be the added attack traffic. This can be explained by the criterion of control variables. From the 10th packet to the 65th packet, the entropy value in the normal scenario remains at the previous level with small fluctuation. However, after the attack traffic was added, the entropy value decreased sharply and remained at a low level, which indicates that the fact that entropy drops sharply and stays at a low level can reflect the occurrence of attacks in the network. 

By analyzing the computed entropy in the two scenarios respectively and comparing them in the same figure, it can be concluded that the detection method adopted clearly observed the changes under the two scenarios which indicates the method adopted in this project can well detect DDoS attacks in simulated network scenarios.

In this chapter, the specific experiment of DDoS detection in SDN is introduced. Including experimental environment, experimental data processing and analysis. The selected software, simulation tools and data processing methods are implemented. By comparing the change of traffic entropy in normal scenarios and attack scenarios, we can obtain the result that the entropy decreases significantly, and further draw the conclusion that DDoS is detected.




















5 Conclusion and Future work
5.1  Conclusion 
This project focuses on protecting the controller as the core of a software-defined network by detecting DDoS attacks. Once the controller is attacked by DDoS, the whole software-defined network cannot work normally. In order to detect the attack as early as possible and make quick response to the attack, this project adopts a method to reduce the range of detected packets to the first 250 packets of traffic when the attack occurs. This method has high detection efficiency and lightweight less code which makes the controller have a small load.

In view of the characteristics of software-defined networks and the nature of DDoS attack scenarios, to adapt to the centralized and forwarding characteristics of controllers, the statistical characteristics of entropy are taken as the standard to measure whether controllers are attacked. The entropy-based detection method can calculate the specific parameter information of the packet forwarded by the controller, resulting in less computational overhead. The programmable nature of software-defined networks can meet any change in requirements at any time. Using entropy as the detection method in this project, the threat to the host can be detected at the beginning of the attack.

The contribution of this study is to detect DDoS attacks in SDN. This work has met the initially set aim and objectives to showcase
· how DDoS attacks can overwhelm controllers in an SDN architecture.
· a lightweight and fast entropy-based DDoS detection mechanism to protect controllers.
The implemented work is done using mininet and Pox controllers in a simulated environment. The effectiveness of the solution is verified by extensive simulation.

5.2  Future work
The method in this project is based on the scenario where a single controller exists. For the structure where multiple controllers are connected or communicate with each other, the method in this project cannot detect DDoS attacks. In addition, low-rate DDoS attacks can also be the subject of further research in this project. Low-rate DDoS attacks are more difficult to detect because the difference between normal traffic and low-rate DDoS attacks is not obvious when they occur on the network. Hence, in the future, there are two tasks that need to be done:
i) Attack detection in multiple controllers SDN structure
ii) Low-rate DDoS detection
Discovering the source of the attack is an important study for future work. Only after the source of the attack is detected, further measures can be taken to mitigate the attack and attack alarms can be provided for multiple controllers. This study can be a further extension of the current work.
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h2s) (ss, h26) (s5, h27) (s5, h28) (s5, h29) (s5, h3e) (s5, h31) (s5, h32) (s
6, h33) (s6, h3a) (s6, h3s) (s6, h36) (s6, h37) (s6, h3s) (s6, h39) (s6, h4o)
(s7, ha1) (s7, haz) (s7, ha3) (s7, had) (s7, has) (s7, hae) (s7, ha7) (s7, h

48) (s8, hao) (s8, hse) (s8, hs1) (s8, hs2) (s8, hs3) (s8, hsa) (s8, hss) (s8
, h56) (s9, h57) (s9, hs8) (s9, hs9) (s9, h6e) (s9, h61) (s9, h62) (s9, he3)
(s9, hea)

*+% Configuring hosts

h1 h2 h3 ha hs h6 h7 hg ho h1e hi1 h12 hi3 hi4 h15 hi6 h17 hi8 h19 h2e h21 h2
2 h23 h2a h25 h26 h27 h28 h29 h3e h31 h32 h33 h3a h35 h36 h37 h3g h3o hae ha1
ha2 h43 ha4 h4s hae ha7 hag ha9 hse hs1 hs2 hs3 hs4 hss hs6 hs7 hss hs9 heo
h61 h62 he3 h64

*** Starting controller

co

**% Starting 9 switches

S1 52 53 54 55 56 S7 S8 59 ...

**% Starting CLI:

mininet>
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bella@bella-VirtualBo;

INFO: Can't import matplotlib. Won't be able to plot.
INFO: Can't import PyX. Won't be able to use psdump() or pdfdump().
WARNING: IPython not available. Using standard Python shell instead.
AutoCompletion, History are disabled. B

asPY//YAsa
apyyyyeY/////1]]1]¥ca
sY//[[]]¥Spes  scpcY//Pp

Helcome to Scapy

I
I
ayp ayyyyyyysce//Pp syv//c | Version 2.4.5
AYASAYYYYYYYY// [PS <v//s
‘peccey//p. cssps y//Y | https://github.com/secdev/scapy
SPPPP///a PP///AC/[Y
AR cyP/[/]C | Have fun!
P///Ac sc///a |
P//][¥Cpc A//A | What is dead may never die!
sccccep//[pSP///p p//Y | -- Python 2
sY/I[111111]y  caa s//p 1
cayCyayp//Ya pY/Ya
sY/PsV//[[¥Cc ac//vp
sc  sccaCY//PCypaapyCP//YSs
sPCPY///[]/YPSps
ccaacs

= 1l
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m

for k, v in self.lost_buffers.iteritems(
AttributeError: 'dict' object has no attribute 'iteritems'

ACINFO:core:Going down...
INFO:core:Down.

bellagbella-VirtualBo:
bellagbella-VirtualBo:
bellagbella-VirtualBo:
bellagbella-VirtualBo:

File "/pox/pox/forwarding/editted_L3_learning.py”,

bella@bella-VirtualBox: /pox

pox$ cd pox/forwarding
pox/pox/forwarding$ sudo vim editted_13_learning.py
pox/pox/forwarding$ cd ..
pox/pox$ cd ..
bella@bella-VirtualBox:/pox$ python ./pox.py forwarding.editted_13_learning
POX 6.7.0 (gar) / Copyright 2011-2020 James McCauley, et al.

WARNING:version:Support for Python 3 is experimental.
INFO:core:POX 0.7.6 (gar) is up.

INFO:openflow.of 0
INFO:openflow.of_o
INFO:openflow.of_o
INFO:openflow.of o
ERROR:packet: (dns) parsing
und
ERROR:packet:
und
ERROR:packet: (dns) parsing
und
INFO:openflow.of 0
INFO:openflow.of_o
INFO:openflow.of 0
INFO:openflow.of_o
INFO:openflow.of o

dns) parsing

00-00-
00-00-
00-00-
00-00-

00-00-
00-00-
00-00-
00-00-
:[00-00-!

00-00-00-01 2] connected
00-00-00-06 3] connected
00-00-00-08 5] connected
00-00-00-05 10] connected

questions: ord() expected string of length 1, but int
questions: ord() expected string of length 1, but int

questions: ord() expected string of length 1, but int

00-00-00-03 4] connected
00-00-00-02 6] connected
00-00-00-09 7] connected
00-00-00-07 8] connected
00-00-00-04 9] connected

Q

o

line 136, in _handle_expiratio
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4 "Node: h1" - o ®

_Sent 1 packets.

Frag=0 proto=udp sro=105,163,78,57 dst=10,0,0,12 1T
Sport=2 dport=80 15>

(Sent. 1 packets,
frag=0 proto=udp sre=170,182,101.57 dst=10,0,0.13 IKUIP

Frag=0 proto=udp sro=208,118,242,43 dst=10,0,0,9 1UIF.
(Port=2 deort=80. 1%

Sert 1 packets,
frag=0 proto=udp src=69.138,103,228 dst=10.0,0,22 IKUIP

Sert 1 packets,

Frag=0 proto=udp sro=102,33,220,39 dst=10,0,0,37 1T
sport=2 dport=80 155>

Sert 1 packets,
<Ether " tupe=IPud IIP frag=0 protosudp src=190,46,84,221 dst=10,0,0.63 I<UIF
e deeri=so D>
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m bella@bella-VirtualBox: /pox Q _ o &

INFO: forwarding.detection:Entropy =

INFO: forwarding.detection:1.0689507415581483
INFO: forwarding.detection:Entropy =

INFO: forwarding.detection:1.0689507415581483
INFO: forwarding.detection:Entropy =

INFO: forwarding.detection:1.0689507415581483
INFO: forwarding.detection:Entropy =

INFO: forwarding.detection:1.0689507415581483
INFO: forwarding.detection:Entropy =

INFO: forwarding.detection:1.0689507415581483
INFO: forwarding.detection:Entropy =

INFO: forwarding.detection:1.0689507415581483
INFO: forwarding.detection:Entropy =

INFO: forwarding.detection:1.1291567406909446
INFO: forwarding.detection:Entropy =

INFO: forwarding.detection:1.1291567406909446
INFO: forwarding.detection:Entropy =

INFO: forwarding.detection:1.1291567406909446
INFO: forwarding.detection:Entropy
INFO: forwarding.detection:1.1291567406909446

INFO: forwarding.detection: {IPAddr('10.6.0.34'): 1, IPAddr('10.0.6.17'): 2, IPAdd
r('10.0.0.48'): 1, IPAddr('16.0.0.15'): 3, IPAddr('10.6.0.60'): 2, IPAddr('10.0.
0.57'): 2, IPAddr('10.0.6.42'): 4, IPAddr('10.6.0.36'): 1, IPAddr('10.0.0.30'):

2, IPAddr('16.6.6.31'): 2, IPAddr('16.6.6.53'): 1, IPAddr('10.6.6.41'): 1, IPAdd
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"Node: ha" - o ®
P sport=80 dport=l 1>
Sent 1 packets.
32.147.74,148

CEther tupe=IPud I<IP_frag=0 protozudp sre=82,147.74,148 dst=['10,0,0,56'] I<U
P spart=a0 dpart=l 15>

Sent 1 packets..

155,140,15,27

Ether tupe=IPud I<IP_frag=0 protoudp sre=155,140,15,27 dst=['10,0,0,56'] I<U
P sport=80 dport=1 15>

Sent 1 packets..

215,175,207, 251

Ether tupe=IPud I<IP frag=0 protozudp sre=215.175,207.251 dst=['10,0,0,56']
AT sport=80 dport=1 155>

Sent 1 packets.

231,164,247.5

Ether tupe=IPud I<IP frag=0 protoudp src=231,14,247,56 dst
P sport=80 dport=1 1%

10.0.0.51 1<

Sent 1 packets.
rootlbel la-YirtualBoxt/mininet/custont |
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P sport=80 dort=l 15>
Sent. 1 packets.

200,148,57.215

Ether tupe=IPud I<IP frag=0 protomudp src=200,148,57.215 ds
P spart=80 dport=l 1%

10,0,0,56'] 1<

Sent: 1 packets..

105,126,109, 34

Ether tupe=IPud I<IP frag=0 protozudp sre=105,126,108,34 dst=l
P sport=80 dport=1 1%

10,0,0,56'] 1<

Sent 1 packets.

176,133,142,233

Ether tupe=IPud I<IP frag=0 protozudp src=176.133,142,233 dst=['10,0,0,56']
AT sport=80 dport=1 155>

Sent: 1 packets..

116,117,22,205

Ether tupe=IPud I<IP frag=0 protosudp sre=L16.117.22.205 dst
P sport=80 dport=1 1%

10,0,0,56'] 1<

Sent 1 packets.
rootlbel La-VirtualBox: /mininet/custont [|
ot frech o SLOSGLT DRSS LA S U1 AU, FUMLEr SULLL
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m bella@bella-VirtualBox: /pox Q = - o ®

INFO: forwarding.detection:Entropy
orwarding.detection:0.19837241437652745

orwarding.detection:Entropy =
INFO: forwarding.detection:0.20017859435051133
orwarding.detection:Entropy =

orwarding.detection:0.20198477432449521
INFO: forwarding.detection:Entropy =
orwarding.detection:0.20198477432449521

orwarding.detection:0.20198477432449521

orwarding.detection: {IPAddr('10.0.0.56'): 41, IPAddr('10.6.0.14'): 1, IPAddr('1e.0.
0.51'): 2, IPAddr('10.0.6.5'): 1, IPAddr('10.6.0.17'): 2, IPAddr('16.0.0.28'): 1, IPAddr(
'10.0.0.30'): 1, IPAddr('10.0.6.44'): 1}

wxxxx Entropy Value = 1 *kks*
wxxxx Entropy Value = 1 *kks*
wxxxx Entropy Value = 1 *kks*

kx%%% Entropv Value = 1 *¥*%%
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