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Abstract
Firewalls, VPNs and access control are used throughout computer systems. However, it is not as simple as implementing them all without thought as they each have their own drawbacks and benefits. With CyStresSolution’s new information security unit being developed then it needs to be decided what kind of overall impact these security tools have for the company. Moreover, a plan for the information security unit must have a solid structure for it to work efficiently. A mixture of sources including journal articles and websites have been used to conduct this research. Then an additional set of lecture notes were used to aid the formation of the information security plan. When carrying out my research of firewalls, VPNs and access control I found there are multiple advantages and disadvantages to each showing that careful implementation needs to be considered if any of these need to be applied. For the new information security unit an in-depth plan was created to showcase suggestions for how the company should carry out the unit. This included how to carry out their risk management, laws they needed to be aware of to avoid prosecution, and recommendations for  carrying out contingency plans along with which types would be the most beneficial give certain circumstances.



Research in Data Security and Compliance
Introduction
This research paper will be split into two parts. In this section of the research paper, I will discuss different types of security technologies. Security technologies have the purpose of providing security for networks, systems and infrastructure. There are different types of software, techniques, and devices that are classed as security technologies which include but are not limited to Fire Walls, VPNs, and Access Control. in addition to discussing the multiple kinds of security technologies the report will also talk about the positive and negative impacts those technologies bring to companies. This includes what type of impact they bring which includes but is not limited to whether it helps protect, detect or reacts to the company’s IT infrastructure and the systems within it. [1] [2]

Firewalls
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Figure: Firewall diagram
Source: [3]
A firewall is either a device or a piece of software that controls what traffic you can or cannot receive on an internal network from an external network. To do this the firewall has the job of deciding what can or cannot go through the ports of devices on the network. To decide what the firewall should or shouldn’t push through the ports it compares the data trying to go through the ports with preset security rules. [4]
Overall firewalls are crucial to a company’s environment as able to detect what’s happening on their network and protect it. As the preset security rules are able to outline what criteria makes up suspicious and unwanted traffic, it means if those rules are thought out properly firewalls can effectively detect any potentially dangerous traffic. This leads to how firewalls can protect, they do so by blocking the potentially dangerous traffic which could be malware such as viruses, ransomware and trojans. If malware infected the company’s network it could lead to data being stolen, devices being unusable, and using the devices to attack other companies. [5]

Proxy Firewalls
There are multiple types of firewalls for different purposes, one of these firewalls is Proxy firewall. A proxy firewall helps your device connect to network (normally the internet) by acting as a gateway between the two. A proxy firewall is also a proxy server meaning it can give more functionality than a traditional firewall. It is able to detect viruses and decrease the bandwidth on the network by caching websites. Additionally, they can access websites and services that would otherwise be blocked and conceal any information a user has. [6] [7]

Proxy firewalls
Proxy firewalls are useful as they can act as a firewall along with the additional benefits of having a built-in proxy server allows for quicker network speeds and a safer network by spotting any viruses.


Proxy firewalls have unique strengths that traditional firewalls don’t have. First of all, they are the most secure type of firewall which would make them preferable to companies as security is crucial for a network. What makes proxy firewalls more secure than traditional firewalls is due to proxy firewalls having their own IP address, they can stop the network from directly communicating with other systems.

However, proxy firewalls bring new weaknesses that traditional firewalls don’t have. One weakness is they are difficult to use, which could lead to the company to be deterred from using them.   Another weakness is they can make the company’s internet connection slower. This in turn can cause less work to be done due to waiting employees waiting for the internet to load and losing morale when they become frustrated with it. The slow internet is caused by each outgoing and incoming packet having their own established connection. [6] [8]

Cloud firewalls
For general cloud services there are three main types which are IaaS (Infrastructure as a Service), SaaS (Software as a service) and PaaS (Platform as a service).  Some popular providers that run these cloud services are include Google Compute Cloud and IBM SoftLayer
Although firewalls have their own model known as the FWaaS (Firewall-as-a-service). FWaaS firewall’s function and act like traditional firewalls except they are hosted in the cloud. FWaaS Firewalls have the purpose of protecting cloud platforms and applications.

[image: ]
 
Figure: Cloud firewall diagram
Source: [9]

They have standard advantages of firewalls such as blocking any traffic that is deemed malicious. However, they also have unique advantages that can help a business including if a company uses cloud services along with any applications such as Microsoft Azure, then the use of FWaaS firewalls allow for easy integration with cloud services. Adding onto that point cloud firewalls can be scaled up easier. [9]
Another advantage is that due to the traffic not going through a hardware firewall it eliminates the possibility of any network choke points. To clarify a network choke point is when a certain area of the network is extremely slow or is limited which in turn causes reduces the network’s efficiency. [10]

However, Cloud firewalls also have their own disadvantages that directly impact a company. One disadvantage is the cloud service that the FWaaS firewall is running on goes down then it leaves the company vulnerable to any attacks on their network. Another disadvantage of cloud firewalls is that they can get expensive. The service that the cloud firewall runs on is normally done through a payment plan where the company will have to pay based on how much bandwidth, storage and processing power is used. Furthermore, an additional disadvantage is that running a cloud firewall can take up too much memory and processing power leading to the network being slowed down. [11]


VPN
A VPN (Virtual Private Network) allows a device to have an encrypted connection over the internet, allowing for any private data that is being transmitted will be done so securely. To use a VPN, you need to choose a VPN provider that is best suited for the company. Popular providers include Surf Shark, Nord VPN, and CyberGhost VPN. When purchasing a VPN plan the company needs to look at the encryption’s strength, how many devices can use the VPN, and the quality of the customer service. [12]
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Figure: VPN Diagram
Source: [13]

VPNs are beneficial for companies as they prevent the traffic from the company’s network from being looked at by unauthorized users. [14] 

Another example is with site-to-site VPNs. Site to site VPNs allow for two or more networks to connect to each other, which can be for corporate networks or connecting branch offices together. [15]  An advantage of using site to site VPNs is that shared resources can be easily accessed without direct use of the internet by using file servers or databases. This lets employees access the resources needed no matter where they are. [16]
[image: Site-to-site VPN connecting a main office with three branch offices securely via the internet.]
Figure: Site to site VPN
Source: [16]
Furthermore, if a company uses a VPN server it can benefit the company as VPN servers are useful and efficient for scalability. This is because they allow for remote employees and employees present at the company’s office to all use the same network at the same time.
Although there are disadvantages such as it being complicated to configure meaning a specialist employee is needed to configure it along with maintaining VPN gateways. An additional disadvantage of using VPNs is that they could reduce your internet speed. This is because VPNs have a secure encryption process that takes time to carry out. [17]

Remote Access VPNs
Remote access VPNs allows for devices to connect to private networks such as a company network through a secure and encrypted manner by using a tunnelling approach.
For a remote access VPN to work the client and the server both need to use the VPN protocol. These could be either the Point to Point Tunneling Protocol (PPTP), Internet Protocol Security (IPSec), and Layer Two Tunneling Protocol (L2TP). [18]

Remote access VPNs have unique benefits for companies, one of which is that they are convenient for remote workers. This allows anyone who has a long or nearly inaccessible commute to be more consistent and have an easier time carrying out the work as they do not have to worry about travelling. Additionally, if the company decides to have all their staff to work from through remote access VPNs, then it could mean that the company does not need to have a physical office which can save the company a big expense. Or if they do need one then they can make their employees only come in on certain days (such as twice a week) and for the rest of the week the office can be closed, allowing for money to be saved on utilities such as electricity and water. This also means when the company is looking to hire more employees, they can have a bigger pool of candidates as location isn’t a factor they need to consider if they have a suitable device and an internet connection.

Another benefit is by employees using remote access VPNs, it allows for their network connection to be a lot more secure. This is an affordable way for a company to add an extra protective measure for data security, especially since other methods for a company to improve their data security can be quite costly.

There are risks for a company to use remote access VPNs. One such risk is that you cannot see what is occurring within a VPN connection. This is due to the encryption style of SSL VPNs. The downside to this is that if a bad actor (such as an employee with malicious intent) has been able to carry out an attack on the connection whoever is managing the network will not be able to intercept the attack. 

Another disadvantage of remote access VPNs is they do not check the strength and security of the recipient device’s network. This in turn can cause malware including worms and ransomware to infiltrate the company’s network.

Furthermore, if anything happens to the remote access VPN connection due to a malfunction or an issue with the VPN provider for example, then it can interrupt the workflow of a business and result in employees needing to catch up on work. If only one or two employees work remotely then it will cause minimal disruption. However, if the company heavily relies on remote access for their employees to do their work, then the business could grind to a halt. Especially if the connection is down for a long time which could have big consequences such as losing current clients and money being lost from nonproductive hours of work. [19] [20] [21] [22]

Access Control
Access control is used to control what users can do on computer systems including what programs can be used and having certain system privileges. This is carried out by the user’s credentials being identified and then based on those credentials the user is allocated the proper level of authorization. There are multiple ways a user can be identified such as with username and password, pins, and authentication apps.

The purpose of access control is to limit the risk of having unauthorised access to the company’s network and in turn its data. If a cyber-attack happens and the company’s data is accessed it can have serious consequences such as the data being sold, used to hack into employee accounts and/or deleted. 
There are multiple different types of access control, the first one to cover is role-based access control. Role-based access control is when computer system privileges and restrictions of individuals or groups of employees are set based on their role in the company. For example, a standard employee would not have access to change network settings while system administrators would. This is because a regular staff member may not know what they are doing, causing incorrect configurations to be set and a lot of problems to be caused.
Another type of access control is mandatory access control. Mandatory access control is dependent on a security level which is based on what kind of data or an area of a computer system that needs to be accessed. For example, if the data that an employee needs to access is personal employee data such as bank information for payroll, then it would have a higher security level than data that is just company sales figures.
It also has its own model that is formed by an employee hierarchy being created. This hierarchy gives each level the relevant access to the required data or computer systems which is based on the security level of said data/computer systems. Additionally, because of the hierarchical system staff can also access all the data and systems in the ranks below them. [23] [24]

Access control brings many benefits for businesses. One such benefit is it is easy to manage their employees’ details such as their username and password. Furthermore, this allows the company to have more control which in turn means any issues with the credentials can be sorted out quickly. Another benefit for companies is that they can use other types of credentials for access to the building such as key cards. Using these types of credentials means only authorised workers can get into the building, making the security for the building more efficient. [25]

Risks can be created if companies who use access control carried it out and use it poorly. One such risk is having unauthorised access, which can be caused by poor password management. An example of a poor password policy is having minimal password requirements for an employee, including not requiring an employee to use numbers, symbols and capital letters. Another example is not making employees regularly update their passwords. This can lead to data breaches and data being leaked. The solution to this is to make sure employees’ passwords are at a minimum required length, along with a mix of symbols and numbers. Moreover, they need extra ways to verify employees with multi-factor verification. This could be done with the use of biometrics including getting an employee to use their fingerprint or face scan to verify it is them. [26]
Or having the employees using a third-party application such as Microsoft Authenticator.
[27]
Another risk is malicious employees at the company finding ways such as with malware or using other employees’ credentials to gain extra privileges through privilege escalation. This can lead to private data being accessed, new “employees” being added, and system settings being overridden. [28]
Group Policy
An example of Access Control being used in the workplace is Group Policy. A Group Policy is a set rules set for groups of users or for computer configurations throughout a company’s network. [29]
When a Group Policy is used with an active directory all settings that have been configured are stored in a Group Policy Object (GPO). GPOs are virtual places for policy settings and security permissions to be stored which in turn can be used on users and computers within the Active Directory. 
There are different policies that can be set, these include managing criteria that passwords can have, allowing/denying the ability for users to log on to the company’s network remotely, and deciding how the user’s desktop will look. [30] [31] [32]

Conclusion
To conclude this section of the report demonstrates what the security technologies firewalls, VPNs and access control are and how It impacts a company. Firewalls have a positive impact for a company, the main advantages of them are that they are able to detect any suspicious traffic on their network and when detecting it they are able to block it from going to any devices within the network. VPNs bring a mixture of advantages and disadvantages. The main advantage they bring is that they prevent people from looking at the company’s network traffic. The main disadvantage they bring is that they are very hard to set up meaning a specialist would  be required to set it up. The final security technology I covered was access control which overall has a positive impact, the main advantage of access control is that it creates structure by giving employees certain permissions and in turn limits the risk of unauthorised access.


Planning CyStresSolution’s new information security unit

Introduction
CyStresSolution (also known as CSS) is a company that is focused on helping other companies protect themselves from possibly devastating cyber-attacks. They carry this out by providing threat intelligence and consulting companies.
CyStresSolution is creating a new information security unit which in this report I will demonstrate a plan I have created to prepare the unit. This plan will contain a mix of charts, diagrams and tables.

Organisation structure 

The new information security unit will carry out four crucial objectives that support and are beneficial for the company. These four objectives are:
•	Allowing the company to safely run programs and software on its ICT systems.
•	Protecting the company’s technology assets
•	Prevents any disruption to the company’s functioning
•	Safeguard the data the company gains and stores 
These objectives of the fundamentals of keeping the company afloat. 
Allowing the company to safely run programs and software on its ICT systems.
For the company to be able to achieve software and programs being run safely they need to have a computer environment that is capable to do so. When this is achieved management needs to oversee any decisions relating to the safeguarded environment, so it continues to flourish.
Protecting the company’s technology assets
For the company to have their technology assets secured they need to have a secure hardware framework that correlates with the size of the company. When the company gets bigger, they may need to implement extra security resources.
Prevents any disruption to the company’s functioning 
The people that are responsible for stopping any disruption to the company are management. The implementation of this is more focused on the company side of things rather than the technological side.
Safeguard the data the company gains and stores
The key to effectively protecting data the company gains and stores is to protect it through all cycles of use, this includes:
•	Its transmission
•	While it is being processed
•	When it is in storage
If a company does not store any data, then that means the company will have a harder time carrying out tasks. For example, If the new information security unit does not store firewall logs that contain information about suspicious activity on the network. This could lead to employees missing the chance to stop potential threats before they happen and letting the network be infiltrated by malware and attackers. [33]

Relevant policies and procedures 
When forming the unit there needs to be policies and procedures in place. The difference between a law and a policy is that a policy is a principle that showcases what is and what is not appropriate for the workplace, and it is followed by and created by the company. While laws are a set of rules established in countries that are used to control the actions of the inhabitants of the country and even enforce penalties when required. [34]

One important policy for the unit that should be implemented would be a recruitment policy. A recruitment policy contains a consistent system for how the company is meant to hire people. The policy would outline the relevant expertise, and the desired qualifications needed for the role. This is so the hiring team can follow this policy to ensure that the staff hired for the role is done so in an unbiased manner, by making unbiased decisions towards the potential hire. [35] [36] [37]
Another important policy is the health and safety policy. The health and safety policy shows how the company outlines how the workplace should act in guidance with health and safety laws. This could include, it being told which people within the company oversee health and safety, carrying out a risk assessment, and/or making sure employees have the appropriate training. [38]

It would also be beneficial for CyStresSolution to adopt a security policy. One security policy that should be adopted is the Enterprise information security policy. The Enterprise information security policy contains the company's view on how their security system should be set up. Based on their perspective the relevant roles and responsibilities are given to make sure important information is safe.


For security policies to be viable they need to: 
•	Be monitored by a manager.
•	Be carried out by a set of reviews.
•	have a way for recommendations to be suggested.
•	Make an insurance policy and give it to the policyholder.
•	And finally, their policy management would be automated. [39]

Laws and ethics 
The information security unit needs to abide by the law as not doing so can cause massive problems for CyStresSolution, including being sued and in turn losing a lot of money and potentially getting shut down. There are multiple types of law including constitutional, statutory, and regulatory.
One important law that is related to the unit is the Computer Misuse Act 1990. The Computer Misuse Act 1990 is a law that makes the following three acts illegal:
•	A person having unauthorised access to a computer system
•	A person having unauthorised access to a computer system with the purpose of carrying out additional offenses.
•	A person having unauthorised access to a computer system with the intent of causing damage to the system.

Another law that is crucial in the planning for the unit is The Data Protection Act 2018. This act has been put in place to control how companies use people’s personal data. This is relevant as the unit may be handling personal data of employees or clients that they are working with.
The people within the company who handle personal data need to follow data protection principles which are set of stern rules. These rules make sure the data is:
•	Used justly and ethically
•	Clearly stated for why it is being used/kept and as such is only used for what is required.
•	Accurate and current
•	Disposed of when it is no longer needed
•	Kept securely 
Regarding more sensitive data including but not limited to sexual orientation, race and health there is more powerful legal protection in place.
This law is extremely important to keep in mind for the information security unit as abiding by the act shows that the unit and CyStresSolution as a whole is storing data properly and safely.   If they fail to follow the law however it can lead to fines up to £17 million or 4% of the company’s global turnover it is decided on depending on which one costs more. [40] [41] [42] [43]

Governance and strategic planning for security 
Information security governance is when executive management carry out a set of obligations. The outcome they want to achieve from this is strategic alignment, risk management, resource management, performance measurement and value delivery to be carried out. Information security employees all throughout the information security unit have a part to play in implementing governance. Below showcases each class of employees’ responsibilities to achieve this.
	Role
	Responsibilities

	Regular Staff
	Carry out policies, report any data vulnerabilities,

	Supervisor
	Conduct training and apply compliance

	Department Head
	Establish policy, deal with security breaches, apply compliance, and oversees executing an audit.

	Chief Risk Officer
	Establish policy, deal with security breaches, apply compliance, and oversees executing an audit.

	Chief Information Officer 
	Establish policy, deal with security breaches, apply compliance, and oversees executing an audit.

	Chief Security Officer
	Establish policy, deal with security breaches, apply compliance, and oversees executing an audit.

	Chief Executive Officer
	Watch over the company’s security structure, brief the company’s board and the public on any decisions made.



If staff do not carry out their duties and do not work cooperatively this leads to the structure not working. [44]
Risk management 
Risk management is needed in the new information security unit as with it the company can identify a risk and assess how big of a risk it is. Then they can follow this up by taking the relevant measures to reduce the risk as much as possible. There are three main components to risk management which are risk identification, risk assessment and risk control. 
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Risk identification is the process of spotting any issues that can prevent a company from carrying out what they need to do. Examples of risks the unit would need to be aware of could be data breaches, data theft, and any accidents that occur within the company. 
Risk assessment is when any weaknesses are assessed to see how much of a risk they are to the company. When carrying out a risk assessment a rating is normally given to each vulnerability. 


 


[image: A diagram of a risk management process
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There are five stages to carry out a risk assessment which are plan the process, determine likelihood of the risk occurring, evaluate the Impact, calculate the risk and gauge the risk acceptability.


For the information security unit, a great method that would be appropriate for them to use to carry out these steps would be a 5×5 risk assessment matrix. 
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Diagram: 5×5 risk assessment matrix
5x5 risk assessment matrix’s have the likelihood rating on one side of the matrices and across the top has the impact. Then based on these factors the rest of the grid is filled in with the relevant risk level. These are traditionally colour coded to emphasis the risk levels. This diagram is useful as it allows the team behind the risk assessment to determine what risks to prioritise based on its impact and how likely the risk will happen. 
Risk control is to analyse the results from the risk assessment to carry out the fitting measures to reduce or stop risks.

There are five different approaches that can be taken to control a vulnerability which are:
•	Accept
•	Defend
•	Migrate
•	Terminate
•	Transference
[45]
[bookmark: _Hlk184844308]Contingencies planning 
A contingency plan is a plan that is set up to prepare for a potential incident and if it occurs it can be executed. It also contains all the required information for it to be carried out effectively. There are multiple types of contingency planning processes which are:
•	Business impact analysis
•	Incident response
•	Disaster recovery
•	Business continuity
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Business Impact Analysis
Business impact analysis is used to identify what particular business activities need to be prioritised when it comes to the recovery process. Once they have decided which business activities need to be put first then the company is able to decide which resources are given out and can set up effective contingency plans. [46]

Incident Response Planning
An Incident response plan is used to spot an incident and based on the classification of the incident the relevant response is implemented. An incident is a type of attack that endangers either the availability, confidentiality, or integrity of the company’s information resources.
Disaster recovery
The disaster recovery plan is used to prepare for a disaster to occur along with the recovery process from the attack.
Before the contingency planning team carries out a disaster recovery plan they need to choose if the attack they are facing is a disaster or an incident. From there it can be decided if a disaster recovery plan or incident response plan is more appropriate.
Business continuity
The business continuity plan is used for when an attack causes the company’s tasks to be halted and plans out where these tasks will be reallocated to.
These are all traditionally carried out within one electronic document that is stored digitally. This is done so employees can access the document easily and quickly when it is needed.[42]

Conclusion
In conclusion my plan for a new Information security unit would be beneficial for their company as it goes in depth on topics such as contingency planning, risk management and policies. With discussing contingency planning I covered the different types of contingency planning and how they are important for different scenarios the information security unit might face such as disaster recovery which is used to identify from a disaster and from there help CyStresSolution bounce back from it efficiently. Furthermore, with risk management I covered the importance of it as it is used to assess how big of a risk an issue is which helps the company prioritise what they need to so all issues are dealt with swiftly. I suggested a method the information security unit could use called a 5×5 risk assessment matrix which based on the impact the risk could cause along with how likely it would happen determines its overall risk factor. If CyStresSolution uses this method to decide a problems overall risk factor, then they will know how urgently they need to deal with it meaning they can allocate the right amount of time and resources. Without this they could allocate too much time and resources and waste them on a threat that does not need it leading to other areas being vulnerable. Or they cannot give enough leading to them being under prepared. Moreover, I also covered policies and procedures as it is important for the unit to know how to deal with situations when they happen. One policy I discussed is the Enterprise information security policy, this policy is set in place as a way to assign the needed roles and responsibilities to employees. This is based on the company’s idea of how their security system should be set up. This is important as it gives the company structure and makes it clear what everyone’s objectives are and in turn that makes having a secure information security unit way easier to achieve.
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