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[bookmark: _Toc534909199]Abstract
The objective of this assignment was to develop a BYOD (Bring Your Own Device) framework for a company called ‘Hyper-fort’. The writer starts by listing a few of the advantages and disadvantages of Bring Your Own Device in general, after a short introduction of BYOD.  Fortunately, there is more advantages than disadvantages. After talking about the advantages and disadvantages, the writer goes on to talk about policies that should be put in place to ensure that none of the data gets leaked. If the employees obey these policies, then there shouldn’t be a problem with data leaks. The punishment for breaking these rules would be quite strict to ensure that they are understood.
Next the writer talks about an appropriate mobile device management software. The software that was chosen is a from a company called ‘Hexnode MDM’, the writer found a lot of benefits of using this software over others. These key features are listed further in the report. After the device management software, the writer goes on to talk about any possible threats to the company when it comes to accidental data leakage through the employees and possible ways to fix and prevent them in the future.
The writer then created a Data Flow Diagram to show the process on how employees log into their accounts when they get to the workplace. This shows what happens if the employee enters incorrect details, when they enter correct details, and if they have a potential threat on their device. Lastly, just before a short conclusion, the writer talks about the design of the network itself, how it works and what some of the security features are. This is then followed by a small conclusion about the enter project.

[bookmark: _Toc534909200]Introduction
Employees being able to bring their own device into the workplace and be able to access their files can boost efficiency within the business. The corporation would set up a network where the employees could bring their own mobile device and access said network from a laptop, or other cellular devices. Bring your own device (BYOD) can pose many security concerns within the business so it must be set up correctly to protect customer and employee data. A mobile device management software must be used to keep employees’ personal devices up to a certain standard to avoid any security breaches since these can be vulnerabilities. There also must be policies put in place for the employees themselves to abide to since there is only a certain amount the software can do. This report will focus on how the business can remain safe whilst being able to implement bring your own device within the workplace. 





[bookmark: _Toc534909201]Advantages and Disadvantages of BYOD

[bookmark: _Toc534909202]Advantages 
There are multiple advantages of an organisation using BYOD [1]:
Cost – Operating costs can be transferred to the employee. Keeping devices and programmes up to date would be the users’ responsibility which could save the company a lot of money.
Employee Satisfaction – Employees would be happier using the devices that they have chosen rather than devices issued by the business.
Productivity – The productivity in the workplace would often increase with BYOD since the employees will be using technology that they are more familiar with. For example, if the employee uses a different operating system to the business the work flow may be slower since they are less aware of the OS. The employees can take full advantage of their own device since they already know how to properly navigate the operating system.
Up to Date Devices – With technology changing rapidly, there are constantly updates coming out for different devices. Employees being able to control the device they work on would allow them to update as soon as they can. This can keep devices running at a good speed and fix any possible security concerns that may have been in the past version of the device.
More Flexibility – Employees can work from wherever they can take their mobile device. This makes them more flexible and increases the chance of the employees working outside of work hours. 
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As well as having many advantages, there are also some disadvantages that come with BYOD [2]
Security – Security is the biggest concern of BYOD. Employees being able to access sensitive information from their own device can pose big security risks. Even if they can only access certain parts, this may still bring some problems to the organisation. This data could be shared on purpose or accidentally. This is where the policies must be put in place, so the employees will not share private data with anyone outside of the company. There must also be an exit policy so if the employee leaves the company it would still apply.
Cost – As well as being an advantage, BYOD can also cost the company a lot of money. The employee’s devices will need to be monitored for security reasons. Implementing the security to each different device can cost more to the company that would be saved. 
Privacy – If the employee is login into any social media whilst on the network, the login credentials may be saved in the network. If the network is logging the employees’ actions, it may share information that the employee may not want to be shared. 
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There is always a need for policies in the work place. These need to be put in place to make sure all of the data within the network is kept secure: [3] [4] [5] [6]
[bookmark: _Toc534909205]Security Policy
A security policy is very important to have for any business, this would ensure that all the data within the company is kept safe. The employees must obey this policy or there would be serious consequences since they could be responsible for a data breach. Some of the things included in the policy may be:
· All employees must take part in basic security awareness training to have access to important data
· All employees must change their passwords once a month and ensure that this password is not transferred to anybody else. Not even trusted colleagues or family
· Every device brought into the workplace must have an updated anti-virus software
· All devices must be properly logged out of the system before leaving the building


[bookmark: _Toc534909206]User Policy
A user policy is useful to have for a company. This policy would-be set-in place to make sure that the employees are working instead of doing their own thing on their device. There are a few examples of what you’d expect to see in a User Policy:
· Personal phone calls must not be taken during working hours, unless an emergency
· Respect other employees equally
· Employees must regularly check their privacy settings on all social media, and do not post anything work-related
· Only work emails are to be checked during working hours
· Never open email links or download files without permission from IT Support


[bookmark: _Toc534909207]Device Management Policy
A device management software policy is put in place for employees to understand the limitations of using their own devices in the workplace. Below there is a list of a few of rules you may see on a device management policy:
· All employees must completely log out of the mobile device management programme before leaving the building
· Employees must not use their mobile device for anything other than work during the working hours
· Respect the privacy of all others around you
· Always present yourself in a professional manner
· 


[bookmark: _Toc534909208]Mobile Device Management Software	Comment by Carlene Campbell: This section lack referencing
Lack referencing
The mobile device management software that the writer has chosen is called Hexnode MDM [7]. The company’s official website explains everything that their software covers. There are many reasons why the writer has chosen this mobile device management software. One of the best features of Hexnode MDM is that it can monitor all types of devices from one point. Hexnode MDM can cover Windows, MacBook’s, IOS mobile phones and Android Mobile Phones. This means that no matter what device the employees use, they will all be able to be monitored from one remote location.
Hexnode MDM has a multitude of advantages for the company. The writer decided one of the best advantages of using Hexnode to the company is the remote lock feature. This feature allows the administrator to lock any device on the programme ad make it inaccessible to use. This is for when it is believed that somebody has unauthorised access to one of the devices. Another brilliant of this feature of this software is the remote wipe feature. This allows the admin to erase all the data on any device at any time, this would be used in case one of the devices becomes compromised to either a hacker or a virus/malware. 
There are multiple ways that the users can enrol into the management software. This can be done by the admin or even the user themselves. One of the fastest ways to enrol a device is using a QR code-based enrolment, however this can only be done on mobile phones using the back facing camera on the device. Once the QR code is scanned, the user’s devices will automatically be added to the software and will instantly be able to be managed and monitored. Another way to be enrolled is by using an email-based enrolment. This will send an email to the users and it will send them a one-time password and a link to the portal. The user is then prompted to enter their one-time password for validation, once the password is entered then the device will be on the mobile device management software.
The mobile device management software provides a lot of security when it comes to what websites the user can access. Hexnode MDM has a website whitelist and a website blacklist feature. The blacklist feature allows the admin to block certain websites, so the users cannot access them. The whitelist feature is like the blacklist, but instead it is a lot stricter. A whitelist is a list of websites that the user can access. Obviously, this means that there is a lot less websites that the user can access which would increase security since they can only go on websites chosen by the administrator. 
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There is a lot of possible threats when it comes to using BYOD. One of the main problems being what happens when the employees leave the office. This problem is fixed using one of the policies talked about previously. This policy would ensure that all employees completely log out of the programme before they leave the building. This means they would not have access to any of the company’s private data unless they’re in work. Another problem may be the employees personal use of their device. One way to make sure this isn’t a problem is by using a whitelist. A whitelist is a list of websites that the user can access. This means that the user can only access websites that are chosen by the administrator. The users are also constantly monitored through their traffic, this means that if the admin can see an employee is doing something they shouldn’t be then they can sort it out.
When it comes to different types of devices, this all goes through the chosen mobile device management software. The chosen software is called ‘Hexnode MDM’, this is compatible to most types of devices, from Windows, to Apple, and Android devices. Lastly, another problem would be what would happen if a device is lost or the employee leaves their employment. The mobile device management software has a feature called ‘Remote Lock’, this feature allows the admin to remotely lock any device on the programme and make it inaccessible. This means that if the device gets lost or stolen, the unauthorised person with the device won’t be able to access any of the data. Everybody has a different password to get onto the network, so that user can only access their own device. If an employee leaves their employment, then the passwords throughout the network would be changed and updated on the remaining current devices so no other employees do not get affected. This will ensure that when the user leaves, they no longer have access to the data. There is also a policy in place where the employees cannot share data with anybody else, and the punishment would be severe if this policy is breached.

[bookmark: _Toc534909210]Data Flow Diagram
[image: ]
Above shows a Data Flow Diagram that the writer designed using Lucid Chart [8]. This diagram shows the process of a user logging in to the Hyper-fort network. The user is prompted to enter their login details. If these details are wrong, then the session will be cancelled, and the user will be redirected back to the beginning. If the details are correct, then the device gets scanned for any potential threats to the company’s network. If a threat is found, then the session gets cancelled and will not let the user on to the network. They will need to get this problem sorted out before trying to log on again. If there is not threats on the user’s device, then they will be able to log on to the network. This process is done for security reasons, for obvious reasons the company does not want any viruses or malware on their network. This process is put in place to help decrease the chances of these threats getting onto the network. 


[bookmark: _Toc534909211]Implementation
[image: ]
The writer used a programme called Cisco Packet Tracer version 7.2 [9] to complete this diagram. Above shows a possible basic design for a network layout for Hyper-fort. The design shows 3 rooms, a Server Room, a Main Office and a Common Room. The server room holds all the routers, switches, firewalls etc. There is switches in the server room which are connected to the router, and to access points in the other 2 rooms. This is so employees in the other rooms can pick up a wireless signal and communicate with each other. The access points of a password on them, so the users will need this password to get onto the network. The password for the network is ‘hyperfort123’. This password would get changed if any of the employees leave the company, so they would no longer have access to the network. The network is entirely linked together. There is a PC in the server room which would be used by the administrator. The PC can connect and communicate to any of the devices on the network which would allow it to control and monitor all the devices. 
There is only one router in this configuration. This router is linked to multiple switches and a firewall. This router is the heart of the network, it connects everything together allowing the devices to communicate. The firewall connected to the routers adds an extra measure of security to the network by blocking any suspicious activity. There is also a measure of physical security as well. The doors have been added to each of the rooms, so the employees need verification to enter the rooms. This means there can be no unauthorised into these rooms. Also, for extra security, there have been passwords added to the routers and switches throughout the network. This means that if anybody tries to access the command lines in these devices, then they would need to enter the correct password. They will need a password to get onto the command line, and they would also need a different password to access EXEC mode. These passwords alternate between ‘cisco’ and ‘class’ on all the switches and the router. This makes sure that only the admin can access these terminals.

[bookmark: _Toc534909212]Conclusion
In conclusion, the writer has found that Bring Your Own Device has many benefits to a company. If the correct policies are put in place, and the company has a good mobile device management software, then BYOD is perfect for business of all sizes. The mobile device management software has a multitude of uses. Unable to talk about them all, the writer highlighted what he thought are the key features of this software. The policies would be there so that none of the data gets leaked, obviously this is still reliant on the employees and how serious they are about their job.
The writer found, by making a network framework for BYOD, that there are many possibilities for employees connecting with one another. Using passwords in appropriate places allows for a high amount of security, mostly digital but some physical. Using a data flow diagram, it is easy to see the progress of a user logging into the system. It shows what happens under multi possible scenarios.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Evidence of background reading and but some areas lack referencing.  It would be good to see  references from journals/conference proceedings as this would add more credibility to your work.  You can access many journals from the online library - https://www.uwtsd.ac.uk/library/online-library/, IEEE and ACM are the main ones for computing. Avoid all websites (Grade mark: 66.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated knowledge of the underlying concepts and principles. (Grade mark: 66.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]All areas required for this work has been discussed satisfactorily (Grade mark: 67.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]27

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]a working packet tracer design wiith the relevant countermeasures implemented. (Grade mark: 75.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]15

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack] A presentable work but can do with formatting. (Grade mark: 70.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]7

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]69.5%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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