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Essay One
This essay will review complex types of internet-dependant crimes. 

The internet also known as the world wide web was established back in the 1950’s at the time of The Cold War, where scientists and engineers came together to create the ARPAnet. The ARPAnet was designed so that ‘messages could be routed or rerouted in more than one direction’ and that regardless of a disaster or military attack the network would still be able to function (TechTarget, 2022). 

This was then further developed by other scientists and inventors who all shared their ideas and established the internet to the successful world wide web that it is today (National Science and Media Museum, 2020). As stated by (Berners-Lee, 1999) the internet wasn’t created from a single idea or moment; it was created and established from many different ideas and realisations from several scientists, engineers, and researchers from around the world. 

The internet itself is a ‘worldwide computer network that transmits a variety of data and media across interconnected devices. It works by using a packet routing network that follows Internet Protocol (IP) and Transport Control Protocol (TCP)’ (HP Development Company, 2020). 

To this day, the internet is used via computers, tablets, mobile phones, watches, cameras, cars and many more and no longer requires cables as it can now be wireless; giving you the freedom to use the internet wherever you go. 

Across the world, the internet’s popularity is continuously growing each year with more households gaining access to the internet. It has become a way of life as we become more reliant on its access to online data, online shopping, communication, sharing of images and videos, entertainment, social media to name only a few.  In 2009, The Oxford Internet Survey (Dutton, Helsper, & Gerber, 2010) published figures for the reach of the Internet within the U.K. population which suggested that 70% of households and individuals over the age of 14 had Internet access, up from 58% in 2003 (Hine and Leavy, 2012, p.1-8). 

(Nouh, 2019) states that ‘The Internet is the crime scene of the 21st century’ as its popularity continues to grow and it expands its capabilities; it also provides a large platform for criminals to commit criminal activity online; which is known as cybercrime. 

Cyber dependent crimes are offences that are carried out by an individual’s using a computer or form of communication software including computer networks that requires the use of the internet. The crimes directly target computers or network resources in the form of hacking or the spread of viruses or also known as malicious software (McGuire & Dowling, 2013). Internet dependant crimes involving hacking can be committed to steal sensitive personal data or industry data from large business. In addition to this, is can also lead to financial loss or reputation damage through service attacks (IOCTA, 2017).
Hacking is usually committed by cyber criminals to commit offences relating to data theft and is where a user takes access of an account or computer system without authorisation of its user and negatively affects its devices and networks (Fortinet, 2022).
Hacking is when a person doesn’t have consent to access a computer systems and breaches certain systems to gain access to them and take personal and sensitive information to make a gain for themselves. Hacking is seen as a form of trespass and it can also be used to commit fraud by taking someone else’s details, it can even be used to take control of someone else’s systems or prevent them from having access to it. In addition to this, it also allows them access to personal information which could be used as malicious communications or even black mail (Home Office, 2013).


Certain internet dependant crimes such as viruses can be carried out to delete or remove hardware or files which can cause severe damage; however, this does require the involvement of both the internet and human action and therefore relies both on the internet and the involvement of a person to have control over the damaged file. (Moir,2008).
There are other forms of internet dependant crimes such as Worms, Trojans, spam, Denial of service distributed denial of service attack, spyware and botnets which can all work together to cause harm to computer software systems. As stated by (Beal, 2011) worms can be more damaging than viruses as they are powerful enough to spread across entire networks and can be completely commit using the internet alone with out human action. 

Spam emails are sent worldwide and are this form of independent internet crime is relied on heavily by its criminals and has a high success rate. Spam reaches out to a large population and can be sent on a large scale repeatedly. Spam emails can also contain links or can falsely represent as a company to trick persons in to clicking it and providing their details fraudulently. This is something that is occurring more frequently and is especially affecting vulnerable members of society who lack knowledge around the risks and harms of the internet. 

As stated by (Alhomoud et al, 2013) Botnets work together as a group of computers controlled by a ‘botmaster’ in order to target certain areas and individuals and they do this through sending out unwanted emails, phishing emails and other malicious email content. 

Internet dependant crimes can be very complex, due to the internet’s accessibility to 
‘Rich data on almost every imaginable aspect of existence’ (McGuire & Dowling, 2013). Individuals or groups may commit internet dependant crimes due to them having a talent in coding software where they are able to abuse their high skills in this field to commit cybercrime or influence others to do it on their behalf. Employees from certain businesses may have easy access to software or data and may take advantage of their position committing these crimes (CPS, 2019).

Not all cyber criminals require expectational technology skills around the use of the internet as it provides them with its continuous expansion of the online marketplace; providing them with easy access to advanced and customised tools that enables them to target an extensive variety of vulnerabilities. It can also become complex when cyber-terrorists who intend on causing as much harm or damage as they possibly can. Along with agencies who attack UK government, defence, economic and industrial assets (CPS, 2019).

Internet dependant crime is also popular in the world of organised crime groups, and it was discovered that 51% of data breaches were committed by organised crime groups (Verizon, 2017).

(Winder, 2022) believes that organised crime groups are more complex than your average youth sat at home committing cybercrime from their bedroom and that it is made up of several members who all contribute to the success of the overall cyberattack. (Winder, 2022) believes that the groups are made up of, a team leader, a coder, a network administrator, an intrusion specialist, data miners and a money specialist; all of which work together to successfully commit cybercrime. 

It is believed that individuals and organised crime groups rely heavily on the dark web to commit their crimes; due to it being harder to trace using ‘onion routing’. The regular internet leaves a record or print of the users access and therefore would make it more detectible to crime prevention agencies; whereas ‘onion routing’ uses a software that is able to remove any trace of the user (Hatta, 2020).  However, (Winder, 2022) states that they also use easily accessible tools such WhatsApp, Snapchat, Facebook and Google groups which are available on the regular internet; to communicate and commit crime. 

Other than the two main internet dependant crimes of hacking and viruses there are an extraordinary number of complex cyber enabled crimes being committed due to the help and accessibility of the internet and this ranges from crimes such as fraud being the most common, blackmail, intellectual property crime, terrorism, Illicit goods and services that are primarily purchased with cryptocurrency, money-laundering, the smuggling of migrants and trafficking in persons, wildlife, drugs, firearms, and cigarettes trafficking (United Nations Office on Drugs and Crime, 2019). In addition to this, criminals are also committing offences relating to child pornography, extreme pornography, child sexual abuse, online grooming, sharing of indecent images, cyber bullying, crimes involving targeting individuals, virtual mobbing (CPS, 2017) and many more.

The above crimes can be conducted without the use of the internet; however, it allows easy access to illegal substances and object and enables criminals to communicate with other offenders all over the world and can be conducted from anywhere they are with the use of wireless devices. Therefore, the internet has created the crimes in cyber enabled crimes where offenders are becoming more dependent on the use of the internet to conduct their criminal activities. 

As stated by (Nouh, 2019) criminals are finding the use of cybercrime more successful as it poses less of a risk to them being caught committing the crimes as they can hide their identity and encrypt their information; making it difficult for them to be traced. With the chances of cybercriminals getting caught in the act being so low in comparison to the success they can achieve this would explain why cybercrime is on the increase. 

Even on occasions whereby government organisations can identify a cyber criminal’s and is successful in reaching court; the punishment through sentencing doesn’t aline with the seriousness and severity of the crime that has been committed (National Crime Agency, 2022). Therefore, there is no justified consequence for the offenders committing these attacks; only encouraging them to continue committing cybercrime.

To conclude, the internet is an enormous easily accessible source in which criminals rely heavily on its use to commit their crimes. It has been extensively researched that it’s very difficult to trace criminals who commit these types of crimes and how the consequences do not justify the seriousness of their actions. 

It is clear, that organisational groups are working intensively to crack down on cybercrime and prevent such attacks being carried out and are educating the public on internet safety and protection online; however, it appears that there is a lot of work still to be done to control such a large database. 

This essay has reviewed the different ways in which internet dependant crimes can be committed, evidencing just how dangerous and damaging the internet can be. It also shows how simple and freely criminals can commit these types of crimes without even have to move from their homes and without their identities ever being exposed.

Internet dependant crimes affect the majority of the public and affects everyone’s every day lives; this is due to the ever-growing dependency on social media and online resourcing. 

To this day, members of the public share their personal lives through their social media providing criminals with easy access to their locations, person details from addresses, names, date of births, email address, photos and personal sensitive information which can prompt criminals around passwords and person content. 

Cyber criminals use this information to gain access to personal accounts bank accounts and other data and use this for their own personal gain. It is important that the public are aware on privacy settings and how to limit the amount they share through social media for their own protection and security. 

The National Cyber Crime Unit work hard to tackle criminals who are committing internet dependant offences; however due to the rate the internet is expanding and developing this is becoming more and more difficult to control and trace. Internet dependant crimes are developing as technology develops and it is becoming more and more difficult to manage and prevent. 

It will never be known the true affects that internet dependant crimes are having on the population as this is something that is greatly under reported and is happening to people without them even realising or understanding that it is a criminal offence; therefore, the effects of internet dependant crimes are likely to be much greater than anticipated and there are yet more internet dependant crimes to be discovered. 
								(Word Count:1997/2000)

Essay Two

This essay will assess the role of community policing in fostering and maintaining community cohesion. 

The role of community policing is the way in which police work along side their communities and understand the problems in which they face daily. The police work with their communities to build their trust and confidence by gathering information and intelligence along with evidence to support them and work with third party agencies (College of Policing, 2022).

Community policing is made up of three sections; developing community partnerships, engaging in problem solving and implementing community police organisational features (Discover Policing, 2018).

Firstly, community partnerships include adult support agencies, child support agencies including social services, domestic abuse related services such as women’s aid, and honour base violence groups, health, and human aid along with many more. 

Secondly, problem solving is an important part of community policing where police gather evidence and information from their communities to tackle crime and disorder. This involves police going directly to their communities and understanding that problems in which they face and working with them to develop a strategy to improve and lower crime in their areas. 

(The College of Policing,2022) believe that problem solving policing is a method that is used to target a problem within a community and establish ways alongside members of the community in which police can help tackle crime successfully. Problem solving policing follows the SARA model which includes scanning, analysis, response, and assessment. This model targets and understands the core of the problem and establishes way in which it can be tackled, ensuring successful problem solving as a result (The College of Policing, 2022).

An analysis found that problem solving policing led to a 33.8% reduction in crime and disorder; supporting that POP does have a positive impact on community policing.

Thirdly, community policing requires implementing community police organisational features. This involves re training police officers and educating them around community policing and the importance of building trust and relationships within the communities. 

In addition to this, organisational features also include legislation such as part of (The Police Reform and Social Responsibility Act, 2011) which states that “a chief officer of police must make arrangements for obtaining views of persons within each neighbourhood in the relevant area about crime and disorder in that neighbourhood. Therefore, there has been legislation passed due to previous incidents to encourage community policing and ensure positive action and relationships are achieved within the communities. 

The police work under neighbourhood policing guidelines and the national reassurance police programme, to constantly improve and expand their knowledge and education around community policing and how we can improve this.  

(Rave Mobile Safety, 2022) believes that attending an emergency call and facing the crimes being committed in the moment will not resolve the root cause of the problem; however, through community policing and public safety we can address the problem as an entirety and discover its root cause of the criminal and disorderly behaviour and prevent further crime and repeated incidents.

After attending incidents within their communities’ officers can complete a Public Protection Notice in order to inform the relevant authorities who can provide addition help and support to the victim and establish ways on how they can support and help them at a time of crisis. Therefore, in support of what was said by (Rave Mobile Safety, 2022) by completing a PPN police officers are not just tackling the initial problem they are attempting to safeguard and put additional support in place to prevent further occurrences which lowers the crime rate within the community.


Community cohesion is where different members of the community, from different backgrounds come together and live in harmony with on and other. For a community cohesion to be successful, members of the community must be able to accept one and other regardless of their different characteristics. They must work together to accept and trust one and other and agree to act fairly for them to live happily together withing the same community (NPIA,2022).

The (Welsh Government, 2022) believe that schools can play an important part in supporting and promoting community cohesion by teaching children through a curriculum of activities. If schools can teach children from a young age about community cohesion and how everyone has their own characteristics and how we accept and support each other this may prevent violent extremist in the future.  In addition to this, schools can also request support from other partner agencies withing the community such as faith or race groups and organisations for additional support.

Community policing works alongside the media to build the trust and confidence of the communities and share positive action and statistics on how the police are managing and tackling crime in their areas. Although the media can be used in a positive light to share police success of crime prevention it also comes with its downfalls as seen in the (Brixton Riots, 2011) were the media shed community policing in a negative light displaying violent extreme behaviours from members of the community towards the police. 

(Drury, 2018) believes that the Brixton riots developed from a peaceful protest over the injustice at the killing of Mark Duggan who was shot dead by police. (Drury, 2018) also believes the riot spread over certain areas of London due to the previous history over police racism (Brixton Riots, 1981) which was then followed by other areas due to the visibility of police vulnerability broadcasted by the media (University of Sussex,2022). This also supports the importance that police should not ignore previous poor relations within the minority community and use this experience to develop working strangers on how to develop and improve community cohesion. 

(Samuelson, 2021) also believes that the limited discussion that took place after the (Mark Duggan, 2011) killing by police contributed to the riot as the community wanted answers and an explanation to what happened, and they were not provided with this. This then led them to feel let down by the police and the trust was completely broken causing the community to rebel against the police resulted in an extreme disorder unfolding. 

This incident supports the importance of community policing and engaging with our community’s and building the trust with them making them feel that they can speak to police; making them feel that the police are there to help and support then and that they are not against them.

Police can achieve this by foot patrolling in their areas and getting out in their communities and speaking with the public face to face. This enables police to understand the communities’ feelings and wishes and build relationships within the communities. Active foot patrols by police officers and community support officers provide the community with a visible police presence and does help reduce active crime and disorder as offenders are less likely to commit crimes with a strong police presence. 

By police engaging with the community and understanding their concerns and acting and improving public satisfaction this will also build trust and confidence in the police by the communities feeling as though hey have a voice. It’s important for police to know who lives in their communities to understand their needs and not only do police need to engage with the community members they need to encourage the communities to engage with each other in order for successful cohesion (NPIA,2022).

The (Home Office, 2015) believe that there are seven steps in developing community cohesion which are leadership and commitment, developing a vision and values for community cohesion, programme planning and management, engaging in communities, challenging, and changing perceptions, community cohesion and specialist areas and ensuring sustainability of programmes. 

For the police to change the communities’ perceptions they must actively show their efforts in problem solving and addressing the communities concerns and wishes. By doing this the community will see the police are actively acting and will gradually start to work alongside them to better the community and make it a safer place for all who live there. 

As stated by (The college of Policing, 2022) to maintaining cohesion within the communities, officers must encourage members of the public to work along side them and participate in community policing. It is possible to maintain community cohesion by giving our communities a voice and allowing them to give their opinions and ideas. It is important that we listen to what they have to say and treat everyone fairly being as open and honest and maintaining police integrity (The college of Policing, 2022).

The (Cohesion Delivery Framework Overview DCLG, 2009) believe that cohesion isn’t about making everyone the same or forcing them to have the same believes; however, its educating them on accepting other beliefs and respecting that not everyone has the same chartists or view. It stated that although people have difference views and chartists it is still possible for them to live together in harmony if they are provided with the right skills to behave in public and relate to others. 

Intelligence led policing is also something within the world of community policing and can help maintain community cohesion. Once the community build their trust withing the police they become more open to share their concerns and provide intelligence on offenders or crimes being committed in their area as this has a big impact on them and their lives. This enables police to then submit intelligence logs and follow this up with either further intelligence to strengthen its credibility or complete active patrols in the area to detect the crime reported. 

Intelligence led policing supports problem solving and doesn’t just focus on the reported incident but the reason behind the offence to tackle future crimes and prevent further crime and disorder. 

(LeCates, 2003) believes that intelligence led policing enables police to work strategically and although intelligence doesn’t always provide details of the offender it can provide hot spots for certain location to be target; preventing crime happening in that area which supports community cohesion.

To conclude, this essay has outlined the importance of police engaging with their communities and developing new ways in which we can build relationships and trust with the public. 

Over the years its clear that the police are learning from their mistakes and reviewing where they have lost their relationships with the community resulting in extreme violent disorder. Now police are attempting to work alongside their communities to avoid history being repeated and giving the community a voice and how they believe police can help them tackle crime and allow them to maintain community cohesion. 

Communities can establish groups in which they can meet an express their concerns where police can be present and take notes to action and help the public. This also maintains community cohesion as all members of the community can listen and understand each other in hopes to respect each other and accommodate each other wishes and feeling within the community.

This essay has also discussed that police can not achieve community cohesion alone and require the support from third party agencies. By multiple organisations working together this will lead to the successful of developing relationships within our communities and tackling crime and disorder with their support. This isn’t a problem that can be tackled over night and will need officers to be flexible in their approaches within different communities as not all communities will respond in the same way.

(Man, 2021) stated that members of the community want to feel a sense of belonging and it can’t be helped that on a day-to-day basis a person will encounter another at some point, and therefore it is so important to have community cohesion and why police and other organisations continue to develop new working strategies to achieve this, providing everyone with a safer and happier way of living. 
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