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Network Operating Systems and Security Worksheet 3:  Resource Management in Active Directory:  Managing access to files /folders and controlling domain user environments.
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Complete the following tasks:  
VERY IMPORTANT NOTE:  (You should screen capture and document these tasks as evidence of their completion).
	Task 1: Managing local access and Network Access to files and folder objects in Active Directory.

	[bookmark: _GoBack]
Task A

Creating a shared folder on the domain and configuring share permissions.

· Go to the Server/Domain Controller and logon as Administrator (if you are not already logged in).
· Create a new folder, call it Dept Database.
· At this stage you will need to install the Microsoft Access Application on the domain controller (disk provided).
· Within the Dept Database folder, right click in the whitespace– choose New – Microsoft Access Database.
· Name the file Salesdatabase. 
· In this scenario we are going to assume that General users group should see this database but that they should not be allowed to make changes to it, again this will be the responsibility of technical staff.  However we now have a problem, because domain user staff (with limited access) cannot log onto a domain controller (in fact only people who belong in the ‘Domain Admins’ group can log into the Domain controller) 
· We need to therefore publish this file as a ‘Share’ over the network so that users can access it from a different Server or Workstation.  

· To configure ‘Share permissions’ to publish the folder right click on the folder and choose properties, click on the Sharing tab. Click on the advanced sharing tab and check on share this folder. Notice that by default once the sharing is enabled we have a default group of everyone that is allowed read access.  This can be a security concern so remove this group.  Now add the General group you created earlier and give this group read permissions, do the same with the technical staff group, but instead give this group full access permissions.  

· There is one very important point to be aware of at this stage, share permissions are only configured for the folder we have shared, ‘the contents’ of this folder ‘still reside on the local disk of the server’ and therefore access is governed by NTFS (file) permissions.  

· We therefore need to also configure NTFS permissions on the folder so that members accessing the share have appropriate writes to view the content.
· Right click on the Dept Database file, click on the Security tab and add the general users group to the access control list.  Give this group read permissions.  Give the Technical support group full control over the folder
· Now return to the workstation and logon as a member of the general users group.
· We now need to find the share within our Active Directory Domain.
· To Map a Network Drive – Right click on My Computer – choose Map Network Drive – if you choose Browse you should see your domain controller listed, if you cannot type the following 
· \\servername\sharename
· For example ITS.SMU.COM\DeptDatabaseFolder then just click Ok/Finish
· If you can see the server from the browse operation, just click on the share name.
· Within the shared folder attempt to (i) create new files or (ii) delete the existing database file as members of both of the groups you configured share permissions for.   What happens?  Record your observations. 
· Remember you will need to log off as a general user and log in as a higher privileged member of the technical staff group to test the different scenarios.  



	Task 2: Controlling ‘domain resources’ using Organisational Units and Group Policy.

	We have seen that we use Organisational Units as a way of establishing a hierarchy for managing our network and its associated domain’s resources.  We use Organisational Units alongside Group Policy primarily to lower the total cost of ownership for managing a large pool of resources.


Task:  Delegating Administrative Authority.
a). Here we will configure our OUs so that the administrative users we have in each of our Parent and Child domains will be delegated authority to manage the appropriate OU and all the resources it contains.  Remember there are three components to this task (a).  Establishing a user or group of users who should be granted access to manage the OU itself and the resources it contains (b).  Establishing what objects it is that you want them to manage (c).  What specifically this user or group of users should be able to change in terms of the attributes and properties about this object (e.g. Should they be able to lock users out, should they be able to delete and create new computer objects?).  

· If you haven’t already, create an OU called generalstaff      (Remember this OU will contain lower level users/privileges)
· Add the generalstaff group into this OU.
· Likewise if you haven’t created an OU called technicalstaff do this now aswell   (Remember this OU contains higher level users/privileges).  Add the technicalstaff group to this OU.

As always document your completion of the tasks along with appropriate written observations.

Task:  Configure Group Policy.

b).  Group policy objects provide us with a vast range of control over a vast amount of attributes associated with the objects/resources in our domain.  We saw previously that there are mainly two ways to implement Group policy within our domain and OUs.   Group Policy Object editor is the default tool installed on domain controllers for managing group policy objects.  A more powerful and informative utility is the Group Policy Management Console tool (default in Post 2003 Windows Server O/S) that gives us far more control and information about our active directory domains policy objects.

· Choose Start – Administrative Tools – Group Policy Management
· Expand the smu.com forest in the left console window.
· Expand domains and then expand your domain (e.g. smu.com)
· Here you can see the ‘hierarchical layout of objects in your domain.
· You should see both of the OUs you have created in the previous step (Technical and General)
· Remember there are objects (groups/users) inside these ‘containers’ at the moment so by applying policies of the right type to them, we can affect their ‘experience’ within our domain environment.
· Right click on the general staff OU and choose Create and Link a GPO in this domain and link it here.
· Give the policy the name No Right Click Access.
· In the right hand window of the console, you will notice a small scroll like object (the GPO) has been created called No Right Click Access, right click on this gpo and choose edit
· The group policy management editor window has opened. Now this is where we need to ensure that we are creating the right type of GPO configuration. If we are dealing with settings for a computer we choose Computer configuration, however because in this specific instance we are dealing with users we choose the User Configuration options.  Note that computer policies when applied affect the PC irrespective of who accesses, whereas User policies will always apply to the users in the OU being affected.
· Choose User Configuration >Administrative Templates > Start Menu and Taskbar 
· In the right hand console window – choose Remove access to the context menus for the taskbar double click this setting.
· Now choose Start  - run – cmd
· In the command window type gpupdate /force  (This usually forces recent changes in the domain to all of its members).
· Choose enabled and apply.
· Close down GPO editor and logonto the WORKSTATION (WINDOWS 7) as a member of the General staff OU, we may need to restart the machine before this policy takes effect.
· We should find we are unable to right click on the desktop, the start menu or windows explorer. 

Implement 2 or 3 additional policies of your choice and test them.  Ensure that you record your test results/evaluations using appropriate screen captures and narrative.


	Task 3:  Observational Tasks

	Observational Tasks:

a). Discuss the two different types of permissions in use within windows network environments.  
b). Evaluate the benefits of the NTFS File system in comparison with other network operating system’s 
      file systems
c).  Identify the main benefits of using groups in an Active Directory domain.
d). Discuss the benefits of using Group Policy and Organisational Units to manage a domain’s 
      resources.  
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