

Contents
Contribution to Overall Module Assessment (%):	1
What is TCP?	13
Advantages of TCP	13
Disadvantages of TCP	14
How was TCP utilized in my game?	14
What is UDP	16
Advantages of UDP	16
Disadvantages of UDP	16
How did I use UDP in my game	16
What is multithreading	18
Advantages of multithreading	18
Disadvantages of multithreading	18
How would I use multithreading in my game?	18
References	20
Client Code	21
ClassTCPClient.h	21
ClassUDPClient.h	22
Globals.h	23
Messages.h	24
Objects.h	26
Packing.h	29
PackUnpack.h	33
ClassTCPClient.cpp	35
ClassUdpClient.cpp	38
Main.cpp	43
Objects.cpp	52
Pch.cpp	57
Server  Code	58




[bookmark: _Toc5398950]What is TCP?

“TCP (Transmission Control Protocol) is a standard that defines how to establish and maintain a network conversation via which application programs can exchange data.”[1] TCP has 4 main layers in order for it to work. These are the following;
4. Application Layer
3. Transport Layer
2. Internet Layer
1. Network Access Layer
The network access layer is the physical connection, for example an Ethernet cable or wireless. The internet level refers to connecting to the internet, for example browsing the web or sending data through a multiplayer game. The transport layer is responsible for delivering the data, and informing the sender that the data it sent correctly, if however, sending the data fails, it sends it again. The transport layer also knows the correct order of the packets and will sort them on arrival to the destination into the correct order. The application layer is responsible for initializing the sending of messages.
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TCP is a very safe methodology to use when networking, TCP ensures that the packets always arrive at their destination. This is due to the handshake methodology it incorporates, this refers to the way that when sending data, when the sent data arrives at the destination, the destination will inform the server that it correctly received the information and the sender will then check with the client that the data that the client received is correct and in the correct order. Another reason that TCP is a very safe methodology to use when sending data is that it will always arrive on time and be in the correct order, this is due to the layers that the TCP model has. This means that TCP is a great methodology for the user to use when sending data that is essential for the destination to receive.

Furthermore, TCP has the advantage that TCP handles all the packing and unpacking of data by itself, the programmer does not need to write the functions to handle packing and unpacking of data and thus as a result, whilst the connection between the sender and destination is working, 
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The really bad disadvantage with TCP is that is inherently slow, this is due to the fact that it has so many functions in its model has to carry out, it thus makes it a lot slower than other methodologies such as UDP when sending data.
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In my game I created, I sent the lobby via TCP, I did this by first establishing a connection with the server from the client, after this is done, the next task was to send the option menu over to the client. This is done by sending the message of the options to the client by copying the message into a buffer and sending it to the user. The client will receive this message and display it on the screen. 

The next step in the menu via TCP is for the user to input a number from the options it has been given, presently the only options the user has is to press 1 in order to exit out of the lobby and using TCP and start the game, or 2 to exit the program on both the client and the server. When the client presses 1 the letter 1 is copied into a buffer as a char and send to the server. Upon arrival to the server, the server when receiving the message, will convert the char message ‘1’ into an integer using atoi, and using this start the game.
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It starts the game by sending a message back to the client the same way it received the last message from the client through storing a char into a buffer and sending the buffer, which the client then also converts to an int from a char using atoi and using this value it has been informed to either start the game or exit the application.

If the client presses 2 on the option screen and chooses to exit the application, the client will send a message ‘2’ in a buffer to the server , on arrival the server will enter the if statement to close the game in which it sends a message back to the client, which will check if it’s a 1 or 2, and as it is 2 call the exit(0) function. After sending the message the server will close by calling the exit(0) function.
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“UDP (User Datagram Protocol) is an alternative communications protocol to Transmission Control Protocol (TCP) used primarily for establishing low-latency and loss-tolerating connections between applications on the internet.” [2]
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The major advantage to UDP is that compared to TCP it is faster and responsive. UDP inherently has less tasks to perform than its TCP counterpart and only handles sending receiving data. This is a massive benefit to any scenario where latency is an issue, such as first person shooter games, as the lower latency the better the game will feel.
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UDP although has a massive upswing has a lot of serious disadvantages as well, with UDP it does not handle any acknowledgement of information being received correctly by the client, this means that the client could be waiting to receive data and this data never arrives, unlike TCP, UDP does not make sure that the data arrived correctly and as a result does not guarantee that the data sent will arrive. There is also a risk with UDP that it sends data more than once meaning that the destination may receive the same information on more than one occasion whilst expecting something else.
Another issue with UDP is that it does not pack or unpack data itself, so the task falls on the programmer to pack and unpack data before sending or using the data.
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Before sending messages, It was needed to pack data and be able to unpack data, I stored all my values in an object instantiation of a structure declared in messages.h and packed this buffer and used this buffer to send across from server to client.  Unpacking the data took the data from the buffer sent in and stored it in a object of a structure that was instantiated from the messages’ file. And finally updated values by setting the player, ball and player 2 values used in drawing the objects with these new values.
In my game I used UDP to send character presses from the keyboard, it takes a key press from the user, after packing it sends it from the client to the server, however when trying to move the bat, it sets incorrect values and no matter which bat I try to move first, it ends up having the balls x and y co-ordinates and thus does not work. After moving either of the bats to the balls x & y co-ordinates, the program crashes and no longer works.
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Future improvements for the UDP It would be essential to have UDP correctly send updated bats and ball x and y co-ordinates from server to the client correctly without crashing the game when a key is pressed to move either player1 or player1.
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“Multithreading is the ability of a program or an operating system process to manage its use by more than one user at a time and to even manage multiple requests by the same user without having to have multiple copies of the programming running in the computer.”[3]
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The major upside of multithreading is that you can run functions simultaneously whilst not waiting for other functions, another advantage is that by using multithreading you also make the game faster as it can perform different tasks concurrently and no longer has to wait for other tasks to finish.
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The major disadvantage of multithreading is that there is a risk that you can have a Concurrency Error. Concurrency Error refers to the instance in which one thread attempts to access a piece of memory on another thread that another thread is using or reading. The solution to this would be to use Mutexes or Semaphores as this makes the piece of memory inaccessible whilst being read or used until it is no longer being used or read.

As well as this Multithreading can be difficult to debug, as although it might compile, if it breaks at any point on run time it does not provide much information on where or when it broke.
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Multi-threading would be essential to my game, it could be utilized to greater effect than it currently is, at the moment multi-threading is only used for glutpostredisplay(); a function that is used to update the rendering of the objects on the screen, by multithreading this it allows the rendering to not have to wait for user inputs to be updated.

Further improvements to Multithreading would be extremely beneficial to my game, it would be ideal to have the main thread on the server handle the user inputs. The reasoning behind this being the main thread is that the main thread on the client that will handle the glut functions, this is an important consideration as if a thread accesses another thread you would increase the risk of having a concurrency error. Concurrency Error refers to the instance in which one thread attempts to access a piece of memory on another thread that another thread is using or reading. This is not wanted for a thread handling display.

The second thread on the server would handle sending updated player information to the second client thread in a while loop and the clients second thread would also have a while loop that runs forever that would constantly be seeking to receive updated values and upon receiving updated values set the values of the objects to these new values that were sent by the server. The objects referring to the bats and ball displayed on screen by openGL.

Each thread will be using UDP in order to send and receive data.
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