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Tiie biggest e-maii biunders of 2003
Tips on avoiding e maii gaffes in tiie coming year

Corporate e-indl gaffes triggered
costly disasters in 2()()3,fix>in high-profile
lawsuits and million-dollar regulatory
fines to humiliating public revelations
about employees' private lives.

In hopes that last year's expensive e-
mail gaffes will serve as a wake-up call for
business.The ePolicy Institute, a source of
e-policy, e-mail and instant messaging-
related services and products, and
Clearswift. a provider of software for
managing and securing electronic com-
municarions.have identified the biggest
e-mail blunders of 2003, featuring the
years top five e-mail mistakes and dps for
avoiding similar disasters in 2(.K>4.

According to Nancy Flynn, execu-
tive director of The ePolicy Institute and
author of "E-Mail Rules," the blunders
of 2(KJ3 underscore the need for oi^ani-
zations to establish e-mail policies, edu-
cate employees about e-mail risks and
rules and enforce e-mail policy with
software.

No. 1. — Failing to keep content
clean, compliant, and corporate:
Enron employees learned a hard les-
son about keeping personal and
business e-mail separate.

Hecause Enran employees regularly
used the company's e-mail system for
personal communication, private mes-
sages were retained alongside Enron's

. electronic business records.
Consequendy, employees'personal e-
mail was collected as evidence during the
Federal Energy Regulatory Commission
(FERC) investigation of Enron s alleged
enei^-niarket manipulation.

When in 2003 FERC posted 1.6
million Enron e-mails online, employees'
private correspondence went on public
display. Employee romances, affairs, and
marfiages were discussed, executive
salary packages and employee perfor-
mance reviews were transmitted,
employees'bank records and Social
Security numbers were displayed — all
widi senders' and receivers' names
attached.

FERC eventually removed e-mails
containing Social Security numbers and
employee performance evaluations, but
not before the Enron e-mail disaster was
covered by the national business media,
and millions of curious readers (includ-
ing identit)' thieves and other malicious
outsiders) jumped oiiline to sort through
the goldmine of Social Security num-
bers,personal dirt, and other "goodies."

A cautionary tale for all corporate e-
mail users, the Enron e-mail disaster

Investtnent hanker Frank Quaftrom discov-
ered it's illegal to destroy e-maii evidence.

drives home an important lesson for
employees. Never use your employer's e-
mail system to transmit personal.sensitive
or confidential information that would
embarrass you or harm your loved ones
were it made public.

For employers, the Enron e-mail dis-
aster clearly illustrates why it is so impor-
tant to distinguish business record e-mail
fiom inconsequential messages, and to
purge all e-mail that need not be retained
for business, legal, or regulatory purposes.

No. 2. — Failing to retain busi-
ness record e-mail: Investment
banker Frank Quattrone discovers
it^ illegal to destroy e-mail evi-
dence.

Quattrone was accused in 20()3 of
obstructing federal grand jury and
Security and Exchange Commission
investigations after he forwarded an e-
mail urging members ofhis technology
sector banking group at Credit Suisse
First Boston (CSFB) to "clean up" their
files.

At the time he sent the e-mail, the
grand jury and regulators were investi-
gating whether CSFB accepted kick-
backs feom hedge ilinds in exchange for
hot IPOs.The file cleanup missive was
just one of several e-mails that prosecu-
tors used as evidence in the high-profile,
widely publicized case against
Quattrone.

The case, which ended in a mistrial,
gives individual e-mail users a new rea-

son for concern. Under the legal princi-
ple of vicarious liability, employers are
typically held responsible for the wrong-
fill acts of employees. In the Quattrone
case, however, the individual, not CSFB,
was held responsible for ordering the
deletion of e-mail files.

Quattrone's trial illustrates why cor-
porate e-mail users should strictly adhere
to the organization's e-mail retention
strategy, and never destroy e-mail evi-
dence after an inquiry begins. Employers
have been slow to learn this lesson
despite growing scrutiny from courts and
regulators.

According to the 2003 E-IS4ail
Rules, Policies, and Practices Survey
from American Management Associadon
{AMA),The ePoUcy Lnstitute,and
Clearswift, only 34 percent of employers
have written e-mail retention and dele-
tion policies in place.That s the s;une fig-
ure reported in 2001, a year before five
Wall Sti-eet brokerage firms were fined
$8.25 million by the SEC for failing to
retain e-mail in accordance with regula-
tions.

No. 3. Failing to educate
employees: Merrill Lyncb experi-
ences the sting of negative e-mail-
related publicity.

A.sk yourself: How would I feel if this
message appeared on the fixint page of a
newspaperrTwo senior execudves of
Merrill Lynch experienced the sting of
negadve publicity firsthand when an e-
mail message in which they caudoned
50.000 employees to be mindful of e-
mail content was covered by the nadonal
business media.

Don't leave employee educadon to
chance. Cover content, confidentiality
and compliance concerns in your e-mail
training program.You never know when
a disgruntled employee or vengeful for-
mer employee will share a confidendal
iiiternal e-mail message with the media,
compedton, or other outsiders.

Unfortunately, only 48 percent of
organizations offer e-policy educadon to
employees, and merely 27 percent train
staff about e-mail retendon rules, accord-
ing to the 2003 E-Mail Ruies, Policies,
and Practices Survey fiom AMA,The
ePolicy Insdtute,and Clearswift.

E-mail training is central to sound e-
risk management. Not only is an educat-
ed work force more likely to comply
with written e-mail rules, but the courts
and regulators tend to respond favorably
to policy and training consistendy
applied.The U.S. Supreme Court has

made it clear that through the develop-
ment and enforcement (including
employee training) of comprehensive e-
niail policies, an organizadon may be able
to create a defense against sexual harass-
ment or hosdle work environment liabil-
ides stemming fixsm employee e-mail.

No. 4.— Failing to monitor
employees' e-mail use: Big Brother
watches as American Family
Insurance employee wilts.

A 2iH 13 undercover invesdgadon of
the Yahoo! "Candyman"e-group led the
FBI to suspect that an employee of
American Family Insurance was using
the company's e-mail system to receive
child pornography.

When the employee tried to sup-
press evidence found during the FBI's
search ofhis work computer, the court
ruled that he had no expectadon of pri-
vacy, given his employer's computer-
related rules, policies, and procedures.

American Family Insurance had a
log-in nodce that warned of possible
monitoring or searching, and required
users to click "OK" to proceed. Every
dme the defendant accessed his work
computer, he consented to his employer
searching his computer.The company
also posted e-policies on its intranet site
and sent e-mail nodces to employees
reminding them ofthe policies.

The court stated:" An employee can-
not claim a justified e.xpectadon of priva-
cy in computer files where the employer
owns the computer; the employee uses
that computer to obtain access to the
Internet and e-mail through the employ-
ers network; the employee was explicidy
caudoned that informadon flowing
through or stored on computen within
the network cannot be considered confi-
denda];and where computer users were
nodfied that networic administrators and
others were fi^e to view data down-
loaded fixim the Internet."

Saw\' employers are catching on to
the wisdom of monitoring external e-
mail communicadons. According to the
2003 E-Mai! Rules, Policies, and
Pracdces Survey fkjm AMA,The ePolicy
Insdtute, and Clearswift, 51 percent of
employers monitor incoming e-mail, and
39 percent keep an eye on outgoing e-
mail.Where employers fail to focus,how-
ever. Is vrtth the internal e-mail commu-
nicadons that take place among employ-
ees. Only 19 percent of or^nizadons
monitor internal employee e-mail.

"Management's failure to monitor
intemal e-mail discussions among
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employees is a potentially costly over-
sight," says Greg Hampton, vice president
at Clearswift."E-mail messages between
employees are exactly the type of casual,
off-the-cuff communications that tend to
contain inappropriate, offensive content
that may tr i^er claims ofa hostile work
environment, sexual harassment, or racial
discrimination."

Don't leave e-risk management to
chance. Keep online employees in-line
by: 1) Establishing written e-mail rules
and policies; 2) Educating all employees,
from, entry-level staff to the CEO; and 3)
Installing policy-based content filtering
software.

No. 5. — Failing to recognize —
and manage — instant messaging as
a high-risk business tool. Instant
messaging is used in 90 percent of
offices — without management's
knowledge or authorization.

histant messaging is a form of tiirbo-
charged e-mail that creates a written busi-
ness record that can be subpoenaed and
used as evidence in litigation or regulato-
ry investigations.

An internal survey revealed that
more than half of the 1,3(M) employees of
regional stock brokerage firm Stifel
Nicolas had downloaded free instant
messaging sofî vare from the Web, with-
out management's knowledge or
approval. Brokers were using instant mes-
saging without the authorization ofthe
firm's compliance department, which is
charged with ensuring that tlie firm
adheres to recently tightened SEC,
NASD, and NYSE regulations covering
the management,monitoring,and reten-
tion of instant messages.

The government and industry regu-
lators who oversee financial services firnxs
are serious ahout instant messaging and e-
mail compliance. Five Wall Street broker-
ages were fined $8.25 million for violat-
ing SEC e-mail retention rules in 2002.
Securities firms that violate regulators'
instant-messaging rules, intentionally or
accidentaDy, should expect to be hit with
equally robust penalties.

Stifel Nicolas is not alone. It's esti-
mated that instant messaging is used in 90
percent of offices. In many cases, employ-
ees have downloaded fi^e software fiwni
the Web and are instant messaging clients,
competitors, and colleagues without
niimagement's knowledge, written Riles
and policies to guide usage, or IT-
approved technology to help prevent
security breaches and control overaU risk.

Regulated or not, it is imperative for
organizations large and small to take con-
trol of instant-messaging risks today, or
face potentially costly consequences
tomorrow.

As detailed in Nancy Flynn s forth-
coming book/'Instant Messaging Rules."
employers who mistakenly view instant
messaging as"emerging" technology can

no longer afford to remain in the dark
about employees' instant messaging use.
Organizadons must act now to uncover
and control the practice. Fail to manage it
today, and you'll likely face potentially
costly risks on the security, privacy, legal,
regulatory, productivity, compliance, and
technology fronts tomorrow.

Don't wait for a high-profile,poten-
tially costly e-disaster to strike your
organizadon.Take acdon now by devel-
oping and impleniendng e-mail and

instant-messaging rules and policies that
clearly detail how your employees may
(and may not) use your computer system.
Back up written policy with compre-
hensive employee educadon to ensure
that senior execudves and staff under-
stand e-mail and instant-messaging risks,
and recognize the importance of com-
plying with e-policy. Finally, enforce your
policy and training program with policy-
bailed content filtering software that
works in concert with your written e-

inail and instant-messaging policies.
According to The ePoIicy Insdtute

and Clearswift, employers cannot afford
to treat e-mail and instant messaging as
convenient communicadons tools like ^
the telephone.The electronic equivalent
ofDNA evidence, e-mail and instant
messages produce written business
records that must be managed, moni-
tored, retained and archived.

For more informadon: www.epoli-
cyinsdtute.com O
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