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1. Introduction
In this documentation, the user will need to include Routing and Remote Access Services within the VM tasks as this will show the role of ARP, Routing Tables and Routing Protocols. This will also include the usage of TCP / IP services and the role of the Firewall program via IP Packet Filtering as this will show that how inbound and outbound traffic towards the network can be filtered to improve security. The next part will be for the user to explain the role of Failover Clustering and how it can be used towards the organisation networks and why it is important. 

Below will be a diagram from the worksheet brief showing the planning of the configuration for the network on the VMs.
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2. Task 1: Utilising ARP and Routing Tables
2.1. Using ARP – Server1
The user will first need to logon with the Admin user on Server1 PC VM as the user will need to enter P@ssw0rd as the password. 
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The user would need to open the Command Prompt and enter ARP in the console window as this will the user different types of information showing the NIC / Interface in the PC, the Physical (MAC) Address and the Internet Address of the NIC.
[image: ][image: ].








[image: ]Next, the user will need to Ping the Server1 PC to the Client 1 PC. To do this, the user will need to enter ping 192.168.100.2 as the command. The image below has shown that Server1 PC has successfully pinged to Client 1 PC with no problems 





Then, the user will need to enter the command route print in Command Prompt as this will allow the user to display the Routing Table information on the PC Operating System such as the Network Destination, the Netmask, the Gateway, the Interface and the Metric of the network.
[image: ][image: ]










3. Task 2: Deploy Core Services (FTP Server)
3.1. Installing FTP Server Role – Server2
[image: ]The user will first need to logon with the Admin user on Server2 PC VM as the user will need to enter P@ssw0rd as the password.
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The user will need to load Server Manager on the PC, click on Add Roles and Features, click Next, select Role based or Feature based installation and click Next.
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Next, the user will need to select the server from the server pool and select the correct sever pool by checking its server name and its IP Address and click Next. The user will need to select the Web Server (IIS) role, click Add Features and click Next, click Next and Next again, select FTP Server and FTP Service box and click Next, check the confirmation brief and click Install.
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This has shown that the new server role has been installed successfully with no problems.
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3.2. Test The FTP Role With New User – Server2
The user will need to load Server Manager on the PC, click on Tools and click Computer Management.
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The user will need to expand Local Users and Groups, right click the Users folder and select New User. For this task, the user will need to enter ftpuser as the username and P@ssw0rd as the password. Also, the user must uncheck the User must change password at next logon box and click Create as the new user account will be created with no problems. 
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Next, the user will need to load up Server Manager, click Tools and click Internet Information Services (IIS) Manager.  The user will need to expand the Computer Name tab, right click Sites and select Add FTP Site. The user will be prompted with a window to configurate the new FTP site as the user will need to enter 1STFTPSITE as the FTP site name and the user will need to select C:\inetpub\ftproot as the physical path for this site and click Next. On Binding and SSL Settings window, the user would need to check if the Binding Port Number is 21 as this will be used from the TCP protocol when the FTP Service is being used and the user would need to select No SSL on the SSL category and click Next. 
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An Authentication and Authorization Information window will prompt the user as the user will need to select Basic on the Authentication topic, choose Specified users, enter ftpuser as the name of the user and select the Read and Write Permissions boxes on the Authorization topic and click Finish. This has shown that the FTP Site was successfully created with no problems.
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3.3. Creating Banners / Welcome Greetings – Server2
The user first will need to load up Server Manager, click Tools and click Internet Information Services (IIS) Manager. The user will need to expand the Computer Name tab, expand the Sites tab, click 1STFTPSITE and double click FTP Messages. 
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The user will be prompted with a FTP Messages window as the user would need to enter Welcome To Server2 FTPSERVER as the Banner Text and click Apply to update the settings. This has shown that the FTP Message / Banner has successfully been created with no problems.
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3.4. Using The FTPService – Server2
The user will first need to load up This PC, double click on C:\ Drive, double click on inetpub, right click on ftproot and click Properties. 
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The user would select the Security tab on the top navigation menu, click the Edit button and click the Add button as the user will be adding the new user that was created earlier into here. 
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For this task, the user will need to enter ftpuser as the username, click Check Names and click OK as the user will see that the new user account was successfully found. The user would need click Apply, click Allow for Full Control and Modify, click OK and close down all of the windows as the FTP Service will now be running on Server2 PC. 
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Next, the user will need to load up This PC, double click on C:\ Drive, double click on inetpub, double click on ftproot and create a New Folder called Ftpuploads. 
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[image: ][image: ]




For this task to work successfully, the user will need to check if the Firewall is off. To do this, the user will need to load up Windows Defender Firewall and the image below shows that Windows Firewall is off on Server2 PC. 
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After that, the user will need to login Client 2 PC VM with an Admin user account. The user will need to enter Client 2 as the username and P@ssw0rd as the password to login. the user will need to load up Windows Defender Firewall and the image below shows that Windows Firewall is off on Client 2 PC. 
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The user will need to load up This PC, double click on C:\ Drive, create a New Folder called FTPFiles, double click the new folder and create a Text File called ftpfile2upload.txt.
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To connect to the ftpservice, the user will need to load up Command Prompt. 
[image: ][image: ]





The user will need to enter the command ftp 192.168.101.1, use DC1-NWT\ftpuser as the username and P@ssw0rd as the password as this will the user to be connected to a FTPServer through a ftp prompt. 
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When the user is on the ftp prompt, the user will need to enter the command lcd C:\FTPFiles as this will change the location the client PC which will save the file that is going to be upload towards the FTPServer. The user will need to enter the command dir and enter put ftpfile2upload.txt as this will upload the text file to its new location.
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[image: ]To check if this has successfully worked, the user will need to go on This PC in Server2 PC, double click on C:\ Drive, double click inetpub and double click ftproot. The image below shows that the text file has successfully been uploaded on the FTPServer with no problems. 
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4. Task 3: Installing and configuring the Routing and Remote Access Service
4.1. Setting Up a Routing Service – Server1
The user will first need to load up Server Manager on Server1 PC,  click Add roles and features, click Role based or feature based installation and click Next, select the DC1-NWT Server from the Server Pool and click Next, select Remote Access as the server role, click Next and Next again.
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On Role Services window, the user would need to select DirectAccess and VPN (RAS) and Routing, click Next and Next again, check the confirmation brief and click Install.
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This has shown that the new server role has been installed successfully with no problems. The user will need to click Open the Getting Started Wizard. 
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The user will be prompted with a Configure Remote Access wizard screen as the user will need to select Deploy VPN only, right click on the Server Name, click Enable and Configure Routing and Remote Access, click Next on the Setup Wizard, select Custom configuration and click Next, select LAN routing and click Next and click Finish to complete the Setup Wizard.
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Next, the user will need to click Start service as the Routing and Remote Access service will be ready to use. This will show on the left-hand side menu, the arrow on the Server Name would turn green as this tells the user that the service is successfully running.
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The user would need to click IPv4 on the left-hand side menu, right click General, click New Routing Protocol, click RIP Version 2 for Internet Protocol and click OK. The user would see RIP on the IPv4 page.
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4.2. Adding The Routing Protocols – Server1
The user will first need to right click on RIP, click New Interface, select both Interfaces (PrivateNet1 and PublicNet) and click OK, click OK on the Properties window for both Interfaces
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Once this is completed on Server1 PC, the user will need to set up and configurate the Routing Service and Protocol on Server2 PC (the same way that was done on Server1 PC).
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The user will need to set up the Default Gateway for Client 1 PC. On Client 1 PC, the user will need to load up Control Panel, click View network status and tasks, click Change adapter settings, right click on PrivateNet1 Adapter and click Properties.  
[image: ][image: ]







[image: ][image: ]







The user will need to double click Internet Protocol Version 4, enter 198.168.100.1 as the Default Gateway and click OK. 
[image: ][image: ]









The user will need to do the same for Client 2 PC but the user will need to enter 198.168.101.1 as the Default Gateway.
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Next, the user will need to load up Command Prompt on Server1 PC, enter the command ping 192.168.1.101 (PublicNet IP Address) and press Enter as this will show that the Routers will be connected to the same network on its PublicNet adapter. 
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The user will need to enter the command ping 192.168.101.1 (PrivateNet2 IP Address) and press Enter as this will show that the Routers will be connected to the same network on its PrivateNet adapter.  
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[image: ]On the Client 1 PC, the user will need to load up Command Prompt, enter the command ping 192.168.101.2 (PrivateNet2 IP Address) and press Enter as this will show that the Routers will be connected to the same network on its PrivateNet adapter.
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These tasks have shown how the routers can connect to each other’s Networks / IP Address through a Ping command on their specific PCs as this will test the Wide Area Network Connectivity on the PCs. 





4.3. 3 a) How do Routers reference which networks they are able to connect to?
Routers know about the networks that are attached to them from other routers. They are aware of the networks that are specifically or locally linked to the router, but they require additional routers to fill in the blanks of networks that are not closely tied to the router. And that is where routing protocols, as well as static paths, come into effect. Routing protocols communicate with other routers in real time about routes that are connected to themselves. Static routes are routes which are applied to a router's routing table functionally. Any routing protocol with the same path can be trusted across static routes. In other words, if a static route toward a network remains, the router believes the administrator knows what they're doing and assigns it the top priority. They have a weakness in that they do not automatically adjust the routing information base when a path fails, instead, the administrator must manually adjust the routing table to communicate a different path to the destination. When a router is paired, it exchanges its routing data with many other routers, and those routers exchange their routing data with one another. This enables them to create a network topology, or perhaps in the case of RIP Version 2, a routing list, which would be used to find the best path to all of the routes with in table. The data is entered into the Routing Table until the best route has been decided. Only the best paths, as determined by the routing protocol's variable, would be included in the table. Some protocols will provide updates even if there are no changes; for example, RIP sends the full contents of its table every 30 seconds and can cause improvements based on changes, but EIGRP and OSPF would only upgrade when the network changes. Routing protocols are flexible in general because they can respond to improvements in topology almost immediately. Users will have to manually generate tables with static routes if there had been no routing protocols, that also, as previously mentioned, doesn't really allow for improvements as they happen throughout the network. [1]
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5. Task 4: IP Packet Filtering
5.1. Filter 1:  Stopping ‘anyone’ in PrivateNet1 from Pinging the Router Firewall Service. – Server1
The user will first need to load up Server Manager on Server1 PC, click Tools and select Routing and Remote Access. 
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The user will need to expand DC1-NWT, expand IPv4, click General, right click PrivateNet1 and select Properties. The user will be prompted with a properties window and they will need to click Inbound Filters. For this task, the user will need to click New, select Destination network, enter 192.168.100.1 as the IP Address, enter 255.255.255.255 as the Subnet Mask, select ICMP as the Protocol and click OK.  
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Then, the user will need to select Receive all packets, except those that meet the criteria below and click OK, click Apply and OK. 
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On Client 1 PC, the user will need to load up Command Prompt and enter the command ping 192.168.100.1. This will show that the Packets are lost as there is no reply between the connection and the filter has worked successfully. 
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[image: ]Also, if the user tries pinging a different IP Address for example, 192.168.101.1, the filter will not work as the user can connect / reach to the other PC and the router is allowing the access. 





5.2. Filter 2:  Restrict Access to FTP Service running on Server2 to only hosts in PrivateNet2 – Server1 
The user will first need to load up Server Manager on Server1 PC, click Tools and select Routing and Remote Access. 
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The user will need to expand DC1-NWT, expand IPv4, click General, right click PublicNet and select Properties. The user will be prompted with a properties window and they will need to click Outbound Filters. For this task, the user will need to click New, select Destination network, enter 192.168.1.101 as the IP Address, enter 255.255.255.255 as the Subnet Mask, select TCP as the Protocol, enter 21 as the Destination port and click OK.  
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Then, the user will need to select Transmit all packets except those that meet the criteria below and click OK, click Apply and OK. 
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On Client 1 PC, the user will need to load up Command Prompt and enter the command ftp 192.168.1.101 as this will allow the user to be connected to a FTPServer through an ftp prompt but they will unable to login / access the FTPServer due to the filter conditions. This will also show that the connection has timed out as the filter has worked successfully. 
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5.3. Filter 3:  Only allow specific hosts in PrivateNet1 to access the FTPService running on Server2 – Server2
The user will first need to load up Server Manager on Server2 PC, click Tools and select Routing and Remote Access. 
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The user will need to expand the local workstation, expand IPv4, click General, right click PrivateNet2 and select Properties. The user will be prompted with a properties window and they will need to click Inbound Filters. For this task, the user will need to click New, select Source network, enter 192.168.100.1 as the Source Address, enter 255.255.255.255 as the Source Network Mask, select Destination network, enter 192.168.1.101 as the IP Address, enter 255.255.255.255 as the Subnet Mask select TCP as the Protocol, enter 21 as the Destination port and click OK. Then, the user will need to select Drop all packets, except those that meet the criteria below and click OK, click Apply and OK. 
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On Server1 PC, the user will need to load up Command Prompt and enter the command ping 192.168.101.1. This will show that the Packets are lost as there is no reply between the connection and the filter has worked successfully. 
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After that, the user will need to enter the command ftp 192.168.101.1. This will allow the user to be connected to a FTPServer through an ftp prompt but they will unable to login / access the FTPServer due to the filter conditions. This will also show that the connection has timed out as the filter has worked successfully.
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After that, the user will need to back on Server2 PC, load up PrivateNet2 Properties, click Inbound Filters as the user will need to delete the current filter. The user will then add new IP Address but the with same Destination network IP Address and Subnet Mask as before as the user will enter 192.168.101.2 for the Source Address, enter 255.255.255.255 as the Network Mask, select TCP as the Protocol, enter 21 as the Destination port and click OK. Then, the user will need to select Drop all packets, except those that meet the criteria below and click OK, click Apply and OK. 
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On Client 2 PC, the user will need to load up Command Prompt and enter the command ping 192.168.101.1. This will show that the Packets are lost as there is no reply between the connection and the filter has worked successfully. 
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After that, the user will need to enter the command ftp 192.168.101.1. This will allow the user to be connected to a FTPServer through an ftp prompt but they will unable to login / access the FTPServer due to the filter conditions. This will also show that the connection has timed out as the filter has worked successfully. 
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[image: ][image: ][image: ][image: ]After that, the user will need to back on Server2 PC, load up PrivateNet2 Properties, click Inbound Filters as the user will need to delete the current filter. The user will then add new IP Address but the with same Destination network IP Address and Subnet Mask as before as the user will enter 192.168.100.2 for the Source Address, enter 255.255.255.255 as the Network Mask, select TCP as the Protocol, enter 21 as the Destination port and click OK. The user will need to select Transmit all packets and click OK, select Apply and click OK. 
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On Client 1 PC, the user will need to load up Command Prompt and enter the command ping 192.168.101.1. This will verify if Client 1 can connect to Server2 through a LAN connection. Then, the user will need to enter the command ftp 192.168.101.1 as this will verify if Client 1 can connect and access to the FTP Server.
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The images above show that Client 1 VM has successfully connected and pinged to Server2 VM as Client 1 has sent 4 packets and Server2 has received those 4 packets without any problems. This will also allow the user to be connected to a FTPServer through an ftp prompt and they are able to login / access the FTPServer due to the filter conditions as the filter has worked successfully. 

6. Task 5: Failover Clustering for high availability systems/services
A failover cluster would be a collection of computer servers which cooperate to include high availability (HA) or continuous availability (CA). When one of the nodes fails, another node in the network will take over its task with limited to no maintenance. This is known as failover. Physical servers are used in many failover clusters, while VMs are used in others. A failover cluster's primary objective would be to include either CA or HA for software and systems. CA clusters, also known as fault tolerant (FT) clusters, enable end users to continue using apps and systems avoiding timeouts when a server fails. Users can find a minor error due to HA clusters, but the device would eventually restore with no data loss and reduced maintenance. [2]
A cluster would be based on two or more servers which use physical cables or a specific safe network to transmit data and applications to manage it. Load balancing, storage, and simultaneous or parallel processing may all benefit from other types of clustering technology. Failover clusters are also combined with advanced clustering technologies in certain configurations. [2]
  
6.1. How Failover Clusters Work?
HA clusters aim for 99.999 percent accessibility, also known as "five nines," whereas CA failover clusters aim for 100 percent accessibility. This interruption is limited to 5.26 minutes a year. CA clusters have better performance, but they need additional hardware to operate, increasing the total cost. [2]
[image: failover clustering]Image [2]









6.2. High Availability Failover Clusters
A high-availability cluster is made up of a collection of separate servers which share information and assets across the system. A failover cluster's networks often have access to the shared storage. Servers in high-availability clusters often have a tracking link that they use to review the other servers’ safety. A cluster has at least one active node and at least one inactive node at whatever given time. [2]
If Node 1 fails in a simple two-node setup, Node will use the heartbeat interface to diagnose the error and afterwards adjusts itself as the active node. Users join to an active node using clustering software installed on each node in the cluster. [2]
Dedicated servers can be used to handle clusters in bigger setups. A cluster management server sets out heartbeat notifications on a regular basis to see if any of the nodes are struggling and, if so, to guide the workload to another node. By merging the devices and the physical servers they live on into a cluster, some cluster management software offers HA for VMs. If a network fails, the VMs on that network are restarted on another network. Electrical power may be another disadvantage if all servers are connected to a certain power grid. Each network can be protected by installing a single uninterruptible power supply (UPS). [2]
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6.3. Continuous Availability Failover ClustersImage [18]

A fault-tolerant cluster, in comparison to the HA model, is made up of several systems which maintain a single copy of the operating system. One system's application commands also are performed on the other devices. [2] 
CA recommends that the company uses configured computer equipment as well as a backup UPS. The operating system (OS) in a CA failover cluster has an interface from which a user can verify essential data at specified points in an operation. CA could only be accomplished by operating the program on a constantly accessible and virtually identical copy of a physical or virtual machine. 2N is the name of this durability model. [2]
CA systems are capable of adjusting for a wide range of errors. A fault-tolerant device can detect a loss of a component immediately such as a Hard Drive, a CPU, I / O Subsystem, a Power Supply and a Network Tool. The failure point could be quickly detected, and a backup part or method can be installed avoid causing a disruption of service. [2]
Clustering software could be used to merge multiple servers into a VM, or it could be used to build a variety of other CA failover configurations. A cluster, for example, may be set up as that when one of the virtual servers fails, the others react by withdrawing the virtual server from the cluster temporary. The workload would then be immediately shared among the existing servers till the crashed server is able to return online. [2]


6.4. Windows Server Failover Cluster (WSFC)
WFSC, a feature in Windows 2016 and 2019 that controls clustered physical servers and provides failover if desired, can be used to build Hyper-V failover servers. Clustered functions, formerly known as clustered applications and services, are also monitored by WFSC. If a clustered task isn't functioning properly, either it's rebooted or relocated to a different node. [2]
To have a clear, centralised namespace for viewing shared storage from all servers, WFSC uses Microsoft's previous Cluster Shared Volume (CSV) technology. CA file share storage for SQL Server and Microsoft Hyper-V cluster VMs is also supported by WSFC. It also enables Hyper-V cluster VMs and HA functions operating on physical servers. [2]
[image: Windows Server Failover Cluster Architecture] 
Image [19]

6.5. Failover Cluster - Advantages
· Server clustering would be a totally flexible method.  After that, the user will apply assets to the cluster. [3]

· If a server in the cluster requires monitoring, the user may manage it when the workload is transferred to other servers. [3]

· Clustering stands out between high-availability choices because it is both trustworthy and simple to set up. In the event that a server fails to provide resources, other servers in the cluster will take over the workload. [3]

6.6. Failover Cluster - Disadvantages
· The price seems to be ridiculously expensive. In comparison to a non-clustered server management design, the cluster would be more expensive because it requires good hardware as well as a structure. One of the key disadvantages of this layout is that it is not cost efficient. [3]

· Clustering requires the use of more servers and hardware, making control and servicing difficult. As a result, resources will be improved. [3]

6.7. Installing a Failover Clustering Role
Below will be an example on how a failover cluster role can be installed on two different Nodes.
The user will first need to click Add Roles and Feature in Node 1. This will open the wizard for adding roles and features, choose Failover Clustering. After that, finish the setup. This would be done Node 2 as well. On Node 1, the user would need to click on Manager and select Failover Cluster Manager.[4]
[image: Failover Cluster Manager][image: ]
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Just on Node 1, the user would then need click on Validate Configuration and complete the wizard for the validation as the wizard will prompt the user to select the servers that will be used in the clustering. The user can use AD to locate and choose Node 1 and Node 2. Next, the user would need to click on Create Cluster as the user must choose between Node 1 and Node 2, The user must then give the cluster a name and complete the cluster creation process. The cluster creation was successful, as shown in the image below. [4]
[image: Successfully creating a failover cluster]
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7. Task 6: Observational Tasks – Network Policy
A network policy would be a set of rules which control how network devices behave. Network administrators identify policies for network devices to implement in order to improve business performance, much as a central or federal government might identify guidelines for states or regions to follow to reach strategic goals. A network based on policies could be configured more easily, allowing it to adapt to advancing requires very efficiently. Few basic tasks, like installing devices and users, as well as installing services and applications, are now easy. A network which relates to well-defined policies is able to meet the business objectives for which it was created. Consider network policies to be aims or targets. The network cannot be geared up to offer efficiently without specific objectives, and its success cannot be monitored without targets. [4]

7.1. Acceptable Use Policy (AUP)
[image: ]An AUP defines the restrictions and procedures that users who use organisational IT resources should accept in order to gain access towards the business network or the internet. It is common procedure for new users to be authorised. Before even being issued a network ID, they must read and sign an AUP. It is suggested that the IT, security, legal, and HR departments of an organisation review what would be included in the policy. SANS offers an analysis which is suitable for fair usage. [5]
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7.2. Access Control Policy (ACP) 
The ACP specifies how users can gain access to a company's data and information systems. Access management guidelines, like NIST's Access Control and User Manuals, are common topics covered in policies. Guidelines for user access, network access controls, operating system software controls, and the security of business passwords are also addressed in this framework. Techniques for managing how organisational networks are reached and used, how unmonitored computers should be protected, and how access is prevented when a user resigns the company are frequently mentioned as specific supplementary elements. The IAPP website has a great example of this policy. [5]
[image: Policy Modeling]
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7.3. Change Management Policy 
A comprehensive procedure for implementing adjustments to IT, software creation, and security services / operations is referred to as a change management policy. A change management system's aim is to raise recognition and appreciation of suggested changes within an organisation, as well as to make sure that all changes are implemented carefully to reduce any negative effects on resources and users. SANS provides a clear example of an IT change management policy that is free to use. [5]
[image: Writing a Change Management Policy]
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7.4. Information Security Policy
Information security policies in a business are usually high-level policies which offers a broad range of security measures. The business 's main information security policy ensures that all users who are using IT resources inside the framework of the business or its networks, follow the business's specified rules and procedures. Users should be aware that there will be laws under which they'll be kept responsible when it comes to the security of company knowledge and IT resources. [5]
[image: What-is-Information-Security-Policies copy]
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7.5. Incident Response (IR) Policy
[image: ]The incident response policy would be a well plan about how the business will handle a disaster and reduce the effect on activities. It's a policy that CISOs hope they'll never have to use. The aim of this plan, on the other hand, is to explain the process of dealing with an event in order to reduce the impact on company activities and users while also lowering recovery time and expense. [5]
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7.6. Remote Access Policy 
The remote access policy would be a guide that specifies and describes suitable procedures of accessing to a company's internal networks from a remote location. Increases with rules for using BYOD resources are included in this policy. This policy is required for organisations with distributed networks which can reach into unprotected network locations, like the community cafe or unmaintained home networks. SANS provides an example of a remote access policy. [5]
[image: Remote Access Control Policy]
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7.7. Email / Communication Policy
[image: company email policy guidelines]The email policy of an organisation would be a guideline which specifically outlines how users should use the company's preferred digital communication tool. Email, blogs, social media, and chat technologies are all covered by this framework. The main purpose of this policy is to inform users about what makes appropriate and inappropriate use of business digital technology. [5]
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7.8. Disaster Recovery Policy
The disaster recovery plan for an organisation will typically contain feedback from both the cybersecurity and IT teams and would be created as part of a bigger business continuity plan. The incident management method will be used by the CISO and his team to resolve an event. The Business Continuity Plan would be enabled if the incident has a major business effect. [5]
[image: ]
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7.9. Business Continuity Plan (BCP)
The BCP will control things around the company, and the disaster recovery plan will be used to restore hardware, software, and data that are considered critical to company sustainability.  Since they explain how the company will function in an emergency, BCPs are specific to each company. [5]
[image: business continuity plan framework]
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Network security policies focus around securing all network resources, from vulnerabilities to further abuse. The policy should cover all necessary network devices, exchanged data and communication channels, rather than simply focusing on the computer connected to the network. To strengthen its efficiency and defend against potential network vulnerabilities, a company must develop its policy to be compatible with all of its entities. The network policy must be strict enough just to secure the user system against a variety of threats, including code injection, software glitches, and malware. [6]
[image: What Is Network Policy?]



Image [4]

8. References 
References

[1] 	Pyrosnack, "How does a router learn about networks that can be reached from its interfaces?," 23 April 2016. [Online]. Available: https://networkengineering.stackexchange.com/questions/29896/how-does-a-router-learn-about-networks-that-can-be-reached-from-its-interfaces. [Accessed 4 May 2021].
[2] 	J. EMIGH, "What is Failover Clustering?," 15 May 2019. [Online]. Available: https://www.serverwatch.com/server-news/failover-cluster/. [Accessed 4 May 2021].
[3] 	T. Uvindasiri, "Introduction and Advantages/Disadvantages of Clustering in Linux – Part 1," 19 October 2015. [Online]. Available: https://www.tecmint.com/what-is-clustering-and-advantages-disadvantages-of-clustering-in-linux/. [Accessed 6 May 2021].
[4] 	N/A, "What Is Network Policy?," N/A N/A N/A. [Online]. Available: https://www.cisco.com/c/en/us/solutions/enterprise-networks/what-is-network-policy.html#~benefits. [Accessed 5 May 2021].
[5] 	G. Hayslip, "9 policies and procedures you need to know about if you’re starting a new security program," 16 March 2018. [Online]. Available: https://www.csoonline.com/article/3263738/9-policies-and-procedures-you-need-to-know-about-if-youre-starting-a-new-security-program.html. [Accessed 5 May 2021].
[6] 	J. Ochieng, "Network Security Policy," N/A N/A N/A. [Online]. Available: https://cyberexperts.com/network-security-policy/. [Accessed 5 May 2021].
[7] 	B. Mitchell, "Acceptable Use Policies (AUP) on the Internet," 20 February 2020. [Online]. Available: https://www.lifewire.com/acceptable-use-policy-aup-817563. [Accessed 5 May 2021].
[8] 	D. V. Hu, "Access Control Policy Testing ACPT," 24 May 2016. [Online]. Available: https://csrc.nist.gov/projects/access-control-policy-tool/access-control-policy-testing. [Accessed 5 May 2021].
[9] 	S. Harvey, "Writing a Change Management Policy," 2 March 2020. [Online]. Available: https://kirkpatrickprice.com/blog/writing-a-change-management-policy/. [Accessed 5 May 2021].
[10] 	T. Panhalkar, "What is Information Security & types of Security policies," N/A N/A N/A. [Online]. Available: https://info-savvy.com/what-is-information-security-policies-what-r-the-types-of-security-policies/. [Accessed 5 May 2021].
[11] 	N. FOX, "What is an Incident Response Plan and How to Create One," 11 November 2020. [Online]. Available: https://www.varonis.com/blog/incident-response-plan/. [Accessed 5 May 2021].
[12] 	N/A, "Guidelines in Setting Up Remote Access Control Policy," N/A N/A N/A. [Online]. Available: https://one.comodo.com/remote-access-control-policy.php. [Accessed 5 May 2021].
[13] 	E. Moon, "Establishing an Effective Company Email Policy: Ten Guidelines to Consider," 19 March 2018. [Online]. Available: https://www.focusdatasolutions.com/email-policy-guidelines/. [Accessed 5 May 2021].
[14] 	Brian, "HOW TO BUILD A SAAS DISASTER RECOVERY PLAN," 12 December 2016. [Online]. Available: http://www.cloudquarterback.com/blog/how-to-build-a-saas-disaster-recovery-plan. [Accessed 5 May 2021].
[15] 	N/A, "Top 13 Priorities for a Strong Business Recovery and Business Continuity Plan," 27 March 2020. [Online]. Available: https://burniegroup.com/top-10-priorities-for-a-strong-business-continuity-plan/. [Accessed 5 May 2021].
[16] 	L. HILTECH Data Solutions, "System / Network Engineering Services," N/A N/A N/A. [Online]. Available: https://www.hiltech-cs.com/System-and-Network-Engineering-Services/. [Accessed 30 April 2021].






2

image3.jpeg
NWTRA;DERS,
\Administrator





image93.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

B Routif

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

Starting Routing and Remote Access and Remate

Please wait whil the Routing and Remote Access

@ T

fiteryou close tis wizard, corfigure the selected senvices
inthe Routing and Remote Access console





image94.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View

Input Devices  Help

T Routing ond Remote Access

File Acion View Help
oSt
«=|mEm perAT
" Routing and Remote Access ting and Remote Access
3 Server Status
v £ DCI-NWT (ocal) Welcome to Routing and Remote Access
L Networkitertaces || goyting and Remote Access provides secure remote access to
3 Remote Access Logging| | private networke.
=y Use Routing and remate access to configure the following: i
E%’G& , « A secure connection between two private networks.
neral * A Virtual Private Network (VPN) gateway.
T Static Routes (VPN) gateway.
« A Dial-up remote access server.
* Network address translation (NAT).
« LAN routing.
« A basic frewall.
o add a Routing and Remote Access server, on the Adtion menu,
dlick Add Server.
< >
Done gress or o

Export configuration settings

page again by clicking Notifications in the command bar, and then Task Detais.




image95.png
& Server! [Running] - Oracle VM VirtualBox
File Mad

View Input Devices Help

& Routing and Remote Access - C

File Action View New Routing Protocol x

@ 2m [

Cick the routing protocol that you want to add, then cick OK.





image96.png
& Server! [Running] - Oracle VM VirtualBox

File

Machine View Input Devices Help

T Routing ond Remote Access
Fle Acion View Help

e aEEcRz Hm

<

" Routing and Remote Access
5 Sever Status
~ ) DCI-NWT (local)
T NetworkInterfaces

Name

5 Static Routs

Show TCP/IP Information..
Show Multicast Forwarding Table...
‘Show Multicast Statistcs.

Refresh
Properties

Help

o
ocrNws

|Add 2 new routing protocol

gress o

Export confauration cettinge

page again by clicking Notifications in the command bar, and then Task Detais.




image97.png
& server! [Running] - Oracle VM VirtualBox

File Machine View

Input Devices  Help

T Routing ond Remote Access

S Ew
CE e

~ & DCI-NWT (local)
B NetworkInterfaces
3 Remote Access Logging|

 Generst
T sttic Routes

Fie Acion View Help
e aE XEER HE
" Routing and Remote Access

5 SeverStatus





image98.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

File Action View New Interface for RIP Version 2 for Internet Protocol X
= nm

L Routing and Rem

“This routing protocol uns on the interface that you sefect below.

5 Server Sotus "”
v & DCI-NWT (i
F Network] [ PN
S Remote A
T
“Erwe
F Gener)

T sutic





image99.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

' Routing and Remote Access
File Action View Help
e aEXECE Hm
L ety et e
{3 Server Status
v [ DCI-NWT (local)
 Networklnterfaces || L General
3 Remote Access Logging| | SL.Stetic Routes
5 vt
v B IPve
= General
 Static Routes

Help





image100.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

4 Remote Acc

File Action Vi

& Q‘ z E‘ This routing protocol runs on the interface that you select below.

L Routing mdfem( e

5 Servr Stotus

v & DCI-NWT (i
T Network

S Remote ]

T P N

cEre

B ener

F st

New Interface for RIP Version 2 for Intemet Protocol X

oK Cancel





image101.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View

File Action Vi

= nm

E Routing and e
5 Server St
~ & DCI-NWT (|
H Network
S Remote
e
CE e
 Gend
T suti

Input _ Devices _ Help

RIP Properties - PrivateNet1 Properties

General | Securty  Neighbors ~ Advanced

B crriomon s e

Operation mod:

[Perodic update mode
Outgoing packet protocol

[RIP version 2broadcast
Incoming packet protocol:

[RIP version 1and 2
‘Added costforrutes:

Tagfor announced routes:





image102.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

RIP Properties - Publichet Properties

& Fouting
Fie Acion Vig Generl Secuty Neghbars Advanced
= nm
B Routing and Rel

5 ServerStatu
~ [ DCI-NWT i Operation mode:
B Network]
‘4 Remote.
= P

RIP verson Zbroadcast 5
CE e

B Gend  Incoming packet protoco
F st [RPvemon 1and2

B crriomon s e

Outgoing packet protocol

Added costforotes: =
Tagforannounced rutes: =

I™ Activate authertication

Password





image4.png
Recyce in

@ B O

<

START

Administrator
Documents
Pictures
Settings

Power

[rr—r—

&

F——

Windows
Adminitti.

Remote
Desktop.

>
Windauz
Fowershet

L

j—

Event Viewer

Wind
Powe:

Contr

Fie




image103.png
2 Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Routif %
z Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

You have successfuly completed the Rotting and Remote
Access Server Setup wizard

‘Summery of selections

[ -

fiteryou close tis wizard, corfgure the selectef senvices
inthe Routing and Remote Access console

o cose this wizard, cick Fish. rene

<Back Frish Cancel

= g rog
page again by clicking Notifications in the command bar, and then Task Det





image104.png
8 serve Funving] - Orace WM inualor
Fle_ Nacine View_nps_Deics_Hep
[ ——

Installation progress ol

—
0 Fesustsion

[ T ——————

Rercte
Drethcess o VPN 5]
Corfosineros
Ot Getng S Weard

ETE
[ L————

Rt e o el
ke meten ok
Remot s Margenent oo
Raote e Gl Cammnd e Tk
oo o i it iepting i ks N sk Sy en -
L pasc iy kv Nt e comr s e Tk D,

R ——





image105.png
B Server2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

T Routing and Remote Access
Fle Acion View Hep

e aEXECE HE

E s s

5 Sever Status
v WIN-BGPNOJIRS2) (local)
T NetworkInterfaces
&3 Remote Access Logging|
S Eipw
vE e
 Generst
T sttic Routes





image106.png
i Server2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

B Routif

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

You have successfuly completed the Routing and Remote
Access Server Setup wizard

Routing and Remote Access
‘Start the service

The Routing and Remote Access service is ready to use.

inthe Routing and Remote Access console
“To close this wizard, cick Frish.

<Back Frish Cancel





image107.png
i Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

T Routing anct n P Propertes - PrivateNet2 Propertes 7

Fle Action Vid Generd Secuty Neighbors  Advanced
ez E% e

35 Routng rfomaton Protocol RP) eface
E Routing and Re oo

3 Server Statud -

v B WIN-BGPNY|  Operaion mode:

 Network
g:‘;:m Ouigoing packet protoca
JER | [ zbon 5
B end  eaming packe oo
sl [APvemon 1mma2 5
[ =
Added costfres: =

oK Cancel Aoply

[—
page again by clicking Notifications in the command bar,





image108.png
i Server2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

T oty ond R Acces B

File Acton View| New Interace for RIP Version 2 for Itemet Protocol x

& *‘ z ﬁ‘ | This routing protocol runs on the interface that you select below.

. Routing snd Rem| =
5 Server Sttus | [mefaces:

« B WIN-BGPNGJI
T Network] [ PN

3 Remote A¢

S Eipw

CE e

& Generg

T sutic





image109.png
B Server2 [Running] - Oracle VM VirtualBox

File  Mact

View

Input _Devices _ Help

B g ond
Fle Acion Vi

@9 2@

E Routing and Re
| 5 Servertatud
© & WiN-BoPNg
 Network
5 Remote
s E e
CE e
 Gene
T stat

RIP Properties - Publichet Properties

General | Securty  Neighbors ~ Advanced

%& Rotting Infomation Protocal (RIP) nterface:

Operation mode:

Ouigoing packe protocat

FIP verson Zbrosdosst =
Incoming packe proocat

FIP verson and 2 =

‘Added costforrutes:

oK

Cancel

Aoply

[—

Export configuration settings

page again by clicking Notifications in the command bar, and the




image110.png
i Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

T oty ond R Acces B

File Acton View| New Interace for RIP Version 2 for Itemet Protocol x
e alE)
. Routing snd Rem|
|| g seversote

© & WN-BePNI
 Network
3 Remote A¢
S E e
“Erwe
F Gener
F stic

“This routing protocol uns on the interface that you sefect below.





image111.png
(& Client 1 [Running] - Oracle VM VirtualBox

File Machine View
=] Control Panel

Ec=]

Input  Devices  Help

> Control Panel » v

Adjust your computer's settings

)
L
<
&l

System and Security

Review your computer's status

Save backup copies of yourfiles vith Fie History
Backup and Restore (Windows 7)

View network status and tasks

Hardware and Sound
View devices and printers
Add a device

Programs
Uninstall  program
Get programs

Mk &

>
@

User Ac
© chang

Appear

Clock a
Change d
Ease of

Let Winde
Optimize




image112.png
& Client 1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Best match

Control Panel

Recent

View network status and tasks
Apps

[ Settings

~. Remote Desktop Connection
F People

Search the web

£ con - see web results

Folders (3+)

I

£ con





image5.png
rverl [Running] -

Machine

Microsoft Windows [Version 16.6.17763.737]
(c) 2618 Microsoft Corporation. All rights reserved.

M Virtuals
Input _ Devics

wmand Prompt

C:\USers\AMiNiStrator>ARP

Displays and modifies the IP-to-Physical address translation tables used by
address resolution protocol (ARP). [

ARP -5 inet_addr eth_addr [if_addr]
ARP -d inet_addr [if addr]
ARP -a [inet_addr] [-N if_addr] [-v]

-

eth_addr

Displays current ARP entries by interrogating the current
protocol data. If inet_addr is specified, the Ip and Physical
addresses for only the specified computer are displayed. If
more than one network interface uses ARP, entries for each ARP
table are displayed.

Same as -a.

Displays current ARP entries in verbose mode. All invalid
entries and entries on the loop-back interface will be shoun.
Specifies an internet address.

Displays the ARP entries for the network interface specified
by if_addr.

Deletes the host specified by inet_addr. inet_addr may be
wildcarded with * to delete all hosts.

Adds the host and associates the Internet address inet_addr
with the Physical address eth_addr. The Physical address is
given as 6 hexadecimal bytes separated by hyphens. The entry
is permanent. A
Specifies a physical address. G





image113.png
& Client 1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

[ Network Connections
A U@ « Net.. > Network Connec... » v | ® | SearchNetwork Conn

Organize »  Disable this network device  Diagnose this connection  Rename this connec

Ethernet PrivateNet!
soaclocal nwtraders msft
@ Intel(R) PRO/1000 MT Desktop Ad.
© Discble
Status
Diagnose

© Biidge Connections

Create Shortcut

© Delete

© Rename





image114.png
@l Client 1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
Network and Sharing Center

> Network and Sharing v © Search Cont

Control Pane Home View your basic network information and s

View your active networks
Change advanced sharing soaclocal
settings. Public network
Media streaming options
nwtraders.msft
Domain network
Change your networking settings




image115.png
(& Client 1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

{ [ Netuork Connections
gl
| B privateNet! Properties X | & || Search Netws
S, tion Rename thi
1 Internet Protocol Version 4 (TCP/IPv4) Properties X
General
Bektop Ad.

You can get IPsettings assigned automatial f your network supports
TH  this capabiity. Otherwise, you need to ask your network administrator
forthe appropriate IP settngs.
(O Obain an IP address automaticaly
® Use the folowing IP address:

1P address: 192,168 . 100 . 2
Subnetmask:

Defaut gateway:

btain DNS server address automatialy
(® Use the foloning DNS server addresses:

Preferred DNS server: 192168 . 100 1

Alternate DNS server:

[valdate settings upon exit

D}

3 Cancel
2itemd





image116.png
(& Client 1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

8 Network Connections

 PrvteNet Propertes
Networking | Shag
Comnectvsng

£ tel(R) PRO/1000 T Desktop Adopier

“This connection uses the folwing fems:

[T ——
3 Fie and Prter Shan or Microsf Networks

2. Microsoft LLDP Protocol Drver
2. temet Prtocol Version 6 (TCP/IPY6)

>

nstal

Uninstal

Fropetties

® | SearchN

fection  Rename

)/1000 MT Desktop

Desciption

Transission Cortrol Protocol/itemet Protocal. The default
wide area network prtocol that provides communication
across dverse interconnected networks.

oK Cancel





image117.png
(& Client 2 [Running] - Oracle VM VirtualBox
File Mad

View Input Devices Help
9 Network Connections

) « Network and ntenet » Network Comnections

?“@“"-—k Internet Protocol Version 4 (TCP/IPv4) Properties. X fthisc
2

General

You can get IPsettings assigned automatial f your network supports
Comnect|  this capabiity. Otheruise, you need to ask your netork adminstrator
forthe appropriate IP settngs.

&

(O Obain an IP address automaticaly

® Use the folowing IP address:
1 address:

192,168 . 101 2

Subnetmask: 255 .25 .25 0

Defauit gateway: 192168 . 101, 1

(Obtain DS server adcress autom

atcally
(® Use the following DNS server addresses:
Prefered DI server:
Altermate DNS server:
Tian
T [vakdate settings pon exit
o Cancel
|

1 e





image118.png
(& Client 2 [Running] - Oracle VM VirtualBox

Fle Machine View Input Devices Help
 Network Connections

4 8 « Networkand Intemet > Network Connections

Organize +

PrivateNet2
Network 2

@ Intel(R) PRO/1000 MT Desktop Ad.





image119.png
Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ping 192.168.1.161

Pinging 192.168.1.161 with 32 bytes of data:
Reply from 192.168.1.161: bytes=32 time<ims
Reply from bytes=32 timecims
Reply from bytes=32 timecims
Reply from 192.168.1.161: bytes=32 time<ims

Ping statistics for 192.168.1.10:
Packets: Sent = 4, Received = 4, Lost
Approximate round trip times in milli-second
Minimum = ems, Maximum - ems, Average = 6ms

© (0% loss),

C:\Users\Administrator>




image120.png
@ server [Running] - Oracle VM VirtualBox

Fie Moachine View input _Devices _Help

e —
L SN

Apps.
Control Panel
+ Character Map.

Settings (3+)

Filters





image121.png
erl [Running] - M Virtu

few Input _Devic

3§ Administrator: Command Prompt

C:\Users\Administrator>ping 192.168.161.1

Pinging 192.168.101.1 with 32 bytes of data:
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims

Ping statistics for 192.168.101.1:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-second
Minimun = @ms, Maximum - ems, Average = 6ms

C:\Users\Administrators,




image122.png
(& Client 1 [Running] - Oracle VM VirtualBox

’:(
Best match

Command Prompt

App

Settings

= Replace Command Prompt with
Windows PowerShell in the Win + X

Search the web

P cmd-se





image6.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

D % Fitters \/

Best match

[ Command Prompt
Desktop app

Settings

= Replace Command Prompt with
Windows PowerShell when using





image123.png
4 Prompt

Microsoft Windows [Version 16.6.19642.508]
(c) 2620 Microsoft Corporation. All rights reserved.

C:\Users\NWT-ZG>ping 192.168.101.2

Pinging 192.168.101.2 with 32 bytes of data:
Reply from 192.168.106.2: Destination host unre
Reply from 192.168.106.2: Destination host unreachable.
Reply from 192.168.106.2: Destination host unreachable.
Reply from 192.168.106.2: Destination host unreachable.

Ping statistics for 192.168.101.2
Packets: Sent = 4, Received

4, Lost = @ (8% loss),

C: \Users\NWT-2G>,




image124.png
Recyele in

@ B 0

s

B s

=
meEEER

Settings

Windows Accessories
Windows Administratve Tools
Windows Ense of Access
‘Windows Powershell
[rr——

G

Windows Server

&

Server Mansger

Remote
Desktop.

>

Powershell

e

Event Viewer





image125.png
6 erver! [Running] - Oracke VM VitualBox -

Fle Madine Ve Inpu Do Hep
e Severbonsges

Goup Py mgemert
WELCOME TO SERVER MANA| st Iomason Sences 5 anager
st

T
@ omne
Nominirson

oRdmtannti50

e
B

3 puint Mansgement
e
e

T e
ZE
-

ROLEJAND SERVER GROUPS| e nfrnaion

55 fieand Storage Sevies b
s
£ RemoteAces





image126.png
& Server! [Running] - Oracle VM VirtualBox

View Input Devices Help

File  Machi
R

T oty ond Rt s

File Action View | PrivateNet! Properties 7 X

“|zmE X

" Routing and Remoe|

Hieans | BB e

B DCI-NWT (ocal)

General | Muticast Boundaries  Muticast Heartbeat.

F Network Inter
3 RemoteAcce] WV Enable P routermanager
v E b I~ Enable router discovery adverisements
E General 1
T Static Rouf Adverisement lifetime (minutes): 20 =
ZRp Levelof preference: o =
S B
Gend out advertiement witin s intervat
=
Mirimum time (irutes} " =
M=
Masimum time (minutes): 10 =





image127.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
=

T Routing ond Remote Access
Fle Acion View Help

e a@EXECE Hm

" Routing and Remote Access
5 Sever Status
~ ) DCI-NWT (local)
T NetworkInterfaces
53 Remote Access Logging

Interface Type o Acdress
3 pubicnet Dedicated 1921681100

Update Routes

Show TCP/IP Information..
Show Address Translations.
Show IP Addresses..
Show IP Routing Table...
Show TCP Connections..
Show UDP Listener Ports...

Delete.
Refresh

——

Help




image128.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

& Routing and Remote Access - [

File Action View | Pratellet] Properties 70X

o nmElx

Inboun| Add IP Filter [

Thesef| [ Source network.
B Netwg Fterac  p agress: ]

52 166 100 1|
‘Subnet mask: ERERC R S

Protocol 3 E

ICMP type:

ICMP code:

N E





image129.png
[ server1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
s

T oty ond Rt s

o nmEle

File Action View | Privateliet] Propertic:

I ouing ana Ibound Fies
3 senvers

~ & oci-wi
T Netwq Feracton:

vE e
=
T o e

£ Remol & Receive al packets except thase that mest the citeria below

€ Diop sl packels except those that mest the ciferi bon,

These fites control which packets are forwarded or processed by tis network

TR [ Souroe Address

‘Source Network Mask

Destnation Address

s E P





image130.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
R

T oty ond Rt s

File Action View

“|zmE X

" Routing and Remote
5 Sever Status
~ ) DCI-NWT (local)|
 NetworkInter
3 Remote Acces
vE e
 Genersl
T sttic Rouf
Fre
s Eiee

PrivateNet1 Properties

General | Muticast Boundaries  Muticast Heartbeat.

89 e

¥ Enable IP router manager
I Enable router discovery advertisements

Advertisement fetime minutes)

Minimum time (minutes):

Magimum time (minutes};
Oumrir

I Enable fragmentation checking

C__—





image131.png
& Server! [Running] - Oracle VM VirtualBox
Fle Machine View Input Devices Help

S

H Routing and Remote Access

File Action View | Privatellet] Properties ? x

e nmElel

E Routing and. Inbound Filters. ?
9 serverst

These fiters control which packets are forwarded or processed by tis network

B Netwq Feracton

oK Cancel Aoply





image132.png
I Client 1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Best match

Command Prompt





image7.png
M Vit

Input D

entries and entries on the loop-back interface will be shown.
Specifies an internet address.

Displays the ARP entries for the network interface specified
by if_addr.

-d Deletes the host specified by inet_addr. inet_addr may be
wildcarded with * to delete all hosts.

-s Adds the host and associates the Internet address inet_addr
with the Physical address eth_addr. The Physical address is
given as 6 hexadecimal bytes separated by hyphens. The entry
is permanent.

eth_addr Specifies a physical address.

if_addr If present, this specifies the Internet address of the
interface whose address translation table should be modified.
If not present, the first applicable interface will be used.

Exampl

> arp -s 157.55.85.212  00-aa-00-62-c6-09
> arp -a

. Adds a static entry.
. Displays the arp table.

:\Users\Adninistrator>ping 192.168.100.2

Pinging 192.168.160.2 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.160.2
Packets: Sent = 4, Received = ©, Lost = 4 (166% loss),

Users\Administrator>





image133.png
fent 1 (Rumning] -

Machine View Input

mmand Prompt

Microsoft Windows [Version 16..19042.568]
(c) 2026 Microsoft Corporation. All rights reserved

:\Users\NWT-ZG>ping 192.168.100.1

Pinging 192.168.100.1 with 32 bytes of dat:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.100.1
Packets: Sent = 4, Received = @, Lost = 4 (166% loss)

Users\NWT-26>




image134.png
1 [Running M Virty

chin Input

Microsoft Windows [Version 16.6.19842.568]
(c) 2026 Microsoft Corporation. All rights reserved.

Pinging 192.168.
Request timed out.
Request timed out.
Request timed out.
Request timed

tistics for 192.168.160.1:
Packets: Sent = 4, Received = @, Lost = 4 (166}

:\Users\NWT-ZG>ping 192.168.101.1

Pinging 192.168.101.1 with 32 bytes of data:
Reply from 192.168.160.2: Destination host unreachable.
Reply from 192.168.160.2: Destination host unreachable.
Reply from 192.168.160.2: Destination host unreachable.
Reply from 192.168.100.2: Destination host unreachable.

Ping statistics for 192.168.161.
Packets: Sent = 4, Received = 4, Lost = © (8% loss),





image135.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

R
E Routing and Remote Access -
File Action View | PublicNet Properties ? X
|25 X| e G

" Routing and Remoe|

Hieans | BB e

B DCI-NWT (ocal)

F Network Inter
3 RemoteAcce] WV Enable P routermanager
v E b I~ Enable router discovery adverisements
B Genenal
T suticRou|| Advetiemen e i)
HRP Level of preference:
S B
Gend out advertiement witin s intervat
=
Mirimum time (irutes} " =
M=
Masimum time (minutes): 10 =
oK Cancel Aoply





image136.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
o

T Routing ond Remote Access
Fle Acion View Help

e a@EXECE Hm

" Routing and Remote Access
5 Sever Status
~ ) DCI-NWT (local)
T NetworkInterfaces
53 Remote Access Logging

Epa

="
Fre
S B

Interface Type 1P Address

Update Routes 192.168.100.

Show TCP/IP Information. 127004
Show Address Transations... Not availabl
Show IP Addresses...

Show IP Routing Table...

‘Show TCP Connections...

‘Show UDP Listener Ports.

Delete.
Refresh

Help





image137.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

B Routing and Remote Access - C

File Action View | Publichiet ropertes 70X

o n@Ex _
H Routing and Outboy Add IP Filter ? X X

Thesef| [ Source network.

H Netwq P P addess joo

CEPG | g, Sbetmesk

e
%?mﬂ ¥ Destnation network
LS r—— T e T 0T <—— ]y kP
S Ew

Subnet s 5 25 25 25 e

Prtocol i3 \

Source pot:

< — >
Destrstion ot T —

lete

oK Cancel Aoy





image138.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
i

T oty ond Rt s

File Action View | publichict Properties

o nmEle
E Routing and. ‘Outbound Filters ? X -

% e o] Theseflers cotl which packet are recived by th etk

B Netwq Fieracton:

&8 Remo] (& Transitall packets et those tha meet he cieiabeow 1
v E P

€ Diop sl packels except those that mest the ciferi bon,
Hoe le
= s

T R [ Souree Address | Source Netwerk Mask | Destination Addess | Destinaton Mask

s E P





image139.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
R

T g ond Rt s -

File Action View | PublicNet Properties ? X
|25 X| e G

T e | B8 e -

B DCI-NWT (ocal)

F Network Inter 168.1.100
53 Remote Accey ¥ Enable IP router manager 1168.100.1
v E b I~ Enable router discovery adverisements 1001
B General ————  feveiable
T Static Rouf Advertisement ifetime (minutes}: 20 =
HRP Level of preference: =
S B
Gend out advertiement witin s intervat
=
Mirimum time (irutes} " =
M=
Masimum time (minutes): 10 =

i, | (i |

I Enable fragmentation checking

===
(





image140.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

fa

H Routing and Remote Access

Fle Action View | publichietProperties
e nElel

Outbound Filters [ -

These fiters cortrol which packets are received by tis network

%

Fiteraction loo

"Drop ol packets except those that meet the cten belon,

Fiters:
‘Source Address | Source Network Mask | Destintion Address | Destination Mask | Pi

oK Cancel oo |




image141.png
Microsoft Windows [Version 16.6.19842.568]
(c) 2026 Microsoft Corporation. All rights reserved

C: \Users\NWT-Z6>Ftp 192.168.1.161
> ftp: connect :Connection timed out
Ftp>





image142.png
i server2 [Running] - Oracle VM VirtualBox

File Machine View
%, Server Manager

Dashboard

¥ Local Server
Al Servers

R File and Storage Services b

fo s
&l Remote Access

Input  Devices  Help

WELCOME TO SERVER MANA(

o
‘ODBC Data Sources (32-bit)
‘ODBC Data Sources (64-bit)
e ——
i
e
el
e
—
o re it
-





image8.png
224.0.6.0
255.255.255.255  255.255.255.255
255.255.255.255  255.255.255.255
255.255.255.255  255.255.255.255

Persistent Routes
None

IPv6 Route Table

Active Route:

If Metric Network Destination Gateway
1 331 ::1/128 on-link
6 281 fes0::/64 on-link
7 281 feso::/64 on-link
7 281 fese::10de:1160:968:770/128
on-link
6 281 fe86::4c7b:67cc:ebf1:ddco/128
on-link
1 331 ffoe; on-link
6 281 ffoe. on-link
7 281 ffee:: on-link

Persistent Routes
None

:\Users\Administrators.

192.168.160.1

127.6.0.1
192.168.1.100
192.168.160.1





image143.png
Recycle Bin

s
B s
e
ZH sertin:

- pe—
® [l o scmivitatin oo
[ s oot e

B Winiows Povershen

B Wincows Sccuriy

& B D

-

£

Server Manager

Windows
Administativ.

Remote
Desiaop.

>
Windows
PowsrShell

Task Manaos

Evert Viewe




image144.png
& Server2 [Running] - Oracle VM VirtualBox

Fie Machine View Input Devices Help
R Server Manager

PrivateNet2 Properties X

Inbound Fitters N [

These fites control which packets are forwarded or processed by tis network

— -

@ Recsive sl packets except those that mest the ciferia below

€ Drop allpackets except those that meet the ciiteia below
Fiters:
‘Source Address | Source Network Mask | Destination Address | Destination Mask | i pack

Edt Delete

e





image145.png
& Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

o Server Manager

Dashboard
i Local Servg
i Al Servers|
R File and S
fo s

i Remote Ad

PrivateNet? Properties

Genel Vo B Mol ety

89 e

¥ Enable IP router manager
I Enable router discovery advertisements

i =]
I =
St
Wit (rinutes) =
s e (it =
Oubound e
™ Enable fragmentation checking
oK Concel | | oy

- e

Inte




image146.png
& Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

R Server Manager

T Routing and Remote Access

File Acion View Help
e 2@ XEe= Bm
Lo o] B Fotrg e s
5 Server Status e g 5
i AllServers| v G WIN-BGPNOIRS2) local) || 12" P
B Flemasifl T Neworkhtetocs | SEPubicher Dediated
- ‘23 Remote Access Logging| -
o s v E P 3 Loopback. Update Routes.
o Remote Ad B Genenl | Fitemsl Show TCP/P format
& et e
e Show P Addresses..
Show IP Routing Table.
Show TCP Connectir
Show UDP Listener Ports..
Delete
Refresh

|Opens the properties dialog box for the current selection. F=p





image147.png
8 serve2 [Running] - Oracle VM VirtualBox

Fie Machine View nput_Deices Helo

] nund i N
Thes s corl e pckets o o oy i . .

Freracin
C Foceve il ackt et st s b ceabaion

o o ks e o o et et o
G B
SR o v ek | Gortion A | Gt o |7

w0 mmmm N mmmss T

by 17





image148.png
& Server2 [Running] - Oracle VM VirtualBox
Fle Machine View Input Devices Help

[ Server Manager

PrivateNet? Properties 70X

General Muticast Boundaries  Muticast Heartbeat

s 83 e

¥ Enable IP router manager

B ANServers! || gl routr dscover advetsements
i File and St
_ Advetisement et (inutes)
o 1Is.
b ISRl =
Ell Remote Ad "
Gend out advertiement witin s intervat
=
Mirimum time (irutes} " =
M=
Masimum time (minutes): 10 =

ounrsrien

I Enable fragmentation checking





image149.png
& Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

[ Server Manager

%

PrivateNet2 Properties

Add P Filter

1P ades: T 0 T
S [ B a——
e
9 Destnaon et e ed
ek
1P address: 192168 0 — By "
S [ B ——
ol = =
G
P >

Destination port o =N
e

i





image150.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

D % Fitters \/

Best match

Command Prompt
Deskiop

Apps
= Control Panel
3 Character Map

Settings (3+)





image151.png
r! [Running] - O

Machine View _Input

mmand Prompt

Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ping 192.168.161.1 <

Pinging 192.168.101.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.101.1: <

Packets: Sent = 4, Received = @, Lost = 4 (166% loss),

c:\users\Administrator:\ \




image152.png
C:\Users\Adninistrator>
C:\Users\Administrator>ftp 192.168.101.1

> ftp: connect :Connection timed out
Ftp>
| Ftp>





image9.png
r! [Running] - O

Machine Ve

C:\Users\Administratorsroute print

Interface List
6...08 00 27 04 b9 49 .
7...08 00 27 75 64 3f .
1.

.Intel(R) PRO/166@ MT Desktop Adapter
.Intel(R) PRO/166@ MT Desktop Adapter #2
.Software Loopback Interface 1

1IPv4 Route Table

Active Routes:

Network Destination Netmask Gateway Interface Metric
127.0.6.0 255.0.6.0 on-link 127.0.6.1 331
127.0.6.1 255.255.255.255 on-link 127.0.6.1 331

127.255.255.255  255.255.255.255 on-link 127.0.6.1 331
192.168.1.6  255.255.255.0 on-link  192.168.1.16 281
192.168.1.100 255.255.255.255 on-link  192.168.1.16 281
192.168.1.255 255.255.255.255 on-link  192.168.1.16 281
192.168.160.6  255.255.255.0 on-link  192.168.160.1 281
192.168.160.1 255.255.255.255 on-link  192.168.160.1 281
192.168.160.255 255.255.255.255 on-link  192.168.100.1 ) 281
224.0.6.0 240.0.6.0 on-link 127.0.6.1 331
224.0.6.0 246.0.6.0 on-link  192.168.1.106 281
224.0.6.0 240.0.6.0 on-link  192.168.160.1 281
255.255.255.255  255.255.255.255 on-link 127.0.6.1 331
255.255.255.255  255.255.255.255 on-link  192.168.1.16 281
255.255.255.255  255.255.255.255 on-link  192.168.160.1

283,

Persistent Routes:




image153.png




image154.png
& Server2 [Running] - Oracle VM VirtualBox
Input Devices  Help

File Machine View
o Server Manager

%

PrivateNet2 Properties

Add P Filter
¥ Source network e
92168 101 2| e

1P addess:
Subnet mask - —

¥ Destination network — ~—————
1P addess: Mo 70 -——
‘Subnet mask: 255255 . 255 . 255  ——

Protocol [cP E
Source port T

<
Destinaton port P —





image155.png
i server [Runni] - Orace VM Vil

Fie e e o e ik

E
A ————
[T ——————

R A w0

[S==S] s

==





image156.png
W8 Client 2 [Running] - M Virtu

File Machine View Input Devices

Hicrosoft Windows [Version 16.6.19842.568]
(c) 2026 Microsoft Corporation. All rights reserved.

C:\Users\Client 2>ping 192.168.101.1 &

pinging 192.168.161.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.101.1
Packets: Sent = 4, Received = @, Lost = 4 (166% loss),

H\Users\Client 2> \





image157.png
i Client 2 Running] - Oracle VM VirtuclBox

File Machine View Input Devices Help
M
Best match

Command Prompt

Search the web

P cmd-se

Settings (1)




image158.png
2 Client 2 [Running] - Oracle VM VirtuslBo

Input Dy

\Users\Client 2>
\Users\Client 2>ftp 192.168.161.1
> Ftp: connect :Connection timed out
Ftp>
Ftp>





image159.png
& Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

PrivateNet1 Properties
File Action Vié O6neral Mulicast Boundaries Mulicast Heatbeat

@9 nmE g@ s

E Routing and Re

5 server satus
© B ociawT(| P Enble P router mansger

T Networ| | Enablerouter discovery advertsements
S Remote
vE e
= Gend
T suti
T re
e

P A
122
192,
1274
Not




image160.png
i Server2 [Running] - Oracle VM Vint

Fie Machine View Input _Devices _Hlp

B rree
X rouingandtel T I
Boews oy i
3 vinc o -

[r—

LU L

rbound e | Outoound e

ox Gancd rooy





image161.png
8 Server2 [Running] - Oracle WM

| ]

—
¥ Desinston etwak
Proos

Destnton ot





image162.png
B serve [Running] - Orace M Vil

Fie Macine View Inpu_Deves el

1 it

LIk
© 3 i e ———
B |

sem
T [ P o e e o s

N T oo o s
o S
¥ B [Sosee s | S Ntwot Mok Dot s | Dot k| P

1777

o
e





image10.png
Recycle Bin

[
=]
@

@

START

Administrator

Documents

Pictures

Settings

Power

Windows Server

Server Manager

&

Windows
Administrativ...

3

Remote
Desktop...

>

Windows
PowerShell

]

Task Manag

a

Event Viewe




image163.png
i Client 1 (Running] -

File Machine

Hicrosoft Windows [Version 16.0.19042.568]
(c) 2620 Microsoft Corporation. All rights reserved

C:\Users\NWT-ZG>ping 192.168.101.1

Pinging 192.168.161.1 with 32 bytes of data
Reply from 192.168.161.1: bytes=32 time<ims
Reply from 192.168.161.1: bytes-32 time<ims TTL-126
Reply from 192.168.161.1: bytes-32 time<ims TTL-126
Reply from 192.168.161.1: bytes-32 time<ims TTL-126

ping statistics for 192.168.101.1:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),

Approximate round trip times in mil conds
Mininum = ems, Maximum - 6ms, Average

C: \Users\NWT-2G>,




image164.png
1 [Running] -

Machine Ve

Microsoft Windows [Version 16.6.19842.568]
(c) 2026 Microsoft Corporation. All rights reserved.

(C:\Users\NWT-ZG>Ftp 192.168.101.1
Connected to 192.168.101.1.
226-Microsoft FTP Service -—_—

226 Welcome To Server2 FTPSERVER
200 OPTS UTF8 command successful - UTF8 encoding now ON.

User (192.168.101.1:(none)): ftpuser
331 Password required

Passior

236 User logged in.

Ftp> <\<\

Ftp>
Ftp>





image165.png
Top apps.

Migro! =
Edg

Command Prompt





image166.png
Failover Clustering
Shared bus or ISCS|

gl =

onnection
-

A dedicated network connects the.
failover cluster nodes

Anetwork connects.
the failover cluster

and clients




image167.jpeg
High Availability Cluster

2
External LAN [ -§





image168.png
‘Windows Server Failover Cluster




image169.png




image170.png
e T

| Select features

et
aston e
Seesscion
Seve s

PrOTT————

. o
0 N e 35 s




image171.png
‘Summary

Beore You B
Seect Seves

Aecess ortfor

8 crete Clster Wiard

You have socesduly conpete he Crste ustr Viza.

Node

NODE2 KTG kcal

NODE! KTG kcal

Cluster

DeoCisr

Quonum

Nods sty

1P Address

DHOP s on 1921681024

Tovie therepot st b the war,cck Vew Repat.
To dose i wazar,chck Fih.





image172.png




image11.jpeg
Adminisyrator





image173.jpeg
Dynamic
Verification





image174.jpeg




image175.jpeg
Pegil  \ VAR

W Information cur‘_ Uy
“"Policies W \L
. \‘\'

Y \‘\‘,'

- )
" 7 4 Vo




image176.png
6-Step Incident Response Plan

@ 1. Prepare with triage exercises

@ 2. Identify the size and scope of the incident
3. Contain and isolate compromised devices
4. Eradicate threat(s)

5. Recover and restore normal services

ONCRCNO

6. Learn lessons from incident and improve future responses

"\ VARONIS




image177.jpeg
Virtual Private
Network (VPN) B
el

File Server

Firewall EEE

Intranet

—_—
Home User

Remote
ncmum Worker

Worker - r




image178.jpeg




image179.png
Disaster e

Recovery REVIEW/MAINTENANCE

-] Planning —

BUSINESS IMPACT 7-Step PLAN TESTING &
ANALYSIS Methodology TRAINING

—

DOCUMENT DISASTER
RECOVERY PLAN

POLICY STATEMENT

.

IDENTIFY PREVENTIVE
CONTROLS

DEVELOP RECOVERY.
STRATEGIES





image180.png
BUSINESS CONTINUITY
M f@ 01 »@«OV -

PLANNING RECOVERY MANAGEMENT ONGOING OPERATION RISK RESILIENCE PROCEDURES




image181.jpeg
————————————





image12.png
2 Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

[ Filters \/

Best match

Server Manager
Deskiop app

Apps

1 Windows Server Backup

Settings
€ Configure proxy server

@ Change manual proxy server settings

£ servel




image13.png
& Server2 [Running] - Oracle VM VirtualBox - 0 X

Fle Machine View iput Deices Help
S sever Mg - 8 X

'WELCOME TO SERVER MANAGER

quicesmar

servers 1o man:

4 Creste aserver group

Connect

s server to cloud services

e

ROLES AND SERVER GROUPS
Roles0 | Severgroups: 1 | Servers o




image14.png
2 Server2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

P Add Roles and Features Wizard

Select installation type

Before You Begin Select the installtion type. You can install oles and features on a running physical

machine, or on an offline virtual hard disk (VHD).
Installati

Role-based or feature-based installation
Server Selection
Configure a single server by adding roles, role services, and features.

7 Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a i
or session-based desktop deployment.

DY

<Previous | [ Next> Insta





image15.png
i Serve? [Runig - Oracle M Vituaoc - 0
e ke View ot Do Help

Before you begin

snon 5e
FR——

i ey o e s r s Yo i s s ks
[ et s o
[rorieietey

B —

[ ————
o e s o ong s

ek i, i B ko, e ceripred

he st coren sty e ors Wi e re e

6yttt sy o e et st e bl o i
complee st 30 e e w590

o o, i ot

7 o pgey et





image16.png
Sever2 [Runing] - Orace VM VitualBex - o
Fle Machoe View Input Devces Hep

i
[y r——

Select destination server

St s o et hr ko wich ol s e,

St sene fom e e g

Serve Pool

Teompactood

‘ T age o seer ot e v Windows S 201{or v s of Wi e,
bt e b s by i h S commarel St Manager, O sevrs
ey a5 s o e i clection 5 oo ot hcn





image17.png
& Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

P Add Roles and Features Wizard

Select server roles

Before You Begin
Instalation Type
Server Selection

Features

Select one or more roles to install on the selected server.

Roles

DESTINATION SERVER
WIN-SGPNGURS2!

Description

[ Active Directory Certficae Services
[ Active Directory Domain Services
[ Active Directory Federation Services
[ Active Directory Lightueight Directory Servces.
[ Active Directory Rights Management Services.
[ DHCP Server
[ DN Server
O Fax Server.
] File and Storage Servces (4 of 11 instaled)
[ Hyperv
(] Network Policy and Access Services
O Print and Document Services
O Remote Access
(] Remote Desktop Services
O Volume Activation Services.

Web Server (I) provides a reliable,
manageable, and scalable Web
application infrastructure.

—_— N ———

(] Windows Deployment Services
(] Windows Server Update Services

Y





image18.png
2 Server2 [Running] - Oracle VM VirtualBox

File  Machi

View Input Devices Help

P Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type. Roles

Server Selection ] Active Directory Certficate Services

I | Do

[ Actve Directory Federstion Services

e [ Active Directory Lightweight Directory Services
Web Server Role (IS) [ Active Directory Rights Management Services
Role Services E Dt e
Confirmation [ FaxServer
@] File and Storage Services (4 of 11 installed)
O Hyper-v

(] Network Policy and Access Services
O Print and Document Services

O Remote Access

(] Remote Desktop Services

T Windows Server Updte Servies

oes

Description
Web Server (IS) provid

manageable, and scala
application infrastruct.

<Previous | [ Next>

Install





image19.png
i Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Far Add Roles and Features Wizard

Select server rol

., Add Roles snd Festures Wizard

Add features that are required for Web Server (IIS)?

The following tools are required to manage this feature, but do not

Soeverroes | have to be installed on the same server.

4 Web Server (I5)
4 Management Tools
[Tools] IS Management Console

Include management tools (if applicable)

Cancel

rver (IS)
eable, an
fon infra





image20.png
[Elf Server2 [Running] - Oracle VM VirtualBox -
File Machine View Input Devices Help

P Add Roles and Features Wizard -

oesmi
Web Server Role (IIS) fite
st vou s Web servers are computers that et you shar information over the Itenet, or through it
extranets. The Web Server role includes Intemet Information Services (IIS) 10.0 with enhanc

Installation Type diagnostic and administration, a unified Web platform that integrates IIS 10.0, ASP.NET, anc

Server Selection Communication Foundation.

Server Roles

Features

* The default installation for the Web Server (IIS) role includes the installation of role servic
ensble you to serve sttic content, make minor customizatons (such a5 defaut documen
errors), monitor and log servr actity, and configure satic content comprssion.

Role Services

Confirmation

More information about Web Server IS

s =l





image21.png
[Elf Server2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

P Add Roles and Features Wizard

Select features

Select one or more features to install on the selected server.

Before You Begin
Instalation Type Features Descript
Server selection W e o NeTFa
Server Roles © [ .NET Framework 4.7 Features (2 of 7 installed) power o

b [ Background Intelligent Transfer Service (BITS) APIs witt

(] Bitlocker Drive Encryption buiding
Web Server Role (I5) ] BitLocker Network Unlock appeaii

e — | BranchCache (Installec) your cus

O Client for NFS. e
Confirmation (] Data Center Bridging ez

[ Direct iay the abil

(] Enhanced Storage Crt=

¥ Group Policy Management (installec)

[ VO Quality of Service

[ 11S Hostable Web Core

(] Internet Prnting Clent

(] 1P Address Management (PAM) Server

[ iSNS Server service

O LPR Port Monitor

(] Management OData IS Extension

71 Media Foundation v

< >

<Previous | [ Next>





image22.png
B Server2 [Running] - Oracle VM VirtualBox

- a
Fie Machine View Input Devices Help
T Add Roles and Features Wizard o x
: : : oesmATO sexveR
Confirm installation selections NSRS
st vou s To instal the following rols,role servces, o features on selected sever, clck nstll.
Installation Type [ Restart the destination server sutomatically if required
Server Selection Optional features (such as admiristraton tool) might be isplayed on this page because they have
been selected automatically f you do not want to stalthese optonal features,click Previous to clear
Server Roles P
Features
‘Web Server Role (IIs) Web Server (1) -
e Web Server
o= e ‘Common HTTP Features I}
Sttic Content
Default Document
Directory Browsing
HTTP Errors
Security
Request Fitering

Health and Diagnostics

Export configuration settings
Specify an alterate source path

<Previous | | Next > Install Cancel





image23.png
2 Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

P Add Roles and Features Wizard

Select role services

Before You Begin
Instalation Type
Server Selection
Server Roles
Features

Web Server Role (IS)

Confirmation

Select the role services to installfor Web Server (I5)

Role services

1 e ot o
] Dynamic Content Compression
Security

Request Fitering
[ Basic Authentication
[ Centralzed SSL Certicate Support
[ Client Certfcate Mapping Authentication
[ Digest Authentication
(] 1S Clent Certficate Mapping Authenticatc
[ 1P and Domain Restrictions.
0 URL Authorization
O Windows Authentication

1S Mansgement Console
L 15 6 Management Compatibilty

DEsTINA
Wi

Description

FTP Server enables the t

fles between a client anc
using the FTP protocal. L
establish an FTP connect.
transfer files by using an
or FTP-enabled Web bro

<Previous | [ Next>

et [





image24.png
& Server (Running) - Orace WM VirtulBio - o
Fle Mackine View Inpt Do Help

N e S
Instalation progress o

| s

© e nstzion
et ecesdd n N SGONSARSL

Wt Server (5]
Wb Ser
Comman HITP Fesure:
St Content
Octalt Doument

T [ —

TP Eors

Yo can ose s iz ot terpin uning k. Vi s pcgs o opn
EL pageseain by ciding Noticatons e comman 5r,and thn Tk Dol

o contiution stng:

<preins | [ N> o





image25.png
8 Server [Runing] - Oracke VM VirtuaBox
Fle Machne Ve hpu Deies o

[T ——

Installation progress

View msaltonprogres

@ s ssion

Insolaionsrtedon WIN-EGPAIRS

Wit Srver 15

Yo et i i gt g s View sk proges o
1B page againbycicking Nobfcations i the command bar,andthen Tk Detds.

Eport conurtion settngs

b





image26.png
& Server2 [Funning] - Oracle VM VitualBex - C
Fie Machine View Ioput Deices Help
. S nager

WELCOME TO SERVER MANAGER

u @ Conigure this local server

2 Add roles and features

Al Servers

i File and Storage Services >
s

d other servers to manage

3 A
Create a server group

5 Connect this server to cloud service
42

ROLES AND SERVER GROUPS

[ —

and storage

R
Services

1 s 1





image27.png
B Server2 [Running] - Oracle VM VirtualBox - o
File Machine View Input Devices Help
7., Server Manager

«« Dashb
Component Services

[compuervamsgemen ]

Defragment and Optimize Drives.
¥ Local Server Disk Cleanup

All Servers a Event Viewer
i Group Policy Management
[

Dat WELCOME TO SERVER MANAL

File and Storage Services b
Internet Information Services (I5) Manager

iSCs! Initator

Local Security Polcy

o Microsot Azure Services

‘ODBC Data Sources (32-bit

4 ODBCData Sources (64-bi)

Performance Monitor

S| print Management

Recovery Drive

Registy Editor

Resource Monitor

s a

Services
System Configuration

System Information
File and Storage Task Scheduler
Sarvices 1 e e

ROLES AND SERVER GROUPS|
Roles:2 | Servergroups: 1 | Ser





image28.png
i Server2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

B Computer Management

File Action View Help

=@ = Hm

& Computer Management (Local| Nome

e | e e

B storege
» [ EventViewer e .
e Zo Services and Applictions
< 3 Locel User s

1 User
! © pertorm!
A Devicer,

© € Storage Help
W Windows serversacru

Disk Management
» B Senvices and Applications





image29.png
8 Computer Management

File Action View Help

=@ = Hm

& Computer Management (Locs]
~ i} System Tools
> (@ Task Scheduler
> @ Event Viewer
> @i Shared Folders
v & Local Users and Groups|
1 Users
= Groups
5 ® Peformance
& Device Manager
v € Storage
> ¥ Windows Servr Backu
7 Disk Management
3 Z Senices snd Applications

User name:

Fullname:

fRpuser

[ User cannot change password
[ Password never expires.
[ Account i disabled





image30.png
i Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

B Computer Management
Fle Acion View Help

I

oz

|~ 1 spsem oo
> (@ Task Scheduler
> (@ Event Viewer
> @ Shared Folders
v 4 Local Users and Groups|
3 Users
3 Groups
5 ® Peformance
& Device Manager
v € Storage
> ¥ Windows Servr Backu
2 Disk Management
3 Z Senices snd Applications

& Computer Management (Loca]| Name Full Name

W Administator

W WoAGUty..

A user account managed |

Built-in account for guest
A user account managed {





image31.png
g Server? [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

L Server Manager

€5 Internet Information Services (1IS) Manager

@0 (&, win-BoeNaRSY »

File View Help

e Actions
Q- 51218 ‘i! WIN-BGPNIJIR
5 StertPage 52) Home 2 Restart
65 WIN-BGPNQIIRS2) (WIN-BGP! > St
2 APPW " sop
> 8] st

@ Addwebsite.. View Application Pools
View Sites
e © Gt New Web Platiorm
@ AdirTsm . Authorizat Components
Hel
12 Switchto Content View £ © her

N FTP Directory FTP Firewall
Browsing  Support

FoIB ETL

0 5| [ Festures View |12 Content View

ver

lage

d se

ol

File and Storage

1Hus





image32.png
(B Server2 [Running] - Oracle VM VirtusiBox - o x

Fle Machine View Inpst Deves Hap

+« Dashboard

Componen anices
Comhier Mamogmrert
Defogmentand Opimiz Dries

WELCOME TO SERVER MANA

W Local Server
s A Servers
& il na Storsge Senvices

s

008 Dut Sources (6458)
Fetamance ontor
[R—
Recovery D
et btr
Ressre Monitor
Sences
Syt Confun
Sytem fomatin
File and Storage Tk Schelr
Serices w e

ROLES AND SERVER GROUPS|

foles2 | Senergroups: 1 | Sen





image33.png
& Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Add FTP Site

o Binding and SSL Settings

Binding

1P Address: Port:

i Unssigned h

[ Enable Virtual Host Names:

Start FTP site automatically

O Allow st
O RequiressL
SSL Certcate:
Not Selected

Previous

Can




image34.png
2 Server2 [Running] - Oracle VM VirtualBox
File  Mact

View Input Devices Help

FTP site name:
ISTFIPSITE. e
Content Directory
Physical path:

(Chinetpubfeprocd]

T IS




image35.png
i Server2 [Running] - Oracle VM VirtualBox

File Machine View
R Server Manager

Input  Devices

Help

€5 Internet Information Services (1IS) Manager

G

@ » WIN-BGPNSIRSZ » Stes » ISTFTPSITE »

File View Help

Connections

@2 e

1STFTPSITE

@ StartPage
-6 WIN-BGPNOJIRS2) (WIN-BGP!
2 Applicstion Pools
8 sites
3 @ ISTFTPSITE
Defaut Web Site

' -

Home

Fiter:

=
e

=
B Eplore

- B Edit Site

B B
BB Basic Setting

——
T e v
: L
@
FTP Firswall FTPIp. v Help
Features View | |2 Content View

Edit Permissions...

View Applications
View Virtual Directories

Advanced Sefting:





image36.png
2 Server2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

Add FTP Site

o Authentication and Authorization Information

e

] Anonymous

Authorization
Allow access to:

D T e ——

fpuser €—

Previous et Finish





image37.png
(Bl Server2 [Rumning] - Oracle VM VitualBox.

Dashboard
¥ LocalServer

A Servrs

i e 3o sorsge Semves b
s

R

‘WELCOME T0 SERVER MANA|

quik s

ROLES AND SERVER GROUPS|

Roes2 | Senergrops 1 | Sen

File and Storage
Services

[—r———
Computr arsgement
Defagmentnd Opiize Orves
Dk Csnup

et Viowe

ODBC Dt Susces (6488)
etormanc Mordr

it Morsgement.
oy Die

gy Bor

e onor

Senicr

St Confgraion
Sy fomation
Tescaser





image38.png
i Server2 [Running] - Oracle VM VirtualBox

File Machine View
R Server Manager

Input  Devices  Help

€5 Internet Information Services (1IS) Manager

G

@ » WIN-BGPNSIRSZ » Stes » ISTFTPSITE »

Fie View Help
" 1STFTPSITE H :
lome
L CS=TEIY O B bplore
T StotPage . o e
5 % WIN-BGRNSIRS2) (WIN-6GP p— |
2 tion Pool g ~
Appicaton Pocs =
v il stes
© iSRS FIPFiewell  FIPIP B Gosicsetings |
e Suppert_Aderes 5. View Appicatons
g View Virtua Dirctoris
Gid Manage FTP Site -
F1p Losgng
099! Restart
P SShgtire e messages hat he TP sevr diplays o
GO TP
FipRequest  FIPSSL Advonced Stings
Firng Se e
e e @ e
]
< 5| [EFeatures View | Content View
Ready
—— I A




image39.png
i Server? [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

€ WIN-BGPNOJIRS2) (WIN{
2 Applicstion Pools
8 sites
5 @ 1STETPSITE
5@ Default Web Site

€5 Internet Information Services (1IS) Manager

O FTP Messages
Message Behavior

[ Suppress default banner

[ Support user variables in messages

2 Show detsiled messages forlocal requests

Message et

Banner:

Welcome To Server2 FTPSERVER

Welcome:

Features View | 5 Content View

Activate Windov





image40.png
i Server2 [Runr

] - Oracle VM VirtualBox
File Machine View Input Devices Help

E €5 Internet Information Services (1IS) Manager - o

@0 (@) WNBGPNOIRSY » Stes » ISTFIPSITE »

File View Help

Connections

FTP Messages
CSISTETY (*] 9
5 StertPage B @
65 WIN-BGPNSJRS2) iy | Message Behavier
2 Application Pools || [ Suppress default banner
v {8 Sites

S e || O Soppertueriaitie in msages

+ @ Defauit Web Site

Show detailed messages for local requests

Message et

Banner:

Welcome To Server2 FTPSERVER

0 5| [ Festures View |12 Content View





image41.png
& Server2 [Running] - Oracle VM VirtualBox

File Machine View input Devices _Help

B D @ Fiters

Best match

Settings

Allow remote connections to this
computer

Add a language to this device

Let Windows sync activities from this PC
1o the cloud

Change cursor thickness





image42.png
i Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
= | ThisPC

Computer  View

A @, ThisPC >

S Quick access v Folders (7)
Woekor  # E 30 Objects
& Downloads  #

[Z Documents * Documents
(&= Pictures. »*

‘ Music
‘ Videos

~ Devices and drives (2)

Local Disk (C:)
—

15.3 GB free of 244 GB

v/ & | Search This P

CD Drive (D:)
B8 sesshoumienus o
Oyt feeof 46468




image43.png
i Server2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

[ = | inetput
wome e vew
<« « 4[] > ThisPC > Local Disk(C) » inetpub > v[o] [ searchin
Nome Datemodiicd | Type
s Quick access
02/05/2021 0743 Fiefolder
I Desktop ” st o Ei fold
§ Downloads .+ Open folder
Documents  # e folder
=) Pictures » Pin to Quick access folder
e Emm=o > |folder
P
& Network Include in library >
Pinto Sart
sendto >
a
e
Cresteshortat
Delete
Rename

1




image44.png
B Server2 [Running] - Oracle VM VirtualBox

Fle Machine View Input Devices Help
[ = | Local Disk (C)

Home  Share  View

& Network

<« v > ThisPC > Local Disk (C) > v O | Searchlc
Name - Date modified Type
s Quick access

[ ] 02/05/2021 0743 File folder

I Desktop. ks
PerTogs 15/09/20180619  Fiefolder
¥ Downloads A o iles 102720211413 Filefolder
Documents  # || program Files (x26) 11/02/20211413  File folder
) Pictures # [husers 102720211413 Fiefolder
- ] Windows 020520210743 Fil folder




image45.png
& Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

01 & 0~ linetpu] 5 fiproo
Home  sn
General
« v+ @
Otject
# Quick access Growp o
B Desktop ﬂ?“
& Downloads i
a2
Documents o
] Pictures o chond
[ This PC Pemissig
OWNER|
& Network Fal
Mody
Read
Lol
Read
Ve
Forspec
cick Ad

1 Permisions for fproct
Secuty
Object name:  C:\inetpub ftproot

(Group or user names:

SR SYSTEM

52 Administrators (WIN-BGPNSUIRS2\Admiristrators)
2 Users (WIN-BGPNSJIRS2)\Users)

82 Trustedinstaller

Pemissions for CREATOR.
OWNER

Fullcontrol
Modfy
Read & execute.
Listflder cortents
Read

ooooojg
ooooojg %’

oK

Search inet
lpe

e folder
fefolder

e folder

e folder

e folder

e folder

oK Cancer

4
g




image46.png
[ server2 [Running] - Oracle VM VirtualBox

<«

<4 ThsC s L

s Quickaccess
I Desktop
& Downloads

View

Input  Devices  Help

I inetput

Share

LRSS

View

Name

 feproot Properies

(Group or user names:

B8.CREATOR OWNER
S85YSTEM

52 Administrators (WIN-BGPNSUIRS2\Adiristrators)
2 oo AWINBRONG IR et
<

OWNER Hlow  Deny

To change pemissions, lick Edt -
Pemissions for CREATOR.

Fullcontrol
Modfy

Read & execute.
Listflder cortents
Read

Wite

For specil permissions or advanced settings.
ik Advanced.

Searct

older
folder
older
older
older

older





image47.png
&l Server2 [Running] - Oracle VM VirtualBox
Fle Machine View Input Devices Help

1140 oy -
proof
p ome s [ Permissions for ftproot. X
General
PRI Select Users o Groups x
Otject
Selec tis abiet tpe: s
# Quickaccess Group o | [Users, Groups, o Bultn securty pincpas Object Types...
B Desktop. :;‘“ From hislocaton:
& Downloads e | [EeEE Locations...
Documents | B
) Pictures Fpre eV — e
Pemissia
Cmen, N
& Network Fal Advanced.. oK Cancal
Mody
Read Full control a [
Listfol( | Mody [m] [m]
Read Read & execute o o





image48.png
& Server2 [Running] - Oracle VM VirtualBox -

File Machine View Input Devices Help

0 + linetput] 3 -
proof
ome s [ Permissions for ftproot. X
General
PRI Select Users o Groups x
Object
Selec tis abiet tpe: Size
# Quickaccess Group o | [Users, Groups, o Bultn securty pincpas Object Types...
9 Desktop S | mmtsiocson
3 Downloads 2| [WIvBGPNSIRSZD
Documents | B
= picues o |
Pemissia \
OWNER|
& Network Fal Advanced.. oK =
Mody
Read Ful control a [
Lstfoll | Modfy [m] [m]
Read Read & execute a [m]
Wite. Listfolder contents a [m]
Forspeci Read [m] o .
cick Ad
Lo ] oy
[COR [ Comos ] e |





image49.png
[ server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

1 <
Home  Share  View
€ 5 v 4 [1> ThisPC » Local Disk(C) > inetoub Lo [ scarch inetpub
x
Neme
 Quick access B cuer 1 Permissions forfproot x
I Desktop ‘o ‘
& oownloads 4|l
B bocumens  # [ 1gs Objectname:  C:\netpub tproct
& Pictures # [ltemp Group or user names:
o CREATOR OWNER
38 This PC B ot ::svsn:_u
& fipuser (WIN-BGPNSUIR52)\fipuser)
& Network Td | 88 Adminsators (WIN-BGPNSUIRS2NAdmistators)
2 Users (WIN-BGPNSJIRS2)\Users)
O] | 52 Tnstedinstaler
Remove
Deny
O ~
[m]
Read & execute [m]
Fo| | Listfolder contents [m]
K| Read [
E=E
Gitems 1 item selected





image50.png
& Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

0 | oo
- B ftproof T missions or ftproot X
General
« Securty Search
O™ bt name:  C:\netpub foroot be
Quick access Growp o
* e Group or user names: le folder
B Desktop Stov] [SacReATOROWNER e folder
& Downloads 2 | SRSYSTEM
o] | 52 Admiistators (WIN-BGPNSUIRS2)\Admiistrators) ¢ folder
Documents < & fipuser (WIN-BGPNSUIRS2)\fipuser) fefolder
] Pictures Tochand | & Users (WIN-BGPNSJRS2)\Users \ e folder
S8 Tusedinsaler e folder
Pemissd
OWNER|
& Network Fal
Modfy| Pemissions forfipuser
Read{ | Fullcontml N
List fol{ Modiy
Read| | Resderecute
Wi | | Listflderconterts
Forsped] | Read
cick Ad





image51.png
B Server2 [Running) - Oracle VM VirtualBiox
Fic Mschne Ve ot e bl
=1 5 - | eec

R oo e

2 ek

o VPGS
Woskop  # 5 3 Objects
& Doiosts £

 documens # o
el AL

o
o Network
=

 Devices and drives 2)

LocalDik (C)
P 15368 el 2448

by

Vo [ SemchTre

DD @)
SESS NFRE EN-US DV
Obytesfree o 46468




image52.png
& Server2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

1= | feproot
Home  share  view
« “ 4 > ThisPC > Local Disk (C) » inetpub > ftproot » v © | Searchftproot
Name Dstemodified  Type
oo [ ]
Frpuploads 03/05/2021 0454 Filefolder
1 Desktop * Pupt
& Downlosds +
Documents
= Pictures *

& Network





image53.png
& Server2 [Running] - Oracle VM VirtualBox -
File Machine View Input Devices Help

11 [ 1w | fproot _
home  shore view

<« v ][] > ThisPC > LocalDisk (C) » inetpub > ftproot [0 | Searchftproot

Tome Toemodfied | Type S
s Quick access

Hosior - This folder s empty.

& Downloads # U=z >

Documents  # Sl 2

Emmiy >
ictures

= * Refresh
O ThisPC Customize this folder.
i Network Paste

Paste shortcut

Give access to

e —

Properties

@ Shorteut

) Bitmapimage

Contact

Rich Text Document

] TextDocument
18 Compressed (spped) Folder





image54.png
& Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

1180
€ v 4 [l> THSPC 5 LocalDisk(C) > inctpub > ftproot
P—p
= 0o @ Filters N/
oo
Best match

Windows Defender Firewall

Control panel

Settings
@ Check firewall status

Firewall & network protection

Security at a glance
@ Allow an app through Windows Firewall

Apps (1)

L fire





image55.png
& Server2 [Running] - Oracle VM VirtualBox - o X

File Machine View Input Devices Help

i Windows Defender Firewall

A i « System and Security > Windows Defender Firewall v O | Search Control Panel p

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

© Change notiication setings

© Tur Windows Defender
Firewallon o off

© Restore defauts
© Advanced settings
Troubleshoot my network

Secalso
Security and Maintenance

Network and Sharing Center

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Interet or a network.

Update your Firewall sttings

Vindows Defender Frewsl s notusing the commended et
recommended settings to protect your Qs settings
computer.
iWhat are the recommended settings

l & Private networks Not connected

l € Guest or public networks Connected (*)

Networks in public places such s sirpors r coffee shops

Vindows Defender Frewsl state: o

Incorming connections: lock il connections to 3pps tht re ot onthe s
ofslowed spps

Active public networks: = Unidentified network

Notfication sate: Do not notity me wheh Windews Defender Frewll
blocks 2 new app





image56.png
START

Client 2

Documents

Pictures

Settings

Power

School Essentialz

Onedrve




image57.jpeg
Client2




image58.png
i3 Client 2 Running] - Oracle VM VirtualBox - o x

File Machine View Input Devices Help

P Windows Defender Firewall

4« System and Security > Windows Defender Firewal v © | Sesrch Control Panel »

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

© Change notiication setings

© Tum Windows Defender
Frewallon o off

© Restore defauts
© Advanced settings
Troubleshoot my network

Secalso
Security and Maintenance

Network and Sharing Center

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Interet or a network.

Update your Firewall sttings

Vindows Defender Frel s notusing the commended et
recommended settings to protect your Qs settings
computer.

Wt e the recommended settings?
l & Private networks Not connected ()

l & Guest or public networks Connected (*)

Networks in public places such as airports or coffee shops

Windows Defender Firewall state: off

Incoming connections: Block all connections to apps that are not on the list
of allowed apps.

Active public networks: T Unidentified network

Notification state: Notify me when Windows Defender Firewall blocks
2 newapp





image59.png
W Client 2 [Running] - Oracle VM VirtualBox

R-:E\
Best match

Settings

Check firewall status

Windows Defender Firewall

Windows Security

@ Allow an app through Windows Firewall
Apps

@ Windows Defender Firewall with
Advanced Security

Search the web

P firewall - see web resu

P firewall





image60.png
i Client 2 [Running] - Oracle VM VirtualBox.

Fie Machine View

Input Devices Help

-1 e o)
€ e hm TR Loclbi(@) To| [ » s
Name - Date modifed Hpe
s Quickacs
plks , renes o Fietode
i ] Progrom Files 20 1534 Filefolder
FOomnonts 4 pregamies o) T,
Occuments  # [ users 13/02/2021 00:44 File folder
Epaus 4 Windom wmion  Fictoder
@ oneive Ver >
- sy >
Bmarc Goupby >
Pr— e
=
[—
Ce—n
New e |
Propertes T Shoc
@ Btmapimage

—

| et Document

R Tt Document

1§ Compresed (ipped) Folder




image61.png
2 Client 2 [Running] - Oracle VM VirtualBox

“"‘*
st matcn

B . Thisec
.

Wallsit | App
setings

Edit the system environment variables

Virus & threat protection

@ Themes and related settings

£ Change the size of text, apps, and other
items

Search the web

D th- see web resuts

£ )





image62.png
i Cient 2 [Running] - Oracle VM VirtualBox:

Fie Mochine View lnpit Devices Help
ST -

ome  Share iew

© e mERC s LacaDik@) > P o o s
Name - Oute modiied e
# Quickcces
CEE—— view > fosers empe.
2 oo . sonby >
[ — Cty 4
et
L
[s——

pase
pase shonc
Undo Rename. ez

Gussccmnt

o[ o
Dropeier # shonct

I T

|5 ich e Document
Text Documert
mw Tt e





image63.png
i Client 2 [Running] - Oracle VM VirtualBox

File Mschine View nput Devices Help
[ = | Local Disk (C)
domesowe view
€ v A TisPC > LocalDisk(C) > vio
Name ° Dste modifed Tpe
# Quick access -
Perl 0712720190814 File
WDekop 4 s
| Program ies [ e
¥ Downloads A [ b0 Fies 6) 27/09/2020 1536 Filef
Documents  # [ ysers 13/02/2021 00:44 Filef
(&= Pictures. ks 13/02/2021 00:20 File f
@ Onedrive e

& Network





image64.png
(& Client 2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

1[4 [ 5 | FTPFiles
home  shore view

« ~ 4 [ > ThisPC > Local Disk (C) > FTPFiles

Name .
# Quickaccess

Date modified

[0 Fphiebupload

03/05/2021 0731

1 Desktop
& Downloads
Documents
=) Pictures

LRSS

@ OneDiive
1 ThisPC

& Network




image65.png
2 [Running] - M Virtu

Machine Input _ Devics

Hicrosoft Windows [Version 16.8.19642.56)
(c) 2026 Microsoft Corporation. All rights reserved

C:\Users\Client 2>





image66.png
(& Client 2 [Running] - Oracle VM VirtualBox

’:(
Best match

| i Command Prompt

App

Settings

= Replace Command Prompt with
Windows PowerShell in the Win + X

Search the web

P cmd-see

£ emd





image67.png
2(Running] -

Machine View _Input

Microsoft Windows [Version 16.6.19842.568]
(c) 2026 Microsoft Corporation. All rights reserved.

iC:\Users\Client 2>ftp 192.168.161.1
Connected to 192.168.101.1.

226-Microsoft FTP Service

226 Welcome To Server2 FTPSERVER

200 OPTS UTF8 command successful - UTF8 encoding now ON.
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C:\Users\Client 2>ftp 192.168.161.1
Connected to 192.168.101.1.

220-Microsoft FIP Service

220 Welcome To Server2 FTPSERVER

200 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.161.1:(none)): DC1-NWT\ftpuser

331 Password required

Passuord:

230 User logged in.
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Local directory now C:\FTPFiles.
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125 Data connection already open; Transfer starting.
05-03-21 04:54AM <DIR> Ftpuploads

226 Transfer complete.

ftp: 54 bytes received in ©.80Seconds 54660.6eKbytes/sec.
ftp> put ftpfile2upload.txt =

200 PORT command successful.

125 Data connection already open; Transfer starting.

226 Transfer complete.
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c:\Users\Client 2>ftp 192.168.101.1

Connected to 192.168.101.1.

220-Microsoft FTP Service

220 Welcome To Server2 FTPSERVER

200 #oTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.101.1:(none)): DC1-NWT\ftpuser

331 Password required

Passuord:

230 User logged in.

Ftp>

[Ftp> lcd C:\FTPFiles
Local directory now C:\FTPFiles.
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