Hands-on Activity — Detailed Analysis
Digital Forensic Analysis

Challenge 1: HDD Challenge
Theme: Cooperate data theft Device: UnionShine

Contributors: John, Ellis, Rohan, Dawid, Lara, Nitheesh Kaliyamurthy,
Munyaradzi Murrira

Scenario

An online dating company called Red Hot Passion has received veiled threats that
confidential information such as Payment information, Names, Address, Job positions,
Photographs stored in database documentation as well other communications via text

messages emails, videos could be leaked by unknown source.

This information is so sensitive due to the nature of website that provides a platform
for married adults to engage in infidelity. This is an invasion on the user’s privacy who
trusted that website would confidentially retain their information. A lot of the users of
the website are work in high positions of importance such as at working fortune 500
companies and working in high-end managerial positions who could be under pressure
of firing if this information was leaked as well as effecting their security of their

marriages.

It is believed that serval employee/employees of administration staff could have
potentially had access to this sensitive information and that they have left the company
recently. These employees could have potentially been disgruntled and could have
had reasons to want to take revenge against the company due to previous payment

disputes.

We have identified an HDD found hidden away on one of the desks stored in the office

building that is not in use.
Challenge for specialist team

We request your team to uncover any evidence related to the above concerns, making
sure, during your analysis you provide data integrity, as such the evidence can be
presented before the court of law ensuring that the culprits are made liable for breach

of the companies’ data policies and potential cyber terrorism against the company.

The integrity of the data is important as this information may need to be used in a trial

in the future.

Dr. Nitheesh Kaliyamurthy
V3. 2026



