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1.         Introduction

This report covers the ……fssfgzdfgbzdsfv zdf zsdfgv zdsf zdsf fd
2.         Trojans and Viruses
            2.1 General overview
Trojans and viruses can be thought of as ……..
            2.2 How they infect your computer
3.         Ransomware
            3.1 General overview
            3.2 What to do if infected
4.         The Cryptowall Trojan

CryptoWall is a particularly unpleasant form of ransomware. It does much more than just encrypt your files and prompt you to pay for the key: it tries to hide inside the OS and adds itself to the Startup folder. Even worse, CryptoWall deletes volume shadow copies of your files – making it difficult (or in some cases impossible) to restore your data. And while it’s there, it’ll try to get your passwords and crypto wallets for good measure.


4.1 Specifics of this threat
4.1.1 Infection methods


4.1.2 File types affected
The following file types are affected by cryptowall:
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            4.2 Procedures of eradication
            4.3 Payment?
5.         Examples of good practice
          
5.1 Initial avoidance
Many experts believe that it is unlikely you will be able to recover your files [4][5][6] therefore the best form of defence is to avoid getting infected in the first place. The Varonis website [4] Suggests the following procedures:

· Make sure windows has the latest updates 
· Always have an up-to-date Anti-Virus program installed
· Ensure a firewall is in place (see … for more information)
· Ensure all staff members are trained to know not to click suspicious links in emails etc.
· Ensure all important and vulnerable files are adequately backed up

5.2 Backup procedures
 
6.         References
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