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fLab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.255.240
	172.16.13.97
	172.16.13.102
	172.16.13.103

	R1-R2
	172.16.13.104
	255.255.255.248
	172.16.13.105
	172.16.13.106
	172.16.13.107

	R2-R3
	172.16.13.108
	255.255.255.248
	172.16.13.109
	172.16.13.110
	172.16.13.111
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Introduction

The purpose of the following report is to show the features of IPv6 which:-

· Mirror the features that are present in IPv4
· Enhance the features that are present in IPv4
· Add to the features that are present in IPv4

During the course of this report, in addition to the functionalities listed above, one will uncover the following attributes of IPv6:-

· Structure
· Address Types
· Security

This report will first provide a brief overview of what Internet Protocol is, followed by a breakdown of how IPv4 actually works. This will be followed by a further breakdown of how IPv6 works, and eventually a comparison of the differences between them.


What is Internet Protocol?

According to Levin [1]; the internet is only able to function because of addresses assigned via Internet Protocol. These are numbers – which are effectively the same as our home or mobile phone telephone numbers.

Levin [1] goes on to state that all devices that are connected to the internet effectively require their own unique IP address in order for them to be located, and that these numbers are currently assigned using whet is referred to as IPv4.

Levin [1] states that the issue with IPv4 is that all the available addresses are effectively used up; and further postulates that:-

	“…a decisive transition from IPv4 to IPv6 is the most durable and effective response to the exhaustion of IPv4 addresses resulting from the growth of the global Internet and the exploding demand for IP addresses.” [1]


IPv4

In order to fully understand the advances that are offered by IPv6; we must first understand IPv4.

According to Levin [1]; IPv4 addresses are made up of 32 bits. This means that that there are, within IPv4, 232 unique IP addresses that can be allocated. Upon its inception; it was believed that this potential number of IP Addresses would be vast enough to meet all future address needs. However, a decade before the end of the 20th century; it was evident that this number would be completely exhausted far sooner than anybody had in fact realised.

Levin goes on to elaborate on the current constraints which further elaborate on the current issues that are faced when using IPv4 [1]. These are:-

· Unequal distribution of IP addresses across the globe (at the time that Levin’s report was published, the US had a clear monopoly on IPv4 Addresses)
·  Some Regional Internet Registries had already depleted their pools of numbers.

According to ARIN; IPv4 addressing works in the following way [2]:-

· Is a 32 bit number
· Has dotted decimal notation (e.g. 192.166.1.1)

Addressing Structure and Associated Numbering System

Each individual number that is separated by a decimal point represents 8 “octets”.

Each octet is displayed as either a 0 or a 1.

From right to left; each octet is 2 to the power of:-

0,1,2,3,4,5,6,7 respectively. 

We then add each of these numbers together to create each component part of the IPv4 address.

For Example:-

192.168.2.1 could in fact be written as:-

27+26 . 27+26+22 . 21 . 20

This, in binary, would effectively be written as:-

11000000 . 11000100 . 00000010 . 00000001


IPv6

ARIN stated that IPv6 addressing works in the following way [2]:-

· Is a 128 bit number
· Has hexadecimal notation (e.g. 0123:4567:8901:ABCD)

Levin postulates that IPv6 is the only true sustainable way to continue to provide enough IP addresses for the Internet of Things, given the pace at which all IP addresses were used up in IPv4 [1].

In addition to the advanced numbering structure of the addresses themselves; IPv6 also has a mandatory component in relation to security as part of its specification [3].

According to a publication made by Cisco [3]; as part of the “Open Shortest Path First” protocol within IPv6, IP security is also provided. 

This is specifically designed to provide:-

· Authentication Support
· Protection for Unicast Traffic
· Protection for Multicast Traffic
· Failure or Degradation
· Loss of Data


Addressing Structure and Associated Numbering System

A hexadecimal number system is made up of four 4-digit numbers, each made from base 16. Whilst our conventional number system is made from numbers with base 10; this system incorporates letters in order for the addresses to be completed.

As this report has already discussed binary notation; the following aims to provide a brief comparison between the varying types of notation:-
The following are ways in which the number 13 may be expressed using Binary, Decimal and Hexadecimal:-

Binary

As previously discussed; binary has two potential digits; either 1 or 0. In order to express 13 in binary; we write the following and equate it back as shown:-

1101 = 13+12+10=13

Decimal

Decimal has ten potential digits; 0,1,2,3,4,5,6,7,8,9. 13 is already in decimal form, as shown:-

13

Hexadecimal

Hexadecimal has sixteen potential digits; 0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F.

13 is the thirteenth of these digits which is:-

D

If we wanted to write 17 in hexadecimal notation; this would be the first iteration following the complete use of all 16 base units; namely:-

10

With 18 then being written as 11 an so on.

This clearly has the capacity for creating far more potential addresses, even before one calculates the 2128 potential addresses using this version of Internet Protocol.


What is the Difference Between IPv4 and IPv6?

IPv6 effectively performs the same function as IPv4, but the key difference is that there are far more addresses available to choose from.

Numbering System Contrasts:-

· IPv4
· Uses four 8 digit numbers composed in binary.
· These are converted to four numbers of up to 3 digits.
· Potentially yields 232 addresses.
· IPv6
· Uses four 1-4 digit numbers composed in hexadecimal
· These are shown as four base-16 numbers, separated by colons.
· Potentially yields 2128 addresses.

Cisco states that the IPSec for IPv6 is in fact mandatory; which contracts with what is stated in relation to IPv4. E.g. the “Tunnel Mode from one site to another” is only supported for IPv6 [3], which is further evidence of increased functionality.


Challenges

One key challenge is the transition period between the Internet using IPv4 and IPv6, and how the internet can be managed to successfully and securely transmit traffic from one address type to another. There are many potential work arounds that could be put in place to manage this problem.

Hei et al postulate that one method could be to:-

· Introduce a name server which creates a map between the IPv4 and IPv6 address
· Introduce a translator whose purpose would be to convert packets of data.



Conclusion

The advanced features of IPv6 over that of IPv4 clearly make is a sustainable choice for IP addresses going forwards.
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