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[bookmark: _Toc214361398]Task 1
Reflective statement covering chapters 2, 3, and 4 from the Cisco Certified DevNet Associate course.

[bookmark: _Toc214361399]Introduction
This reflection focuses on the technical understanding that I have grained from modules 2, 3, and 4, covering the DevNet Developer Environment, software development principles, and REST API usage. Also ensuring to discuss key terminology, methodologies, and tools which I have learnt about throughout the chapters. I shall also aim to cover practical applications and real world relevance for these topics. 

[bookmark: _Toc214361400] Module 2 : The DevNet Developer Environment
Module 2 of Cisco’s DevNet Associate course provides an in depth overview of Cisco’s developer resources, focusing on practical tools and environments for learning and experimentation. The main focus was the DevNet platform itself which serves as a central hub for API documentation, tutorials and developer support. Key technical concepts mentioned included Model Driven Programmability, REST API’s and programming languages such as Python and JavaScript which we will be needing as the course progresses. 
The module also introduced crucial terms such as DevNet Sandbox (a pre configured environment allowing safe experimentation with Cisco platforms), IoT (internet of things), Data Centre (a physical facility that are used to house critical applications and data) [1] and Networking. Another significant concept was the DevNet Exchange which also includes Automation Exchange, Code Exchange, and Ecosystem Exchange. These exchanges are focused on knowledge sharing, providing sample code, and help to present real world automation use cases from across different infrastructure scenarios.
The real world relevance of these skills is substantial. Learning to navigate the DevNet environment enables developers and network engineers to automate configurations, monitor network performance, and trouble shoot issues without impacting live systems. Skills in using API’s and sandbox environments are critical for roles in network automation, cloud infrastructure, and IoT deployment, allowing professionals to rest and verify solutions effectively. Furthermore, engagement with the DevNet community and support systems demonstrates how development and conceptual understanding. It highlights the importance of using online resources, peer/community knowledge, and pre made virtual environments in order to progress through not only this course but also any future endeavours surrounding modern networking that we may face.

[bookmark: _Toc214361401]Module 3: Software Development and Design
Module 3 focuses on the software development side of things featuring the core principles, design patterns and best practices for creating maintainable yet efficient code. Key terminology includes OOB (Object Oriented Programming), Encapsulation, Inheritance, and Modularity, which ensures that code is organised into readable, reusable, and independent components. The chapter also covered SDLC (Software Development Lifecycle) which emphasised the importance of each stage such as planning, coding, testing, and finally deployment. 
I explored the use of flowcharts and UML (Unified Modelling Language) diagrams in order to visually represent software logic and system architecture. Learning these design tools helped me map out complex processes before I begun coding which helped me to reduce errors and create cleaner code. We were also introduced to the concept of Git (’ Git is a Version Control Platform that allows an individual or a team to track changes to a codebase.’) [2], and the chosen Git software ‘GitHub’ practicing version control, commits, pushes, and branch management. This mirrored professional development workflows, focusing on collaborative coding and real world project management. Design patterns such as Singleton and Factory demonstrated solutions to common programming problems, aiding code efficiency and scalability.
The challenges for this module included debugging logical errors and integrating modular code. However, by testing my code over and over again making tweaks where needed I was able to strengthen my understanding.
The real world relevance of these skills is extensive. Software engineers, DevOps professionals, and network automation specialists rely on robust design principles to build scalable, reliable systems. Module 3 reinforced not only coding proficiency but also the ability to structure and maintain large projects effectively, bridging theoretical knowledge with practical application in professional environments.  

[bookmark: _Toc214361402]Module 4: Understanding and Using API’s
Module 4 expanded upon REST API’s, emphasising their role in application and automation. Critical terms that were introduced included Rate Limits (‘Rate limiting is a strategy for limiting network traffic.’) [3] Web Hooks (‘Webhooks are automated scripts that help transfer data or information between two digital services.’) [4], HTTP methods and status codes, All of which are essential for reliable API integration. I also explored the practical use of API interactions using python and the requests library, developing scripts to retrieve, process and manipulate data from external services. 
The Module highlighted rate limiting algorithms such as leaky bucket, token bucket, and sliding window counter, teaching how API’s manage traffic requests and prevent server overload. Handling exceeded rate limits with retry mechanisms reinforced the need for robust error handling in the code. Webhooks were introduced as a mechanism for real time notifications, demonstrating the efficiency of event driven programming compared to traditional polling. The course also spoke of HTTP status codes and how to interpret them, differentiating and diagnosing issues with both the client side and server side. For example, status code 400 means a bad request on the client side, 200 means a successful request, and 500 means an internal server error has occurred. Understanding these codes was a bit of a lightbulb moment for me as I have seen them countless times but never understanding what they meant. 
Practical exercises using Cisco DNA Centre and Webex Teams API’s illustrated real-world applications, such as automating network monitoring and retrieving device information.
This modules skills are directly applicable to careers in network automation, cloud services, and software development. Familiarity with API’s helps to enhance efficiency and automation in modern IT systems, bridging the gap between theory and professional practice. Overall, module 4 has reinforced technical competence in interacting with external services, processing data, and designing robust yet reliable applications.

[bookmark: _Toc214361403] Conclusion
Modules 2, 3, and 4 have introduced me to and strengthened my technical knowledge surrounding development environments, software design, and API integration. The practical exercises also helped to highlight the real worlds usage of many of the concepts that were included within these modules.
[bookmark: _Toc214361404]Task 2
[bookmark: _Toc214361405]Case Study – Enhancing workflow performance through network programmability and DevOps in a multisite retail organisation

[bookmark: _Toc214361406]Introduction
Modern enterprise networks face growing demands for agility, scalability, and reliability. The traditional networking approach consists of being largely dependant on manual configuration, device specific command line interfaces (CLI), and fragmented change management are increasingly unsuitable for complex and rapidly changing environments. Network programmability brings in a new age of enabling network administrators to configure, manage, and automate networks using software, API’s and machine readable data models such as YANG (Yet Another New Generation) which is a ‘data modelling language used to model configuration and state data manipulated by a NETCONF agent.’ [5] In parallel, DevOps provides a structured and technical framework that integrates development and operations through practices such as continuous integration/continuous deployment (CI/CD), version control, and automated testing. Together, these two domains support dynamic, automated, and scalable network operations.
This case study examines how network programmability and DevOps practices can improve workflow performance in a hypothetical organisation named RetailNet, a medium-sized retail enterprise with 50 stores supported by a centralised database. RetailNet depends on distributed PoS (Point of Sale) systems, inventory databases, and real time analytics to ensure continuous customer service. However, frequent configuration changes, inconsistent updates, and manually maintained network devices have led to operational bottlenecks. These issues make RetailNet an ideal candidate for transformation through programmability and automation. 
RetailNet currently faces two primary challenges. First, network provisioning and configuration changes are slow and error prone due to reliance on manual CLI based workflows. Configuring new branch routers or updating access control lists (ACL’s) requires network engineers to log into each device individually, leading to inconsistencies and an average provisioning time of 2 to 3 hours per device. Across 50 stores, this creates more than 100 hours of manual configuration annually, delaying branch upgrades and increasing operational costs. 
Second, the organisation lacks scalability due to the absence of automated, API driven workflows. As RetailNet expands, adding new stores or digital services requires significant operational overhead. Current processes do not support dynamic scaling, automated policy enforcement, or uniform security updates across sites. This limitation results in frequent configuration drift, increased downtime during change windows, and difficulty maintaining compliance with internal security standards.
These challenges directly impact workflow performance by causing service disruptions, delaying deployments of new retail applications, and increasing labour costs. The absence of automation also reduces the organisations ability to respond quickly to cyber threats or market demands, creating strategic disadvantages in a highly competitive retail environment. 

[bookmark: _Toc214361407]Addressing Challenges Through Network Programmability
RetailNet can significantly improve operational efficiency by adopting network programmability tools, beginning with Python scripts, REST API’s and YANG data models. Python, widely used in the DevNet ecosystem, enables administrators to automate routine tasks such as VLAN creation, interface configuration, and ACL deployment. For example, instead of configuring VLAN’s individually across 50 switches, a Python script using Cisco’s RESTCONF API could push uniform configurations to all devices within minutes. This eliminates human error and reduces provisioning time from hours to seconds.
YANG models provide structured, machine readable definitions of network configuration elements. Combined with RECONF/NETCONF protocols, YANG allows RetailNet to maintain entering CLI commands. This directly addresses the organisations configuration drift problems and ensures a predictable, standardised network state. 
The use of API driven workflows also enables ZTP (Zero Touch Provisioning) for new branch equipment. When a new store is opened, devices can self-register with the network controller and automatically download their configurations based on predefined templates. This approach reduces on-site engineering effort and accelerates store deployment timelines by an estimated 70%.

[bookmark: _Toc214361408]Leveraging DevOps Practices for Consistency and Collaboration
DevOps methodologies complement network programmability by ensuring that automated workflows are reliable, repeatable and well governed. Git based version control is foundational for tracking configuration changes, enabling collaboration among network engineers, and rolling back faulty updates. By treating network configurations as code (infrastructure as code, IaC), RetailNet can maintain an audit trail, improve compliance, and prevent accidental misconfigurations.
Implementing a CI/CD pipeline for network changes allows the organisation to automate validation, testing, and deployment processes. For example, when a network engineer updates a YANG configuration template, the CI system can run automated sytax checks, perform simulated deployments using tools like Cisco NSO or ansible labs, and only deploy the changes to production devices if the tests pass. This greatly reduces downtime caused by faulty configurations and provides a structured framework for continuous improvement.

[bookmark: _Toc214361409]Impact on Workflow Performance
By combining programmability with DevOps, RetailNet can expect substantial improvements in workflow performance for example, by automating scripts, RetailNet could reduce configuration times by over 90% which would enable them to open new stores faster with also a quicker response time to operational changes. In addition, it would also reduce downtime, CI/CD ensures that configurations are tested prior to deployment, preventing outages caused by manual errors. Automated rollbacks allow for a quicker recovery should a failure occur. Enhanced security and compliance from API driven updates which allow for security policies to be implemented uniformly across all stores within minutes. This would help RetailNet by mitigating any emerging threats and maintaining compliance with retail standards such as PCI-DSS. Improved scalability would also be a major benefit as automation allows for the network to grow without proportional increases in staffing. New services such as digital signage, in store Wi-Fi analytics, or cloud-based inventory management could be introduced with minimal reconfiguration needed. Not to mention the cost savings as a result of all of this. Reducing the manual labour and downtimes generates long-term financial benefits. While initial investment in automation tools and training may be high, the return on investment can be realised within 12 to 18 months. 

[bookmark: _Toc214361410]Broader Implications of Automation in the Retail Industry
Automation offers numerous opportunities for retail organisations beyond immediate workflow improvements. First, increased scalability allows retailers to expand geographically while maintaining consistent network experiences across branches. Automation also enables greater adoption of cloud based services and edge computing solutions, enhancing customer experiences through personalised marketing, optimised inventory management, and real time analytics. Another opportunity lies in the integration of AI driven networks that use machine learning to predict failures, optimise traffic flows, and automatically remediate issues. For instance AI powered anomaly detection can identify suspicious behaviour across a retail network and automatically implement containment actions, reducing the risk of data breaches.
However, automation also brings limitations and challenges. The initial cost of deploying controllers, training staff, and redesigning network architectures can be substantial. Many organisations face a skills gap, as network engineers must transition from CLI focused roles to software driven, DevOps integrated workflows. Over automation presents risks as well, excessive reliance on automated systems may reduce human oversight, potentially allowing rare but catastrophic errors to propagate rapidly across the network. 
Furthermore, automation frameworks require continuous maintenance. Scripts must be updated, API’s may change, and new device models may require integration. Without strong governance, automation systems can become as unmanageable as the manual systems that they replace.
Nonetheless, industry trends strongly indicate that retail networks will continue moving towards zero touch provisioning, AI enhanced network management, and end to end programmability. Organisations that delay adoption risk falling behind competitors who can deploy services faster, maintain stronger security postures, and respond more dynamically to customer needs.

[bookmark: _Toc214361411]Conclusion
This case study has demonstrated how network programmability and DevOps practices can significantly enhance workflow performance within RetailNet. By automating network configurations using Python, REST API’s and YANG models, RetailNet can reduce provisioning times, improve consistency, and eliminate configuration drift. DevOps practices such as Git version control and CI/CD pipelines further strengthen reliability, collaboration, and operational scalability, cost savings, and enhanced security. It also introduces challenges such as initial investment costs and the need for new technical skills. Overall, the retail industry is moving towards fully programmable and AI powered network architectures. Organisations that proactively adopt these technologies will be better positioned to remain competitive, resilient, and adaptable in an increasingly digital marketplace.
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