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Scenario 1




[bookmark: _Toc92315339]Introduction
	According to market forecasts, global cloud IT infrastructure investment will reach $104 billion by 2024. It's a natural progression, given that more and more businesses are realising the advantages of the cloud, such as reduced IT expenses and improved data security and dependability. Because server virtualization is now a mainstream practice, many firms have shifted from on-site data centres to cloud-based solutions during the last decade. In a virtualized data centre, storage clusters, servers, as well as other networking components are provided to businesses through a logical software representation of a real data centre. Customized cloud computing resources may be provided via virtual data centres that can be adapted to a company's particular requirements [1]. Datacentre virtualization offers a wide range of strategic and technological advantages to enterprises, from higher profitability to increased scalability. Servers and other associated technology are housed in data centres. Centres for scientific research differ from data sources, which hold research data in a variety of formats. Many schools and universities feature data centres or server rooms located on many campuses. Reports highlight the benefits of consolidation and how to prepare for the actual shift in detail.
 
[bookmark: _Toc92315340]Virtualisation Approaches
	Although virtualisation has been around for decades, it wasn't until recently (in 1998) that the advantages of virtualization were made available to industry-standard x86-based systems, which today account for the bulk of desktop, laptop, and server sales. One of the primary advantages of virtualization is indeed the ability to split hardware resources and run several operating systems and applications on a physical device. Today's systems make it possible to virtualize hardware, operating systems, and even high-level languages all at the same time. For a long time, virtualization on mainframes was confined to software-based partitioning, but in the 1970s, IBM mainframe systems were the pioneers of hardware-based partitioning. Virtualization has become a common practice in many businesses nowadays. Virtualization maximises network and hardware infrastructure investments by increasing the utilisation of underutilised hardware, improving server accessibility, and reducing IT costs, whether a few virtual machines are run on a single computing device or even a whole central server across multiple root servers. To maximise resources, you may move server workloads across virtual workspaces, enabling you to shift loads from one virtual workplace to the next as your company requires.

[bookmark: _Toc92315341]Various forms of virtualization
	Virtual machine instructions must be translated to be completed on the host's physical resources. Using a contemporary operating system, you'll notice that there are four distinct degrees of execution privilege known as "rings" (levels 0-3). It is intended that an operating system will be installed on Ring 0, so it will have direct access to the physical resources of the system. An issue arises when a hypervisor requires that the systems it hosts be operated in the same circle as its hypervisor, and this is a difficulty for the hypervisor [2]. Virtual machines may be hosted on a hypervisor in one of two ways: either customised or unmodified. Both of these hosting approaches allow for (and frequently necessitate) a variety of approaches to the execution of privileged instructions.

[bookmark: _Toc92315342]
Data centre consolidation
	Consolidation of data centres is an organization's aim to minimise IT expenditures by implementing more efficient technology. Virtualization, storage virtualization, substituting mainframes with blade servers, cloud computing, improved capacity planning, and process automation are some of the consolidating technologies employed in data centres today [3]. Planning a new data centre sometimes requires the building of a new facility or the remodelling of an existing structure, in addition to investigating and using these technologies. The University of Wisconsin-Teaneck uses cloud computing more than most other institutions. The mail and calendaring systems, for example, are hosted on the cloud. Many of the administrative computing requirements remain dependent on physical servers despite this planned and careful shift [4].

[bookmark: _Toc92315343]Virtualisation Implementation Levels
	Multiple "virtual machines (VMs)" may be run simultaneously on the same physical system using virtualization technology. The concept of virtual machines (VMs) may be dated back. Using a virtual machine (VM), you can improve overall system performance in terms of resource consumption and application flexibility. It is possible to virtualize a wide range of resources, including CPUs, memory, and other I/O devices, as well as software resources like operating systems and software libraries. In recent years, demand for dispersed and cloud computing has risen dramatically, reviving this virtualization technique. The goal is to improve system efficiency by separating hardware and software. When the notion of virtual memory is established, computer users get access to a considerably larger memory area. Additionally, virtualization may improve the use of computing engines, networking, and storage. In this chapter, we'll talk about virtual machines and how they may be used to create distributed systems. According to a study, virtualization came out on top among the most important strategic technologies set to alter computer manufacturing. Any computer platform may be installed on another host machine, even if they employ processors with distinct instruction sets and operating systems on the same hardware.

[bookmark: _Toc92315344]University Data Centre Advantages
	The move to a consolidated data centre has several benefits for the university. This study will focus on the benefits of moving to a data centre for one specific unit.
 
[bookmark: _Toc92315345]Space may be repurposed
	Multiple staff or student offices might be created in the huge area that houses the UWTSD server room. As a result of the high demand for these study rooms, the UWTSD considered relocating to a different data centre to free up more space for university usage.
 
[bookmark: _Toc92315346]Climate Control
	The elevated floor of the new data centre facilitates greater airflow. Many servers and other equipment generate a lot of heat, which may be dissipated by raising the floor to a higher level. High-density computer environments generate a lot of heat, so new racks include chimneys to dissipate it. Air conditioners circulate a steady stream of cool air to keep computers running at their optimal temperature. Maintaining a stable humidity level is a constant concern for censors [5].
 
[bookmark: _Toc92315347]Generators for backup
	There are two backup generators installed in the new data centre. In the event of a power outage, the building's backup generators will kick on and supply a steady stream of electricity. The backup generators may also give electricity to other facilities on that side of the university, which previously had a backup energy source. This is a bonus for the institution.
 
[bookmark: _Toc92315348]Security
 	Concerns about server room safety arose due to the university's dispersed network of server rooms. The institution is now able to offer a highly secure solution more cost-effectively since all its servers are located in one place [6]. Biometric and card-swipe entry to the university and the data centre itself is provided by the new data centre. As an added layer of protection, the building has been outfitted with surveillance cameras [7].
 
[bookmark: _Toc92315349]Type 1 Hypervisor
	There are two main types of hypervisors: Type 1 and Type 2. An example of this would be when the hypervisor's software operates on the system's actual hardware. Almost no software exists between the hypervisor and the hardware, which results in a very high level of efficiency. "Bare-metal" is a common term for this kind of approach. Hypervisors of this sort include those from VMware and Citrix, who’s XenServer and vSphere products, respectively, are examples. Virtualization tasks may be sped up using a variety of readily accessible hardware acceleration solutions. Extensions for Intel processors' Virtualization Technology and AMD processors' Virtualization Technology are two examples of this kind of technology [8].
 
 
[bookmark: _Toc92315350]Centralization Costs 
	An issue highlighted by numerous data centre managers from divisions other than IT when UWTSD started to examine and prepare for a centralised data centre was the expense of centralising the servers in another place. Heating, cooling, security, personnel, and cleaning are just a few of the numerous expenditures associated with centralised data centres. Having to pay rent to use a centralised data centre may seem like an unnecessary expense when one already has one's data centre or server room [3]. Aside from the opportunity cost of what else they might have done with the server room, there was no additional expense. If you're in a college or university, the server room might be used for anything from student data storage to office space. On the other hand, if we move part of our computing to its virtualized environment, we could save money in the long term by avoiding hardware replacement and warranty costs [9].
 
[bookmark: _Toc92315351]Scalability 
	The nature of SDS makes it very scalable. The abstraction offers some of the scalability; this trait works in combination with it. The system's scalability can be adjusted without affecting workloads because different physical hardware may be added and deleted without affecting the abstraction layer [10]. As a result, organisations that use SDS have an edge over those that don't. In the past, scalability was achieved by purchasing a larger storage unit and painstakingly moving data to it. SDS makes it possible to add extra storage or switch to a different platform without affecting the workload in any way [8].
 
[bookmark: _Toc92315352]
Outsourcing or creating your own data centre
	Two options are available for UWTSD, creating and operating one's data centre. Despite this, firms are beginning to revaluate the need to own their facilities. IT initiatives are being impacted by virtualization, cloud computing, and other changes in business practices. Building a data centre has its perks, as well as its drawbacks. To begin with, UWTSD will be in complete command of its data set [7]. In other words, they can handle the centre's IT and security requirements. It will be possible for the company to use all its assets. If necessary, they may expand by adding additional cabinets and hardware equipment. You may also have to acquire and install new infrastructure when the UWTSD's demands evolve, which may be expensive.
 
[bookmark: _Toc92315353]Cost for Data Centre Creation
	The price of a data centre is directly proportional to its size. According to an IT study, a megawatt of electricity may cost up to £100,000, while a kilometre of fibre can cost up to £250,000. Resilient data centres are more expensive because they feature more technology to lessen the likelihood of failure. Kitting up a Tier 2 site costs £17,000 per KW, a Tier 3 site costs $21,000, and Tier 4 sites are priced at £28,000. In addition, the building itself must be purchased or rented. The study suggests that data centre gear should be upgraded every 3 years until it becomes obsolete after it has been created [9].
 
[bookmark: _Toc92315354]Public Cloud for UWTSD
 	Universities now have on-demand access to computing and storage resources thanks to cloud services like "Amazon Web Services (AWS)" and "Rackspace." Instead of paying upfront for the equipment they may only use once a month or once a year, the pay-as-you-go cloud model enables firms to pay for what they use. This is especially appealing to institutions with fluctuating computing demands. Customers may utilise Rackspace's servers for as little as 2p per hour, or £14.60 per month, according to the company [11]. They'll get access to a Linux server with "512MB of RAM and a 20GB hard drive" with that. There are Windows servers with "30,720MB of RAM and a 1200GB HD available for as little as £1.38 per hour or £1,007 per month for clients that need more speed from their server." For example, you don't have to pay for things like council tax, air conditioning, and security when you use the cloud instead of building your data centre. UWTSD has several difficulties in providing information services, including financial constraints, licence issues, and the need to integrate and manage various types of software and hardware. When it comes to dealing with these issues, cloud computing may play a major part in overcoming them, especially for colleges with limited budgets. When it comes to edtech in general, cloud computing has many advantages over on-premises computing because of its elasticity, scalability, predictability, and standardisation. But it also has drawbacks because of its lack of skills, insufficiency of support provided by on-premises service providers, policies regarding on-premises data privacy and complexity [10].
 
[bookmark: _Toc92315355]Challenges to overcome
	Educational institutions often see IT departments to save costs. Certainly, it provides the assistance needed to increase sales and profits, but its activities nonetheless contribute to the company's bottom line. At the same time, IT managers and directors are under continual pressure to provide universities with more resources and services while spending less money. It's been shown that physical servers are often only used 5 or 10 per cent of the time, and server virtualization has brought this to light [12]. Physical facilities and internal networks are under strain due to the massive increase in programmes and their infrastructure. It takes more energy to power and cools all of the computers in a data centre. Utilities' annual rate increases mean that energy expenses may eat up a large portion of an IT budget. Some localities do not have extra electricity. In addition, some organisations have embraced "green" operating principles that place further responsibility on the IT department to preserve the amount of energy that they are required to deliver more services.

 
[bookmark: _Toc92315356]Conclusion
	While UWTSD is rapidly adopting cloud technology, they are also recognising the power of their datasets to influence strategic choices about the future of technology and to minimise IT operating costs. Even so, UWTSD is debating whether it is preferable to employ an outsourced solution like AWS or build its data centre. As a cost-effective alternative to supplying IT operations that would otherwise have to be supplied internally, outsourcing may enable an organisation to focus its precious resources on supporting its strategic purpose, objectives, and goals, rather than wasting resources on IT functions [5]. The model of cloud computing services may allow universities to deliver information services in line with the expectations of their consumers. There are several benefits to cloud computing that will continue to be relevant for universities in the post-COVID-19 time frame, particularly for distance education. Only a few minor drawbacks are associated with the consolidation of scattered data centres or data centres on university campuses. A decade-long initiative was undertaken by the UWTSD to develop and construct a cutting-edge data centre. Using economies of scale, an enhanced physical environment, stronger backup services and surveillance systems, and more were all determined to be benefits of data centre consolidation in the survey [11].



Scenario 2

[bookmark: _Toc92315357]Introduction
	Virtualization has evolved as a game-changer for many of the difficulties confronting today's IT firms. Furthermore, in addition to current servers, IT administrators must be able to obtain and manage a new type of infrastructure. There has never been a more pressing demand for effective IT management solutions, Virtualization had a detrimental impact on 2009 server sales, but cloud computing and the replacement of older, less-efficient technology are reviving the market once again for servers.
 
[bookmark: _Toc92315358]Managing the Data Centre’s Critical Information Gap
	A data centre is no longer merely an enabler of the company; it can give organizations a comparative edge and serve as the foundation for their success. An effective data centre infrastructure management strategy may boost the efficiency and use of data centre assets and services as well as their availability [3]. For ABC Data Ltd. to achieve stable and consistent levels of efficiency, utilization, and availability, a thorough rethinking of the linkages between sites and IT infrastructure elements is needed first. There have been key gaps between their data centres and IT infrastructure elements that have prevented IT and facilities organizations from realizing the full promise and potential of their technology investments in data centre infrastructure management.
 
[bookmark: _Toc92315359]Optimization of Data Centre Infrastructure Due to Evolutionary Changes
	In the face of escalating expenses and expectations, data centre administrators have been pushed to maintain or enhance availability, usage, and efficiency. Today's data centres have invested heavily, yet there are still substantial inefficiencies. Progress has been stymied by the conflict between static infrastructure and dynamic IT operations [4]. Adding insult to injury, no end-to-end view of real performance can be achieved, much less lending to forecast performance. Due to the fragmented decision-making process that results from accounting for data centre expenditures being spread across several businesses, there is an increased chance of data centre and software product failures.
 
[bookmark: _Toc92315360]Capabilities for managing data centre infrastructure
	The data centre has changed dramatically in the last several years. As the time of the day or day of the week, month, or year changes, so may the amount of work be done. New business services may expand substantially in a short amount of time thanks to improvements in cloud services and virtualization. It is also difficult to track the real processing and storage in a data centre because of the abstract nature of physical resources. The infrastructure has had a difficult time keeping up with these developments [7]. There are many variables to consider when making a basic choice, as the best temperature setting for your home or business. In a data centre, there are many different levels of operations going on at once. ITIL frameworks are used to explain service management at the top level, describing the procedures. Hardware and infrastructure management were closely intertwined in the past. Now things are different because logical software is becoming more and more important. As recently as a few years ago, this layer consisted only of operating systems and applications. The process has become more difficult because of virtualization, but it has also made it possible to coordinate administration across the whole stack.
 
[bookmark: _Toc92315361]Benefits of Data Centre Infrastructure Management
	As a result of better data centre infrastructure management, IT and business services are more likely to be always available. There is less risk of a power failure or a hot spot becoming out of control. By limiting the amount of energy used, these devices may save IT and ABC Data Ltd. money. Lower utility expenses are one of the most noticeable effects. DCIM, on the other hand, enables automated energy sourcing to reduce total unit costs by estimating and verifying power consumption in real-time [9]. A detailed picture of power needs linked to the carbon needs of the energy suppliers makes it feasible to monitor and decrease the related carbon footprint. Logging and reporting may also be used to demonstrate compliance with regulatory requirements and company reporting rules.
 
[bookmark: _Toc92315362]Implementation Guidance and Challenges 
	Consider the human factor concerning technical hurdles of integration, which is critical when implementing any new technology. Some personnel may need extensive training due to the increased level of skill required. ABC Data Ltd.'s operations may be impacted if operational duties are redistributed [11]. An internal sponsor is needed if the changes are disruptive enough to cause organizational inertia, which may be overcome by removing any political impediments. Data centre audits or the installation of devices and sensors, as well as the simple deployment of new software, may need substantial work. Considering these factors, it's a good idea to roll out new technology in stages.
 
[bookmark: _Toc92315363]Commenced with DCIM
	ABC Data Ltd. DCIM product's usefulness is directly tied to the consistency with which it is utilized by the whole data centre team. The DCIM database must be populated and maintained from the beginning. The initial detection and data collection of ABC Data Ltd. assets and infrastructure, including real and virtual systems, cabling, and power chain, may be automated by certain DCIM suppliers [12]. Importing data from spreadsheets as well as other sources is made easier with these programmes' ability to do data matching and validation before importing the data into ABC Data Ltd. system.

[bookmark: _Toc92315364]SAN to prevent data from corruption
	A SAN is a system that provides high-capacity and high-efficiency access to servers over a single network infrastructure. Storage links that used to bind individual storage units to specific servers have been replaced by SANs. High availability access to data may be achieved by putting both servers and storing assets on a specific network, which can be used to divert storage access from one server to another. Administrators may also add more storage without interrupting ongoing production using this method. Fiber Channel was the initial transport and protocol for SAN technology [4]. To move massive volumes of storage data at gigabit rates, Fiber Channel was the first highly efficient transport to do so. LANs and WANs carry data in the form of vehicles (packets) along highway lanes, while SANs move data in the form of freight trains (carloads) through high-performance channels. But this physical isolation protection hasn't been enough to keep data secure from intentional or accidental interruption. The storage cloud and software assets must be protected by both existing and new multimode fiber and IP standards. Technology and security procedures for data integrity in data centre storage infrastructures are discussed in detail in this article [9].
 
[bookmark: _Toc92315365]ABC Data Ltd.’s disaster recovery
	Many businesses' survival is now dependent on their ability to recover quickly from catastrophic incidents and disasters. ABC Data Ltd. may be forced to shut its doors if its systems don't function properly, which might result in significant income losses. Even if a company does not lose money because of the delay in providing consumers with the information they need, the damage to their reputation may be enormous [11]. ABC Data Ltd. must conduct a business effect study and risk analysis to take full advantage of a disaster recovery site. ABC Data Ltd. can put together a disaster recovery strategy based on these two. The primary purpose of disaster recovery planning is to assess the effects, identify important assets, and restore operations after a catastrophe.

[bookmark: _Toc92315366]Management and Architecture:
	Different instructions are available for viewing or manipulating the machine state when performed in any or most likely the most privileged mode of the machine architecture. The architecture of the whole data centre must be updated and revised to facilitate optimal hardware usage. There should be a clustered arrangement of x-64 systems with shared storage to reduce the point of failure for virtual applications. Performing this manually is very time-consuming and difficult since it involves copying the current operating system to a new computer while also replacing all the hardware underneath it, potentially resulting in driver reinstallation issues or even the debilitating blue screen of death [11]. To prevent this confusion, there are a variety of P2V migration tools available from virtualization companies to It is possible to relocate and recover the physical hardware requirements from server operating systems, which makes it possible to move operations more quickly and fix driver incompatibilities on the fly [4]. Administrators of servers no longer must execute planned hardware maintenance on Saturday night or Sunday morning to undertake physical server hardware repair in the middle of the workday. It is important to monitor and manage the virtualization process regularly to better understand how the various components of virtualization and the overall process interact to produce desired outcomes. It is a two-phased procedure that takes place over time. In the initial phase of virtualization deployment, all the activities and needs must be monitored and handled correctly. Even after virtualization has been implemented, the management process should continue to ensure that the programs, their workloads, and processes are appropriately managed. Note that conversions should always be favored while servers are down to preserve current services and ensure service level agreements (SLA) with end customers [3]. 
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