Step 1 : nmap localhost
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Step 2 : Replace the above command with your IP address and other hosts (if connected/else ignore) in your network to check the outcomes.
· Type the command you used to find out your host IP address
· ip address
· Type the command you used to scan after finding your host IP Address
· nmap 127.0.0.1
· Record the outcomes of the above command here
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Step 3 : Analyse the outputs/outcomes from Step 1 and 2 and record your reflections.
The outputs are no different

Step 4 : Why is the nmap scan only scanning the first 1000 ports? What will be the command to scan all the ports?
This is the default setting of nmap.
Nmap -p- 127.0.0.1 will scan all ports (0 to 65335) of the given IP.

Step 5 : sudo nmap -sU localhost
Record the outcomes of the above command here
The command prompts for the password to run
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Step 6 : sudo nmap -p631 localhost
Record the outcomes of the above command here, also record use of -p command
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The port is open as the ipp service is running on it
The -p command scans the port(s) specified and returns the network information on them.

Step 7 : Try other port related commands and record the purpose.
· Sudo nmap -p631 localhost
· Scans port number 631 of localhost only
· Sudo nmap -p0-6000 localhost
· Scans port numbers 0 to 6000 of localhost
· Sudo nmap -p0,631 localhost
· Scan port numbers 0 and 631 of localhost
· Sudo nmap -p- localhost
· Scan all TCP ports of localhost
· Sudo namp -SU -p- localhost
· Scan all UDP ports of localhost
· Sudo namp -p- localhost -T5
· Faster scan of all TCP ports of localhost

Step 8 : Try to find out the version, nmap -sV localhost, Record the outcomes of the above.
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Returns the port information and what they are being used for, but also now tells us the version of software’s being used on each.
Also tells us operating system info.

Step 9 : Try other commands to detect other versions and record its purpose 
Identify operating system version and service version
· Nmap -A localhost
· Aggressive scan that enable OS detection, version detection, script scanning and traceroute.
· Nmap -O localhost
· Operating System detection 
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©®© cisco@ubuntu: ~
ciscogubuntu:~$ nmap localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:05 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000027s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

631/tcp open ipp

Nmap done: 1 IP address (1 host up) scanned in 8.5 seconds
cisco@ubuntu:~$ |
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cisco@ubuntu: ~

Nmap scan report for localhost (127.6.0.1)
Host is up (0.000028s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

631/tcp open ipp

. Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:10 CST

Nmap done: 1 IP address (1 host up) scanned in .04 seconds
ciscogubuntu:~$ ipconfig
No command 'ipconfig' found, did you mean:
Command 'ifconfig' from package 'net-tools' (main)
Command 'iconfig' from package 'ipmiutil' (universe)
Command 'iwconfig' from package 'wireless-tools' (main)
ipconfig: command not found
ciscogubuntu:~$ ifconfig
enpos3  Link encap:Ethernet HWaddr ©8:00:27:40:35:12
inet addr:16.0.2.15 Bcast:10.0.2.255 Mask:255.255.255.0
inet6 addr: feso::9624:5ael1:e652:c804/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:3392 errors:6 dropped:@ overruns:0 frame:o
TX packets:1000 errors:® dropped:@ overruns:0 carrier:
collisions:@ txqueuelen:1000
RX bytes:4632530 (4.6 MB) TX bytes:67671 (67.6 KB)

o Link encap:Local Loopback
inet addr:127.0.6.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:4134 errors:0 dropped:@ overruns:@ frame:@
TX packets:4134 errors:@ dropped:0 overruns:0 carrie
collisions:0 txqueuelen:1
RX bytes:211164 (211.1 KB) TX bytes:211164 (211.1 KB)
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ciscogubuntu:~$ ip address
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1
link/loopback 60:00:08:00:60:60 brd 60:60:00:00:00:00
inet 127.0.6.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host
valid_Lft forever preferred_lft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
link/ether 68:00:27:40:35:12 brd ff:Ff:ff:ff:ff:ff
inet 16.0.2.15/24 brd 10.0.2.255 scope global dynamic enpos3
valid_Lft 85944sec preferred_Lft 85944sec
inet6 feB0::9624:5ae1:e652:804/64 scope link
valid_Lft forever preferred_lft forever
ciscogubuntu:~$ nmap 127.6.6.1

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:13 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000028s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

= 031/tcP open ipp

Nmap done: 1 IP address (1 host up) scanned in ©.86 seconds
cisco@ubuntu:~$ JI
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ciscogubuntu:~$ nmap scanme.nmap.org

. Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:33 CST
Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (8.22s latency).

Other addresses for scanme.nmap.org (not scanned): 2600:3cO

Not shown: 996 filtered ports

PORT STATE SERVICE

22/tcp  open ssh

80/tcp  open http

9929/tcp open nping-echo

31337/tcp open Elite

f03c:91Ff:fe18:bb2f

Nmap done: 1 IP address (1 host up) scanned in 23.29 seconds
ciscogubuntu:~$ nmap p-0-65535 127.0.0.1

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:36 CST
Nmap scan report for p-0-65535 (92.242.132.16)

Host is up (0.079s latency).

rDNS record for 92.242.132.16: unallocated.barefruit.co.uk

Not shown: 999 filtered ports

PORT  STATE SERVICE

80/tcp open http

Nmap scan report for localhost (127.6.0.1)
Host is up (.00016s latency).

Not shown: 997 closed ports’

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

631/tcp open ipp

Nmap done: 2 IP addresses (2 hosts up) scanned in 11.35 seconds
ciscogubuntu:~$ nmap -p- 127.6.0.1
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Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:37 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000022s latency).

Not shown: 65532 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

631/tcp open ipp

Nmap done: 1 IP address (1 host up) scanned in 0.48 seconds
cisco@ubuntu:~$ nmap -sU localhost

You requested a scan type which requires root privileges.
QUITTING!

cisco@ubuntu:~$ sudo nmap -sU localhost

[sudo] password for cisco:

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:40 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.0000020s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

68/udp  open|filtered dhcpc

631/udp open|filtered ipp

= 5353/udp openifiltered zeroconf

Nmap done: 1 IP address (1 host up) scanned in 2.69 seconds
cisco@ubuntu:~$ JI
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80/tcp  open http
9929/tcp open nping-echo
31337/tcp open Elite

Nmap done: 1 IP address (1 host up) scanned in 23.29 seconds
ciscogubuntu:~$ nmap p-0-65535 127.0.0.1

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:36 CST
Nmap scan report for p-0-65535 (92.242.132.16)

Host is up (0.079s latency).

rDNS record for 92.242.132.16: unallocated.barefruit.co.uk

Not shown: 999 filtered ports

PORT  STATE SERVICE

80/tcp open http

Nmap scan report for localhost (127.6.0.1)
Host is up (.00016s latency).

Not shown: 997 closed ports’

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

631/tcp open ipp

Nmap done: 2 IP addresses (2 hosts up) scanned in 11.35 seconds
ciscogubuntu:~$ nmap -p- 127.6.0.1

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:37 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000022s latency).

Not shown: 65532 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

631/tcp open ipp

Nmap done: 1 IP address (1 host up) scanned in 0.48 seconds
cisco@ubuntu:~$ nmap -sU localhost

You requested a scan type which requires root privileges.
QUITTIN
cisco@ubuntu:~$ sudo nmap -sU localhost
[sudo] password for cisco:

starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 05:46 CST
Nmap scan report for localhost (127.0.6.1)

Host is up (0.6000020s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

68/udp  open|filtered dhcpc

631/udp open|filtered ipp

5353/udp open|filtered zeroconf

Nmap done: 1 IP address (1 host up) scanned in 2.69 seconds
cisco@ubuntu:~$ sudo nmap -p631 localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:44 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000020s latency).

PORT  STATE SERVICE

631/tcp open ipp

Nmap done: 1 IP address (1 host up) scanned in ©.23 seconds
cisco@ubuntu:~$ JI
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PORT  STATE SERVICE
. 631/tcp open 1pp

Nmap done: 1 IP address (1 host up) scanned in .23 seconds
cisco@ubuntu:~$ sudo nmap -p631 localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:47 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000070s latency).

PORT  STATE SERVICE

631/tcp open ipp

Nmap done: 1 IP address (1 host up) scanned in ©.23 seconds
ciscogubuntu:~$ sudo nmap -po-6000 localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:48 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.0000020s latency).

Not shown: 5998 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

631/tcp open ipp

Nmap done: 1 IP address (1 host up) scanned in 1.88 seconds
cisco@ubuntu:~$ sudo nmap -pe,631 localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:48 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000017s latency).

PORT  STATE SERVICE

©/tcp  closed unknown

631/tcp open  ipp
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Nmap done: 1 IP address (1 host up) scanned in .23 seconds
cisco@ubuntu:~$ sudo nmap -p- localhost -T5

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:50 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.0000020s latency).

Not shown: 65532 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

631/tcp open ipp

Nmap done: 1 IP address (1 host up) scanned in 5.5 seconds
ciscogubuntu:~$ nmap -sV localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©5:52 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000029s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.0)
23/tcp open telnet Linux telnetd
631/tcp open ipp CUPS 2.1

service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

& scrvice detection performed. Please report any incorrect results at http:
Nmap done: 1 IP address (1 host up) scanned in 6.60 seconds
cisco@ubuntu:~$

/nmap.org/submit/ .





