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1.0 Introduction
The adoption of Industry 4.0 technologies has significantly transformed the manufacturing sector by integrating the Internet of Things (IoT), cloud computing, automation, and data analytics into production processes. These technologies enable manufacturers to improve operational efficiency, productivity, and decision-making through real-time data exchange and intelligent manufacturing systems [1]. However, increased connectivity between information technology (IT) and operational technology (OT) environments has also expanded the attack surface, exposing manufacturing organisations to a wide range of cyber threats, including ransomware, phishing, malware, and industrial espionage [2].
SteelForm Manufacturing Ltd (SFM), a medium-sized manufacturer of custom-engineered components for the automotive and aerospace industries, has recently implemented IoT-enabled sensors, automated machinery, and a cloud-based production management system to modernise its operations. Despite these advancements, the company has experienced malware infections, phishing attacks, and unauthorised attempts to access its production network, highlighting the need for a robust cybersecurity strategy. This report examines the internal and external cybersecurity threats facing SFM and proposes comprehensive security policies, mitigation measures, network monitoring and incident response procedures, and staff awareness programmes based on recognised cybersecurity best practices. These recommendations aim to strengthen the organisation's cyber resilience, protect critical information assets, and ensure the secure and continuous operation of its smart manufacturing environment [3].
[bookmark: _Toc236805335]2.0 Identification of Threats
SteelForm Manufacturing Ltd (SFM) operates within a smart manufacturing environment that integrates Information Technology (IT) and Operational Technology (OT) through IoT-enabled devices, automated machinery, and cloud-based production management systems. Although these technologies enhance productivity and operational efficiency, they also increase the organisation's exposure to cybersecurity threats. These threats can be classified as internal and external, both of which have the potential to disrupt production, compromise sensitive information, and damage the organisation's reputation [2].
[bookmark: _Toc236805336]2.1 Internal Threats
Internal threats originate from employees, contractors, or organisational processes. Human error is one of the most significant risks, as employees may unknowingly click phishing links, download malicious attachments, or disclose login credentials, enabling attackers to gain unauthorised access to business systems. Since SFM has already experienced phishing attacks targeting procurement staff, the risk of credential theft and unauthorised system access remains high [3].
Weak password practices and poor access control also increase cybersecurity risks. Employees using weak or reused passwords or possessing unnecessary system privileges may unintentionally expose critical production systems and confidential engineering data. Applying the principle of least privilege and enforcing strong authentication mechanisms are essential to reducing these vulnerabilities [4]. Furthermore, insider threats, whether malicious or accidental, may result in data theft, sabotage of production processes, or leakage of proprietary information, particularly given SFM's involvement in the automotive and aerospace industries [5].
[bookmark: _Toc236805337]2.2 External Threats
External threats originate from cybercriminals, competitors, or other malicious actors targeting the organisation. Ransomware remains one of the most serious threats to manufacturing organisations because it can encrypt critical production and business data, causing operational downtime and significant financial losses [6]. Malware infections also pose substantial risks, as malicious software can spread across interconnected networks, compromise industrial control systems, and provide attackers with persistent access to organisational resources [2].
The increasing use of IoT devices and cloud-based systems further expands SFM's attack surface. Poorly secured IoT devices may be exploited to gain access to operational networks or disrupt manufacturing activities. In addition, supply chain attacks have become increasingly common, with attackers exploiting vulnerabilities in trusted third-party suppliers or software providers to infiltrate manufacturing organisations [7].
Industrial espionage is another significant concern due to the high commercial value of SFM's engineering designs and manufacturing processes. Attackers seeking intellectual property may target confidential product specifications or customer information to gain competitive or financial advantage [5]. Consequently, identifying these internal and external threats provides the foundation for implementing effective cybersecurity policies, technical controls, and governance measures that enhance organisational resilience and protect critical manufacturing assets.
[bookmark: _Toc236805338]3.0 Security Policies
To strengthen its cybersecurity posture, SteelForm Manufacturing Ltd (SFM) should implement a comprehensive set of security policies that align with recognised industry standards, including the NIST Cybersecurity Framework, ISO/IEC 27001, and the CIS Critical Security Controls [2], [4]. These policies establish clear responsibilities, standardise security practices, and reduce the likelihood of cyber incidents affecting business operations.
An Access Control Policy should ensure that employees can only access systems and information required for their specific job roles. Applying the principle of least privilege (PoLP) and role-based access control (RBAC) limits unauthorised access to critical production systems and sensitive engineering data. Multi-factor authentication (MFA) should also be enforced for all privileged and remote accounts to strengthen identity verification and reduce the risk of credential compromise [4].
A Password and Authentication Policy should require employees to create strong, unique passwords and prohibit password sharing or reuse across systems. Passwords should be changed when compromise is suspected, while MFA should provide an additional layer of protection against phishing and brute-force attacks. Such controls significantly reduce the likelihood of unauthorised access resulting from stolen credentials [2].
SFM should also implement an Email and Internet Usage Policy to minimise phishing and malware risks. Employees should only use corporate email for authorised business activities, while email attachments and hyperlinks from unknown or suspicious sources must be verified before opening. Restricting access to high-risk websites and implementing email filtering solutions further reduce the organisation's exposure to malicious content [6].
A Patch and Vulnerability Management Policy is essential to ensure that operating systems, cloud applications, industrial control systems, and IoT devices receive timely security updates. Regular vulnerability assessments and scheduled patch deployment help address known security weaknesses before attackers can exploit them, thereby improving the resilience of production systems [8].
To protect valuable intellectual property and customer information, SFM should adopt a Data Governance and Backup Policy. Sensitive data should be classified according to its confidentiality, encrypted during storage and transmission, and backed up regularly using secure offline or immutable storage solutions. Routine testing of backup restoration processes will ensure business continuity following ransomware attacks or system failures [3].
Finally, an Incident Response Policy should establish procedures for detecting, reporting, containing, and recovering from cybersecurity incidents. Clearly defined roles, communication channels, and escalation procedures enable rapid responses that minimise operational disruption and financial losses. Regular reviews and simulated incident exercises should be conducted to ensure the policy remains effective against evolving cyber threats [9].
Collectively, these security policies provide a structured governance framework that enhances cybersecurity resilience, supports regulatory compliance, and protects SFM's critical manufacturing operations against both internal and external threats.
[bookmark: _Toc236805339]4.0 Mitigation Measures
Effective cybersecurity within SteelForm Manufacturing Ltd (SFM) requires a combination of technical, administrative, and operational controls to minimise the risks posed by internal and external threats. The proposed mitigation measures should follow a defence-in-depth approach, where multiple layers of security work together to protect the organisation's information assets, manufacturing systems, and operational technology (OT) environment [2].
To reduce the risk of phishing attacks and credential theft, SFM should implement multi-factor authentication (MFA) for all employee accounts, particularly those with administrative privileges and remote access capabilities. MFA significantly reduces the likelihood of unauthorised access even if user credentials are compromised. In addition, advanced email filtering solutions should be deployed to identify and quarantine malicious emails before they reach users, while domain authentication technologies such as SPF, DKIM, and DMARC should be implemented to reduce email spoofing [9].
Malware and ransomware threats can be mitigated by deploying Endpoint Detection and Response (EDR) solutions across all workstations, servers, and production devices. These systems continuously monitor endpoints for malicious activities, automatically isolate infected devices, and provide rapid detection of emerging threats. Regular software updates and patch management should also be enforced to eliminate known vulnerabilities that attackers commonly exploit. Security patches should be tested and deployed according to a defined maintenance schedule, particularly for IoT devices and industrial control systems that support production activities [8].
Network segmentation is another critical mitigation measure. SFM should separate its corporate IT network from operational technology (OT) systems using firewalls and secure network zones. This prevents attackers who gain access to office systems from moving laterally into production environments. Sensitive engineering databases, cloud applications, and production management systems should also be protected using encryption for both stored data and information transmitted across networks. These measures preserve data confidentiality and integrity while reducing the impact of cyberattacks [3].
To address insider threats and unauthorised access, SFM should implement role-based access control (RBAC) and apply the principle of least privilege, ensuring employees only access resources required for their responsibilities [4]. Continuous user activity monitoring and periodic access reviews should be conducted to identify unusual behaviour and remove unnecessary privileges. In addition, removable media such as USB devices should be restricted or scanned automatically before use to minimise malware introduction into production systems [10].
Business continuity can be strengthened through a comprehensive backup and disaster recovery strategy. Critical production data, engineering designs, and business records should be backed up regularly using offline or immutable storage that cannot be altered by ransomware. Backup restoration exercises should be performed periodically to verify data integrity and ensure that production can be restored promptly following a cyber incident [6].
Finally, continuous vulnerability assessments and penetration testing should be conducted to identify weaknesses before attackers exploit them. Combined with real-time security monitoring and periodic risk assessments, these mitigation measures enable SFM to proactively strengthen its cybersecurity posture, minimise operational disruption, and maintain the confidentiality, integrity, and availability of its critical manufacturing systems.
[bookmark: _Toc236805340]5.0 Monitoring and Incident Response
Continuous network monitoring is essential to detect, analyse, and respond to cyber threats before they disrupt manufacturing operations. SteelForm Manufacturing Ltd (SFM) should deploy a Security Information and Event Management (SIEM) system to collect and analyse security logs from servers, firewalls, IoT devices, cloud platforms, and production equipment in real time. The SIEM should be integrated with an Endpoint Detection and Response (EDR) solution to identify suspicious activities on endpoints and automatically isolate compromised devices. Additionally, Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) should be implemented to monitor network traffic, detect malicious activities, and block unauthorised access attempts. Regular vulnerability scanning should also be conducted to identify weaknesses in systems and applications, allowing timely remediation before they are exploited by attackers [2], [8].
An effective incident response process enables SFM to minimise operational disruption and recover quickly from cybersecurity incidents. The process should begin with preparation, where security policies, response procedures, and responsibilities are clearly defined. During the detection and analysis phase, security alerts generated by SIEM, IDS, or EDR tools are investigated to determine the nature and scope of the incident. Once confirmed, the incident should be contained by isolating affected systems to prevent further spread. The organisation should then proceed with eradication, removing malware, closing exploited vulnerabilities, and eliminating any unauthorised access. The recovery phase involves restoring systems and data from verified backups, validating system integrity, and resuming normal operations. Finally, a lessons learned review should be conducted to identify the root cause, evaluate the effectiveness of the response, and update security policies to prevent similar incidents in the future [9].
Figure 1: Incident Response Flowchart
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[bookmark: _Toc236805341]6.0 Training and Awareness Programme
A comprehensive cybersecurity training and awareness programme is essential for reducing human-related security risks at SteelForm Manufacturing Ltd (SFM). The programme should provide all employees, contractors, and temporary staff with role-specific training on phishing awareness, password management, multi-factor authentication (MFA), secure email usage, data protection, incident reporting, and the safe use of IoT devices and cloud-based production systems. Staff with privileged access should receive additional training on access control, system monitoring, and incident response procedures [2], [8].
Training should be delivered through a blended approach combining instructor-led workshops, e-learning modules, simulated phishing exercises, and practical cybersecurity awareness campaigns. All new employees should complete mandatory induction training before accessing organisational systems, while refresher training should be conducted annually to ensure staff remain informed about evolving cyber threats and organisational security policies [9].
The effectiveness of the programme should be evaluated through online assessments, phishing simulation results, compliance audits, and employee feedback. Performance indicators, including training completion rates, phishing susceptibility, and incident reporting frequency, should be monitored to identify knowledge gaps and improve future training activities. Regular evaluation ensures that employees remain vigilant and capable of supporting SFM's cybersecurity objectives while promoting a culture of shared responsibility for information security [3].
[bookmark: _Toc236805342]7.0 Conclusion
The increasing adoption of Industry 4.0 technologies has enhanced SteelForm Manufacturing Ltd's operational efficiency while exposing the organisation to more sophisticated cybersecurity threats. This report identified the key internal and external threats affecting SFM and proposed security policies aligned with recognised industry standards to strengthen information security governance. Appropriate mitigation measures, including multi-factor authentication, network segmentation, endpoint protection, and regular system updates, were recommended to reduce cyber risks. The report also outlined a continuous network monitoring and incident response framework, alongside a comprehensive staff training and awareness programme to improve employee compliance and minimise human-related vulnerabilities. Collectively, these recommendations will enhance the confidentiality, integrity, and availability of SFM's information assets, improve business continuity, and strengthen the organisation's resilience against evolving cyber threats while supporting the secure operation of its smart manufacturing environment [2], [3].
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