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Launching Routing and Remote Access on Windows Server
This screenshot shows the initial configuration of Routing and Remote Access (RRAS) on the Swansea domain controller. By enabling RRAS, the server is prepared to handle LAN routing, VPN gateway setup, and firewall services, supporting secure communication between Swansea and London networks.

1.1. [bookmark: _Toc216744837]Routing in London Network
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Firewall Inbound Rules Configured on Swansea Server
This screenshot shows the configuration of inbound firewall rules on the Swansea domain controller. The rules include protocols essential for Active Directory, DNS, and ICMP traffic. By enabling these rules, the server allows secure communication and diagnostic traffic (e.g., ping) between Swansea and London networks.
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2.1. [bookmark: _Toc216744841]Create all appropriate A records for all servers on Swansea and London Network 
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2.2. Creating a reverse lookup zone creating PTR records for all servers.
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[bookmark: _Toc216744842]3. Encrypted Connection between Swansea and London
[bookmark: _Toc216744843] 3.1. Configure Site-to-Site VPN to the London Network.
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enabled IPv4 packet forwarding on the Debian router by editing /etc/sysctl.conf. This is a required step for routing traffic between Swansea and London networks through a VPN tunnel. It allows the Debian system to act as a gateway.
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manually added a route from the London LAN (192.168.2.0/24) to the Swansea LAN (192.168.1.0/24) via the WAN gateway 20.0.0.1. Although the ping failed, this shows your attempt to establish routing between networks — a key step in VPN setup and troubleshooting.
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This screenshot demonstrates the configuration of a Debian-based router with two active interfaces:
enp0s3 assigned 20.0.0.2/30 for WAN connectivity to Swansea.
enp0s8 assigned 192.168.2.1/24 for LAN routing in London.
This dual-interface setup is foundational for establishing a site-to-site VPN. It confirms that the system is prepared to route traffic securely between networks.
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IP routes add and failed ping to 192.168.1.1
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Confirms successful domain membership and authentication against Active Directory.
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[bookmark: _Toc216744847]5.1. Join L-CD, ClientS1, ClientL1 
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[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: ]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc216744849]6.1. Configure S-DC as a DHCP Server. 
In the range of Swansea 192.168.1.10 – 192.168.1.20 
In the range of London 192.168.2.10 – 192.168.2.20
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[bookmark: _Toc216744850]6.2 Configure L-CD as a DHCP Relay Server. 
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]

[bookmark: _Toc216744851]6.3.All the Clients will receive an IP Address automatically via the DHCP Server
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[bookmark: _Toc216744852]7. Test and Troubleshoot
[bookmark: _Toc216744853] 7.1. Testing the network for Connectivity. 
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Successfully tested WAN connectivity from the Debian router to the Windows Server at 20.0.0.2. The ICMP replies confirm that the Swansea link is active and reachable, proving inter-network communication.  [image: A screenshot of a computer
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Manually added a route from the London LAN (192.168.2.0/24) to the Swansea LAN (192.168.1.0/24) via the WAN gateway 20.0.0.1. Although the ping failed, this shows your attempt to establish routing between networks — a key step in VPN setup and troubleshooting.
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created a custom inbound firewall rule on the Windows Server to allow ICMP echo requests from the Debian router. This enabled successful ping tests and proved that the firewall was correctly configured for cross-network diagnostics.
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First, click the C drive and this PC, and then the local disk double click 
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Create a folder right right-click new folder and then write the folder name. Then right-click properties 
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Then, sharing after that, click advanced sharing 
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Then click the permission
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Then copy this link
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Here Ctrl and V
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The drive is here 
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A second disk was mounted as Z:\SwanseaShare on the Swansea domain controller. The folder was shared with permissions so that Domain Users have Full Control, while other network users only have Read access. This ensures secure, role‑based access to shared resources across both Swansea and London networks. 
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Search, Click there first 
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Here is the IIS Server
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[bookmark: _Toc216744858]10. Remote Desktop Services: How to Connect
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First Give Permission to Allow Remote Connection to the computer
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Search for Remote Desktop Connection click this 
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Then write the computer name
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Then enter the credentials for permission to use to connect the PC
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Click yes
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Here shows it's connected
[bookmark: _Toc216744859]10.1. Configure remote access for S-DC from Client1 machines in the network.
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