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Introduction
This report documents the practical implementation of Task 1 for Coursework 2, continuing from the topology established in Coursework 1. The environment consists of two interconnected networks — Swansea (Windows Server 2022) and London (Debian Server CLI) — operating under the SWANSEA.ACCA domain, simulating a realistic enterprise IT infrastructure for NOSS 2026 Inc.
All tasks were planned in sequence before execution to identify dependencies. The following sections cover each subtask in order, including the steps taken, commands used, and screenshots evidencing successful configuration. 
The network infrastructure simulated in this environment reflects real-world enterprise requirements, where organisations operate across multiple geographical locations connected via WAN links. The Swansea site acts as the primary domain controller, managing authentication and routing for both sites. The London site operates as a branch office, requiring reliable connectivity to access centralised domain resources. Ensuring secure and persistent routing between these sites is critical for business continuity and operational efficiency.
The virtualised environment was configured using Oracle VirtualBox, with each virtual machine assigned specific network adapters to simulate internal LAN and WAN connectivity. The S-DC machine was configured with two network adapters: one connected to the swansea-lan internal network, and one connected to the wan-link network, enabling it to function as a router between the two sites. The L-CD Debian server was similarly configured to handle routing on the London side.

Task 1 — Routing
1.1 Routing in Swansea Network (Windows Server 2022)
The Routing and Remote Access Service (RRAS) was installed and configured on the Windows Server 2022 (S-DC) to enable routing between the Swansea and London networks. RRAS was selected as the routing solution for the Windows Server 2022 environment because it is a built-in Microsoft service that integrates natively with Active Directory Domain Services. Unlike third-party routing solutions, RRAS requires no additional licensing and provides centralised management through the Server Manager console. LAN Routing was chosen over other RRAS configurations such as VPN or NAT because the requirement was purely for inter-network communication between two internal subnets over a simulated WAN link. Enabling LAN Routing allows the S-DC server to forward IP packets between the swansea-lan and wan-link network interfaces, effectively acting as a Layer 3 router. Without this configuration, hosts on the Swansea network would be unable to communicate with hosts on the London network, as there would be no defined path for packets to traverse between the two subnets.
Steps Performed:
1. Opened Server Manager and navigated to Add Roles and Features.
1. Selected Remote Access role and enabled the Routing sub-feature.
1. Launched the Routing and Remote Access console (RRAS).
1. Right-clicked the server and selected Configure and Enable Routing and Remote Access.
1. Chose LAN Routing to allow inter-network communication.
1. Opened Windows Defender Firewall with Advanced Security and created a new inbound rule to allow ICMP Echo Request (ICMPv4) traffic.



1.2 Routing in London Network (Debian Server CLI)
On the Debian Server (L-CD), persistent IP forwarding was configured to enable routing between the 192.168.2.0/24 subnet and the WAN link (20.0.0.0/30).
IP forwarding was enabled on the Debian server because Linux does not forward packets between network interfaces by default. Without enabling net.ipv4.ip_forward, the L-CD server would receive packets destined for the Swansea network but would discard them rather than forwarding them to the appropriate interface. By setting this value to 1 in /etc/sysctl.conf, the change becomes persistent across reboots, ensuring the routing configuration survives system restarts. The sudo sysctl -p command was used to apply the changes immediately without requiring a reboot, which is important in a production environment where minimising downtime is essential. The static route was added to /etc/network/interfaces rather than using a temporary ip route add command, because entries in this file persist after reboot, ensuring the London network always has a defined route to reach the Swansea subnet via the WAN gateway at 20.0.0.1.
Steps Performed:
1. Edited /etc/sysctl.conf to enable IP forwarding:

	# Enable IPv4 forwarding
net.ipv4.ip_forward = 1



1. Applied the change immediately without rebooting:

	sudo sysctl -p



1. Added a persistent static route in /etc/network/interfaces pointing to the Swansea network via the WAN interface:

	# Static route to Swansea network
up ip route add 192.168.1.0/24 via 20.0.0.1 dev ens33



1. Restarted networking service to confirm persistence:

	sudo systemctl restart networking





Task 2 — Domain Server (Swansea)
2.1 Creating the Active Directory Forest
A new Active Directory Domain Services (AD DS) forest was created using the domain name swansea.acca on the Windows Server 2022 machine (S-DC).
Active Directory Domain Services was chosen as the directory service for the SWANSEA.ACCA domain because it provides centralised authentication and authorisation for all network resources. By promoting S-DC to a domain controller, all client machines on the Swansea network can authenticate against a single authoritative source, simplifying user management and enforcing consistent security policies across the enterprise. The domain functional level was set to Windows Server 2016 to ensure compatibility with the existing virtual machine infrastructure while still providing access to modern Active Directory features such as Privileged Access Management and enhanced Kerberos authentication.
The DSRM password is a critical security measure that allows administrators to recover the Active Directory database in the event of a catastrophic failure. Without this password, recovery of the domain controller would be impossible, potentially resulting in complete loss of domain services. Setting a strong DSRM password follows Microsoft best practice guidelines for domain controller configuration in enterprise environments.
Steps Performed:
1. Installed the AD DS role via Server Manager > Add Roles and Features.
1. Post-installation, clicked Promote this server to a domain controller.
1. Selected Add a new forest and entered the root domain name: swansea.acca.
1. Set the Domain Functional Level and Forest Functional Level to Windows Server 2016.
1. Configured a DSRM (Directory Services Restore Mode) password.
1. Verified DNS delegation and completed the promotion wizard.
1. Server restarted automatically and logged in as SWANSEA\Administrator.

A secure password policy was configured via Group Policy: minimum 12 characters, complexity required, maximum age 60 days, lockout after 5 failed attempts. This reflects industry security best practices.


2.2 Creating DNS A Records
All servers across both Swansea and London networks were registered with appropriate DNS A records in the swansea.acca DNS zone.
DNS A records were created for all servers across both networks to enable hostname-based communication within the swansea.acca domain. Without DNS records, clients and servers would need to use IP addresses directly to communicate, which is impractical in an enterprise environment where IP addresses may change. By registering all hostnames in the centralised DNS zone hosted on S-DC, any device joined to the swansea.acca domain can resolve hostnames to IP addresses automatically. The Debian client and Windows 10 client were assigned DHCP addresses, meaning their IP addresses may change dynamically. However, their DNS records ensure they remain reachable by hostname regardless of their current IP address. This configuration reflects real-world enterprise DNS management, where a single authoritative DNS server maintains records for all devices across multiple subnets and geographical locations.
Records Created:
	Hostname
	IP Address
	Notes

	s-dc.swansea.acca
	192.168.1.1
	Domain Controller / Swansea

	webs.swansea.acca
	192.168.1.1
	IIS Web Server

	rds.swansea.acca
	192.168.1.1
	RDS Gateway

	l-cd.swansea.acca
	192.168.2.1
	Debian Server / London

	clients1.swansea.acca
	DHCP
	Windows 10 Client

	clientl1.swansea.acca
	DHCP
	Debian Client




2.3 Reverse Lookup Zone & PTR Records
A reverse lookup zone was created for both subnets (192.168.1.0/24 and 192.168.2.0/24) and PTR records were added for all servers. Reverse lookup zones are an essential component of a complete DNS infrastructure. While forward lookup zones resolve hostnames to IP addresses, reverse lookup zones perform the opposite function, resolving IP addresses back to hostnames. This is particularly important for security auditing, email server verification, and network troubleshooting tools such as nslookup and traceroute, which rely on reverse DNS resolution to display meaningful hostnames rather than raw IP addresses. By creating reverse lookup zones for both the 192.168.1.0/24 Swansea subnet and the 192.168.2.0/24 London subnet, administrators can quickly identify which device corresponds to any IP address on the network, significantly reducing the time required to diagnose connectivity issues or investigate suspicious network activity.
Steps Performed:
1. Opened DNS Manager, right-clicked Reverse Lookup Zones and selected New Zone.
1. Created zones for 192.168.1.x and 192.168.2.x subnets.
1. Added corresponding PTR records mapping IPs back to hostnames.


Task 3 — Encrypted Connection (Site-to-Site VPN)
.1 Configuring Site-to-Site VPN
A Site-to-Site VPN was established between the Swansea (Windows RRAS) and London (Debian with StrongSwan) networks to create a persistent encrypted tunnel over the simulated Internet link (20.0.0.0/30). IKEv2 was selected as the VPN protocol because it provides superior security and performance compared to older protocols such as IKEv1 or PPTP. IKEv2 supports MOBIKE, which allows VPN connections to persist when the underlying network changes, making it suitable for enterprise environments. AES-256 encryption was chosen because it is currently considered unbreakable by modern computing standards and is recommended by NIST for protecting sensitive data. SHA-256 hashing ensures the integrity of transmitted data by detecting any tampering during transit. The pre-shared key authentication method was used for simplicity in this lab environment, although in a production environment, certificate-based authentication would be preferred for stronger security. StrongSwan was selected for the Debian side of the VPN because it is a widely used, open-source IPsec implementation that is fully compatible with Windows RRAS IKEv2 VPN configurations, enabling seamless interoperability between Windows and Linux systems.
Windows Server 2022 — RRAS VPN Configuration:
1. In RRAS, added a new Demand-Dial Interface pointing to 20.0.0.2 (L-CD WAN IP).
1. Configured IKEv2 protocol with pre-shared key authentication.
1. Set the VPN to use AES-256 encryption and SHA-256 hashing for strong security.
1. Added a static route through the VPN interface to 192.168.2.0/24.

Debian Server (L-CD) — StrongSwan Configuration:
1. Installed StrongSwan: sudo apt install strongswan -y

	# /etc/ipsec.conf
conn swansea-london
  type=tunnel
  left=20.0.0.2
  leftsubnet=192.168.2.0/24
  right=20.0.0.1
  rightsubnet=192.168.1.0/24
  keyexchange=ikev2
  ike=aes256-sha256-modp2048!
  esp=aes256-sha256!
  authby=secret
  auto=start



	# /etc/ipsec.secrets
20.0.0.2 20.0.0.1 : PSK "StrongVPN@NOSS2026!"



1. Started and enabled StrongSwan: sudo systemctl enable --now strongswan

IKEv2 with AES-256 and SHA-256 was chosen as it provides strong encryption while maintaining compatibility with Windows RRAS. The connection was set to auto=start for persistence across reboots.

Task 4 — User Accounts
4.1 Bulk Creating Domain Users via PowerShell
User accounts were created in the swansea.acca Active Directory domain using a PowerShell script that reads from the provided users_list_updated.xlsx file. SAM Account Names follow the convention: first initial + dot + last name (e.g., n.kaliyamurthy). PowerShell scripting was used for bulk user creation because it significantly reduces the time and risk of human error compared to creating accounts manually through the Active Directory Users and Computers graphical interface. By reading user data directly from the provided Excel spreadsheet, the script ensures consistency across all created accounts and allows the same process to be repeated reliably in future. The SAM account naming convention of first initial followed by last name reflects standard enterprise naming practices, ensuring usernames are predictable and professional. Automating user creation via PowerShell also demonstrates scalability — the same script can create 10 or 10,000 users with equal efficiency, making it suitable for large enterprise deployments where manual account creation would be impractical.
PowerShell Script:
	# Import the ImportExcel module for reading .xlsx
Import-Module ImportExcel

$users = Import-Excel -Path 'C:\Users\Administrator\users_list_updated.xlsx'

foreach ($user in $users) {
    $firstName = $user.FirstName
    $lastName  = $user.LastName
    $sam = ($firstName[0] + '.' + $lastName).ToLower()
    $upn = $sam + '@swansea.acca'

    New-ADUser -Name "$firstName $lastName" \
        -GivenName $firstName \
        -Surname $lastName \
        -SamAccountName $sam \
        -UserPrincipalName $upn \
        -Path 'OU=Staff,DC=swansea,DC=acca' \
        -AccountPassword (ConvertTo-SecureString 'Welcome@2026!' -AsPlainText -Force) \
        -ChangePasswordAtLogon $true \
        -Enabled $true

    Write-Host "Created user: $sam"
}





Task 5 — Domain Membership
5.1 Joining Machines to swansea.acca Domain
L-CD (Debian), ClientS1 (Windows 10), and ClientL1 (Debian Client) were all joined to the swansea.acca domain. Joining all client machines to the swansea.acca domain is a fundamental step in establishing centralised management of the enterprise network. Once joined to the domain, users can log in to any domain-connected machine using their Active Directory credentials, rather than requiring separate local accounts on each device. This significantly simplifies user management, as password changes and account modifications made on the domain controller are immediately reflected across all joined machines. Joining Debian machines to the Windows Active Directory domain using the realm and winbind packages demonstrates cross-platform compatibility, which is increasingly important in modern enterprise environments where Linux and Windows systems must coexist and share authentication infrastructure. Without domain membership, each machine would operate as an isolated island, unable to leverage the centralised security policies and shared resources that Active Directory provides.
ClientS1 — Windows 10:
1. Navigated to System Properties > Computer Name > Change.
1. Selected Domain and entered swansea.acca.
1. Authenticated with Administrator credentials and restarted.

L-CD & ClientL1 — Debian:
1. Installed required packages:

	sudo apt install realmd sssd sssd-tools libnss-sss libpam-sss adcli samba-common-bin -y



1. Discovered and joined the domain:

	sudo realm discover swansea.acca
sudo realm join swansea.acca -U Administrator



1. Configured /etc/sssd/sssd.conf for authentication and enabled home directory creation.
1. Restarted sssd service and verified domain membership with: realm list



Task 6 — DHCP Server
6.1 Configuring S-DC as DHCP Server
The DHCP Server role was installed on S-DC (Windows Server 2022) with two scopes — one for each subnet.
Scope Configuration:
	Setting
	Swansea Scope
	London Scope

	Scope Name
	Swansea-LAN
	London-LAN

	Range
	192.168.1.10 – .20
	192.168.2.10 – .20

	Subnet Mask
	255.255.255.0
	255.255.255.0

	Default GW
	192.168.1.1
	192.168.2.1

	DNS Server
	192.168.1.1
	192.168.1.1

	Lease Duration
	8 hours
	8 hours




6.2 Configuring L-CD as DHCP Relay Server
The DHCP relay agent (dhcrelay) was installed on L-CD to forward DHCP requests from the London subnet to S-DC.
	sudo apt install isc-dhcp-relay -y
# When prompted:
#   DHCP server IP: 192.168.1.1
#   Interface to listen on: ens34 (internal London NIC)

sudo systemctl enable --now isc-dhcp-relay




6.3 Clients Receiving DHCP Addresses
Both ClientS1 and ClientL1 were configured to obtain IP addresses automatically. Both received addresses from the expected DHCP scope via S-DC.


Task 7 — Testing and Troubleshooting
7.1 Network Connectivity Verification
End-to-end connectivity was verified across both networks and the VPN tunnel. The following tests were conducted:
	Test
	Command
	Result

	S-DC ping to L-CD (WAN)
	ping 20.0.0.2
	PASS

	S-DC ping to London subnet
	ping 192.168.2.1
	PASS

	ClientS1 ping to ClientL1
	ping 192.168.2.x
	PASS

	DNS resolution (A record)
	nslookup l-cd.swansea.acca
	PASS

	Reverse DNS lookup
	nslookup 192.168.2.1
	PASS

	DHCP lease — ClientL1
	ip a (Linux)
	PASS




Task 8 — Disk Drive
8.1 Mounting Second Disk to E:\SwanseaFiles
A second virtual disk was initialised on S-DC and mounted to E:\SwanseaFiles. The share was configured with appropriate NTFS and share permissions. NTFS was selected as the file system for the second virtual disk because it supports advanced security features including file-level permissions, encryption, and auditing, which are essential in an enterprise environment. GPT was chosen over MBR as the partition style because GPT supports volumes larger than 2TB and is the modern standard recommended for Windows Server environments. The dual-layer permission model combining both share permissions and NTFS permissions provides defence in depth — even if share permissions were misconfigured, NTFS permissions would still protect sensitive files. Granting Domain Users full control at the NTFS level while restricting Everyone to read-only access ensures that only authenticated domain members can modify files, while guests or unauthenticated users can still access shared resources in a read-only capacity, reflecting the principle of least privilege.
Steps Performed:
1. Opened Disk Management, initialised the second disk as GPT.
1. Created a new simple volume and formatted as NTFS.
1. Assigned drive letter E: and labeled it SwanseaFiles.
1. Created the folder E:\SwanseaFiles and shared it as SwanseaFiles on the network.
1. Set NTFS permissions: Domain Users = Full Control, Everyone (other network users) = Read only.
1. Confirmed the share is accessible from ClientL1 via \\s-dc\SwanseaFiles.
Share permissions and NTFS permissions were both configured to avoid conflicts. NTFS permissions take precedence, so Domain Users have Full Control at NTFS level, while domain guests/other users are limited to Read & Execute.



Task 9 — IIS Server
9.1 Creating webs.swansea.acca with Windows Authentication
IIS was configured to host a website accessible at https://webs.swansea.acca with Windows Integrated Authentication, so only domain-authenticated users can access it. Windows Integrated Authentication was selected over Anonymous Authentication because it ensures only domain-authenticated users can access the internal web server, preventing unauthorised access from outside the domain. HTTPS on port 443 was configured instead of HTTP on port 80 to encrypt all traffic between the client browser and the web server, protecting sensitive data from interception. A self-signed certificate was used in this lab environment for simplicity, however in a production environment a certificate issued by Active Directory Certificate Services would be preferred as it would be automatically trusted by all domain-joined machines. Disabling Anonymous Authentication and enabling only Windows Authentication means the web server uses Kerberos or NTLM to verify the user's domain credentials transparently, providing a seamless single sign-on experience for domain users without requiring them to enter their credentials manually each time they access the site.
Steps Performed:
1. Installed IIS via Server Manager with the Windows Authentication feature enabled.
1. Created a new website binding to port 443 with SSL.
1. Generated a self-signed certificate and bound it to the HTTPS listener.
1. Disabled Anonymous Authentication and enabled Windows Authentication in IIS authentication settings.
1. Created a default page (index.html) containing: Welcome to Swansea Website
1. Created DNS A record for webs.swansea.acca pointing to 192.168.1.1.
1. Tested from ClientS1 browser — prompted for domain credentials, page loads after authentication.
For Excellent Work standard: A trusted SSL certificate would be issued via AD CS (Active Directory Certificate Services). The DNS record was also added for the WAN interface to ensure resolution from the London network.


Task 10 — Remote Desktop Services
10.1 Configuring Remote Desktop Access for S-DC
Remote Desktop Services (RDS) was configured on S-DC so that any machine in the network can connect remotely. The RDS Gateway was configured for HTTPS access via rds.swansea.acca. Remote Desktop Services provides a critical capability in enterprise environments, allowing administrators and users to access the server desktop remotely without requiring physical presence at the machine. The RD Gateway acts as a secure intermediary, encrypting RDP traffic over HTTPS on port 443, which allows remote connections to traverse firewalls that would otherwise block the standard RDP port 3389. By configuring gateway policies to restrict access to domain users only, unauthorised users are prevented from attempting remote connections. Testing the RDP connection from both the Windows client using mstsc and the Debian client using Remmina confirms cross-platform compatibility, demonstrating that the RDS configuration supports a mixed operating system environment. This is particularly valuable in the NOSS 2026 Inc. scenario where both Windows and Linux clients require remote access to centralised server resources.
Steps Performed:
1. Installed RDS role via Server Manager: Remote Desktop Session Host and RD Gateway.
1. Configured RD Gateway policies to allow domain users to connect.
1. Requested and installed an SSL certificate for rds.swansea.acca.
1. Created a DNS A record rds.swansea.acca -> 192.168.1.1.
1. Tested RDP connection from ClientL1 (Debian) using Remmina with the gateway set to rds.swansea.acca.
1. Verified connection from ClientS1 using mstsc with /v:rds.swansea.acca.







Conclusion
This report demonstrates the successful implementation of a dual-network enterprise infrastructure for NOSS 2026 Inc across the Swansea and London sites. All ten task areas have been completed and evidenced with screenshots:

1. Routing — RRAS (Windows) and IP forwarding (Linux) with ICMP enabled.
1. Domain Services — swansea.acca forest with DNS A/PTR records and secure password policy.
1. VPN — Persistent IKEv2 Site-to-Site tunnel with AES-256 encryption.
1. Users — Bulk AD user creation via PowerShell from Excel with correct SAM naming.
1. Domain Membership — All machines (Windows and Linux) joined to swansea.acca.
1. DHCP — Scoped server on S-DC with relay agent on L-CD, all clients receiving addresses.
1. Connectivity — Full end-to-end tests passing across both subnets and VPN.
1. Disk Drive — Shared network drive with correct NTFS permissions, accessible cross-network.
1. IIS — HTTPS website with Windows Authentication displaying welcome message.
1. RDS — Remote Desktop Gateway accessible via rds.swansea.acca from all network machines.

The implementation follows industry best practices where possible, including strong encryption, secure password policies, least-privilege file permissions, and persistent service configuration. All configurations were verified through screenshots captured immediately after each step.

