
[image: ]





An Explainable Machine Learning Framework for Financial Fraud Detection Using SHAP, Random Forest and XGBoost

by
Lakkisetty Sai Vishnu Vardhan


Supervisor: Divya Chidambaram
Second marker: Carlene Campbell



Project submitted as part of the requirements for the award of MSc Data Science and Analytics



November 2025




DECLARATION 


 
I, Lakkisetty Sai Vishnu Vardhan declare that I am the sole author of this Project; that all references cited have been consulted; that I have conducted all work of which this is a record, and that the finished work lies within the prescribed word limits. 
 
 
This work has not previously been accepted as part of any other degree submission. 
 
 

 
Signed  : 
      L. Sai Vishnu Vardhan

[image: A close up of a paper

AI-generated content may be incorrect.]


Date : 25/11/2025
 
 



FORM OF CONSENT 



I ,Lakkisetty Sai Vishnu Vardhan hereby consent that my Project, submitted in candidature for the MSc Data Science and Analytics degree, if successful, may be made available for inter-library loan or photocopying (subject to the law of copyright), and that the title and abstract may be made available to outside organisations. 


Signed : 
L. Sai Vishnu Vardhan

[image: A close up of a paper

AI-generated content may be incorrect.]
 
  
Date : 25/11/2025
[bookmark: _Toc214978515][bookmark: _Toc214981711]Abstract
Detecting financial fraud is still a big problem for banks and other financial services, and billions of dollars are wasted each year to fake transactions. Conventional machine learning methodologies emphasise accuracy measurements, which are insufficient in datasets characterised by significant imbalance, where fraudulent transactions constitute fewer than 1% of the total transactions. This project offers an elucidative machine learning framework that amalgamates cost-sensitive learning with SHAP (SHapley Additive exPlanations) for transparent and economically optimised fraud detection.
The research employs a publicly accessible fraud detection dataset comprising over 1.8 million transactions characterised by significant class imbalance. We used both baseline and cost-sensitive settings for two well-known ensemble algorithms: Random Forest and XGBoost. A cost matrix was created to show how missed fraudulent transactions cost a lot more than wrongly banning valid transactions in the actual world. This set up an asymmetric cost structure that helps with model optimisation.
The experimental results show that cost-sensitive Random Forest had the lowest total financial cost, which was almost half the cost of the baseline methods. The cost-sensitive method greatly increased the recall of fraud detection, detecting almost three times as many fraudulent cases than the baseline models. An investigation of threshold optimisation showed that changing decision thresholds can lower expenses even more while still keeping detection rates at an acceptable level.
SHAP analysis gave clear reasons for model predictions, showing that the transaction value was the most important feature, followed by the transaction category and demographic factors. Individual prediction explanations showed how certain feature values help classify fraud, which is in line with regulatory criteria for explainable AI in financial decision-making.
The framework fills a big hole in research by combining cost-sensitive optimisation with model interpretability, which gives both financial efficiency and compliance with the law. The results confirm that prioritising business-relevant cost parameters over conventional accuracy yields enhanced results in fraud detection. This study provides a pragmatic, actionable methodology utilising open-source tools appropriate for use in financial institutions.
Keywords: Fraud Detection, Cost-Sensitive Learning, SHAP, XGBoost, Random Forest, Explainable AI, Imbalanced Classification, Threshold Optimization
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[bookmark: _Toc214978517][bookmark: _Toc214981714]1.1 Background
In the digital age, one of the biggest risks to the global banking and financial services business is financial fraud. As internet shopping, mobile banking, and digital payment systems have developed quickly, so has the number of ways for fraud to happen [12], [13]. Reports from the industry say that banks and other financial institutions lose billions of dollars each year to many types of fraud, such as credit card fraud, identity theft, account takeovers, and payment fraud [14, 15]. Fraud not only costs businesses money directly, but it also hurts customer trust, raises operational expenses, and makes institutions more likely to face regulatory fines [16].
Rule-based methods were a big part of traditional fraud detection systems. Domain specialists would manually design patterns of suspect transactions [12]. These methods were easy to use and clear, but they had several serious problems. Rule-based systems had a hard time keeping up with changing fraud strategies. They had high rates of false positives that made customers angry, and they needed to be updated by hand all the time as fraudsters came up with new ways to cheat [13]. Because these rules were fixed, they could not learn from new patterns or change when customers did.
Machine learning changed the way people found fraud [14], [15]. Machine learning models can automatically find complicated patterns in transaction data, adjust to new fraud schemes, and work with feature spaces that would be too big for people to make rules by hand [16]. Ensemble approaches like Random Forest [1] and XGBoost [2] have been shown to work very well because they are strong and do not overfit. These algorithms can handle millions of transactions at once, which makes them good for use in big banks [37].
But using machine learning to find fraud comes with its own set of problems. The most significant difficulty is the tremendous class imbalance, as fraudulent transactions usually account for less than one percent of all transactions, and occasionally as few as one in several hundred transactions [5], [12]. In situations where the data is very unbalanced, standard machine learning methods that optimise for overall accuracy can be misleading. If you use a simple model that says all transactions are real, it would be more than 99% accurate and would not find any fraud at all [5].
Also, different kinds of prediction mistakes cost a lot more or a lot less in fraud detection [6], [8]. If an organisation misses a fraudulent transaction (False Negative), it loses money directly and may also lose money for its consumers. On the other hand, blocking a real transaction by mistake (False Positive) makes things harder for customers, could cost you business, and adds to the cost of customer support [9], [24]. Because these costs are not the same on both sides, we need to go beyond only optimising accuracy and take into account expenses that are specific to the field [6, 8].
Another important thing to think about is the growing pressure from regulators for AI that can explain itself [10, 11]. Financial authorities all around the world, including those who enforce GDPR in Europe and equivalent rules in other places, say that businesses must be able to explain automated choices that affect customers [10]. The institution must be able to explain clearly and understandably why a transaction is stopped or an account is flagged for suspicious conduct [20]. Even while they work well, traditional black-box machine learning methods do not match this need for transparency [11], [17].
[bookmark: _Toc214978518][bookmark: _Toc214981715]1.2 Problem Statement
The major problem this project is trying to solve is how to make a fraud detection system that works well for both financial consequences and explainability at the same time. Most current methods either try to improve detection accuracy or give explanations, but they do not often do both well [10], [11], [18].
Banks and other financial entities have a hard optimisation problem to solve. They need to cut down on losses from fraud that goes undetected and also cut down on the costs of running a business that come from false alarms [9], [19]. Every case of fraud that is missed means a direct loss of money. Every false positive needs to be checked by hand, which could slow down or stop real customer transactions and make customers go to other businesses [24]. The best operating point relies on how much each of these two sorts of mistakes costs, however most machine learning systems do not take this cost structure into account at all [6], [41].
Also, fraud detection methods that are not easy to understand cause a lot of problems in the real world [11, 20]. Fraud analysts have a hard time checking the decisions made by models, which makes it hard to tell whether models are wrong or need to be retrained [17]. When customers' transactions are banned, they want to know why, but institutions can not give them answers when they use black-box models [10]. Regulatory audits necessitate the documentation of decision-making processes, which opaque models fail to provide [20]. This lack of explainability makes it harder for people to trust and use machine learning-based fraud detection technologies [11], [18].
Also, the fact that fraud datasets are very unbalanced means that typical evaluation criteria give false information about how well a model works [5, 7]. A model could have great precision, recall, or F1-score on a test set but not work well in production since these metrics do not take into consideration the real-world costs of different types of errors [7, 41]. There is a necessity for evaluation frameworks that directly quantify financial impact instead of depending exclusively on statistical measures [36], [41].
[bookmark: _Toc214978519][bookmark: _Toc214981716]1.3 Aim and Objectives
Aim:
To design, implement, and evaluate an explainable machine learning framework for financial fraud detection that integrates cost-sensitive learning with SHAP-based interpretability to optimize financial outcomes while maintaining transparency for regulatory compliance.
Objectives:
1. To design, implement and test a cost-sensitive machine learning model utilising Random Forest and XGBoost for fraud detection on a publicly available transaction dataset. This objective involves developing both baseline and cost-sensitive versions of each algorithm, defining an appropriate cost matrix based on realistic business scenarios, and systematically comparing their performance on financial metrics rather than just accuracy.
2. To employ SHAP (SHapley Additive Explanations) to understand the model predictions and produce user-friendly visual explanations for fraud categorisation. This objective requires implementing SHAP analysis for the trained models, generating both global feature importance rankings and local explanations for individual predictions, and creating visualizations that can be understood by non-technical stakeholders.
3. To evaluate the model performance utilising accuracy, recall, F1-score, AUC, and predicted cost-savings by simulating alternative threshold values. This objective encompasses comprehensive model evaluation using multiple metrics, performing threshold optimization to find the optimal decision boundary, and conducting cost-benefit analysis to quantify the financial impact of different model configurations.
[bookmark: _Toc214978520][bookmark: _Toc214981717]1.4 Scope and Limitations
Scope:
This project is about building and testing a fraud detection system that takes into account the cost of using synthetic transaction data that is available to the public. The scope encompasses data preparation, feature engineering, the implementation of various machine learning algorithms [1], [2], cost-sensitive model training [6], [9], SHAP-based explanation generation [3], [4], threshold optimisation [36], and an extensive performance evaluation [7]. The paper investigates batch processing settings appropriate for offline model training and evaluation [35].
The framework employs two well-known ensemble learning algorithms: Random Forest [1] and XGBoost [2]. We chose these algorithms because they have been shown to work well in the literature on fraud detection [13], [14], [37], can handle imbalanced datasets [5], [42], and work with SHAP explanation approaches [3], [4]. The study's cost matrix shows how banks usually organise their costs, where missing fraud situations are much more expensive than stopping real transactions [6, 9, 24].

Limitations:
This study is limited by several factors. First, the dataset employed is synthetic and may not fully reflect the complexity and diversity of actual fraud behaviours [12], [13]. The synthetic data offers a realistic simulation grounded on genuine mobile money transaction patterns; yet, it is deficient in specific aspects of production fraud detection scenarios, including temporal drift in fraudulent strategies and advanced coordinated fraud attacks [14, 16].
Second, the cost figures in the cost matrix are rough estimates that are only meant to show how things work [41]. In real life, the costs of false positives and false negatives are very varied for different kinds of transactions, client groups, and institutional settings [9], [19]. To figure out the right cost matrices, companies would need to do extensive cost-benefit evaluations that are relevant to their business [24].
Third, this work concentrates on supervised learning methodologies that necessitate labelled data. In real-world situations, it can be hard to get reliable fraud labels because fraud is found late, not reported, or labelled wrong [12], [13]. The study presumes that the supplied labels are precise, a condition that may not be applicable in production settings [14].
Fourth, the framework is for batch processing, not for finding fraud in real time [35]. Although the models might be utilised in streaming contexts, this study does not investigate latency constraints, incremental learning, or online model update procedures essential for real-time systems [15], [16].
Lastly, the study does not look at situations where fraudsters intentionally try to avoid detection systems [44]. Adaptive fraud strategies, idea drift, and model poisoning attacks are significant factors for production deployment but are not the focus of this research [16], [39].
[bookmark: _Toc214978521][bookmark: _Toc214981718]1.5 Structure of the Report
The rest of this report is set up like this. Chapter 2 provides a thorough review of the literature on machine learning methods for detecting fraud [12]-[16], cost-sensitive learning methods [6], [8], [9], [19], [21], [24], [41], [42], [45], explainable AI methods with a focus on SHAP [3], [4], [10], [11], [17], [18], [20], [25]-[28], [31]-[34], and ensemble algorithms [1], [2], [37], [40]. Chapter 3 outlines the research methodology, encompassing the dataset, preprocessing procedures, model implementation, and evaluation framework. Chapter 4 goes into detail on how the fraud detection system was designed and built, including its technical architecture and how SHAP explanations were included. Chapter 5 shows the outcomes of experiments, such as comparisons of model performance, analyses of threshold optimisation, SHAP visualisations, and a discussion of the results. Chapter 6 ends with a list of contributions, an acknowledgement of limits, and suggestions for further development. Chapter 7 contains personal thoughts on the research method and what was learnt.
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[bookmark: _Toc214978523][bookmark: _Toc214981720]2.1 Machine Learning Approaches for Fraud Detection
The use of machine learning has made a big difference in how we find financial fraud. Conventional rule-based systems, albeit being interpretable, were insufficient for tackling evolving fraud schemes [12]. Machine learning models learn complicated patterns from past data on their own and change to new strategies without needing any help from a person [13]. Comprehensive surveys show that rule-based systems are expensive to maintain and do not find new patterns, but machine learning can find new types of fraud [12], [13].
Studies comparing different algorithms, such as decision trees, logistic regression, and ensemble approaches, showed that ensemble methods always did better than individual classifiers [13, 15]. The significance of feature engineering, especially behavioural and temporal characteristics that encapsulate transaction patterns, markedly enhanced model performance [14, 15]. Deep learning surveys noted that it was better at finding non-linear associations, but they also pointed up problems including needing a lot of computing power and not being able to explain what it did [16]. Combining deep learning with more traditional methods in a hybrid way looks like a good way to deploy [16], [40].
[bookmark: _Toc214978524][bookmark: _Toc214981721]2.2 Ensemble Methods: Random Forest and XGBoost
Random Forest generates several decision trees via bootstrap sampling and random feature selection, consolidating forecasts via majority voting [1]. The randomisation diminishes tree correlation and lowers variance, leading to enhanced generalisation. Random Forest inherently accommodates non-linear interactions, offers feature importance assessments, and demonstrates resilience to outliers [21]. Weighted for cost sensitivity The integration of misclassification costs directly into the training of Random Forest models markedly enhanced financial results [21].
XGBoost exemplifies sophisticated gradient boosting with regularised targets [2]. XGBoost produces trees progressively, correcting the flaws of its predecessors, in contrast to the independent trees of Random Forest. Integrated regularisation mitigates overfitting, inherent handling of missing values is provided, and the scale_pos_weight parameter efficiently handles class imbalance [42]. Research integrating XGBoost with sophisticated balancing methodologies obtained detection rates of 90% [37]. Hyperparameter optimisation, especially the tweaking of scale_pos_weight, significantly enhanced the recall of the minority class [42].
[bookmark: _Toc214978525][bookmark: _Toc214981722]2.3 Handling Class Imbalance
Class imbalance is a significant challenge, as fraudulent transactions account for less than 1% of total transactions. Conventional algorithms have a bias towards the majority class, attaining elevated accuracy while inadequately detecting fraud [5]. SMOTE produces synthetic minority occurrences by interpolation among existing examples, enhancing representation while fostering variety [5]. Nonetheless, SMOTE may generate implausible instances in high-dimensional environments [21].
Cost-sensitive weighting provides an option by allocating varying instance weights according to class and misclassification expenses [21]. This preserves original distributions while promoting focus on minority instances. The scale_pos_weight parameter in XGBoost explicitly modifies the objective function to address class imbalance [42]. Assigning scale_pos_weight to the negative-to-positive ratio established robust baselines, with cross-validation producing additional enhancements.
[bookmark: _Toc214978526][bookmark: _Toc214981723]2.4 Cost-Sensitive Learning
Cost-sensitive learning mitigates the constraint that conventional algorithms regard all faults uniformly. In fraud detection, the absence of fraud leads to direct financial losses, whereas the obstruction of normal transactions results in customer inconvenience [6], [8]. Theoretical foundations indicate that integrating misclassification costs results in decision boundaries that minimise predicted costs instead of error rates [6].
The MetaCost method offers a broad framework for cost-sensitive classification by reassigning labels to training examples based on anticipated costs [8]. Cost-sensitive decision trees prioritise minimising predicted costs instead of reducing impurity at each split [9]. Empirical assessment demonstrated that cost-sensitive trees attained significantly reduced total costs, albeit with marginally diminished accuracy. Bayes minimum risk frameworks calculate fraud probability and subsequently implement cost-minimizing decision rules [24]. Instance-dependent cost-sensitive learning acknowledges that costs differ based on transaction attributes, with high-value transactions resulting in greater fraud losses [19].
Comprehensive cost-sensitive assessment frameworks include not just training but also cost-aware measures, model selection, and deployment techniques [41]. Conventional measurements overlook financial ramifications; cost-sensitive frameworks encompass total anticipated costs, savings compared to baselines, and return on investment. ROC-based methodologies incorporating reject alternatives necessitate manual evaluation for ambiguous forecasts, weighing the expenses of automated classification against those of review [45].
[bookmark: _Toc214978527][bookmark: _Toc214981724]2.5 Explainable AI and SHAP
Regulatory frameworks like GDPR need justifications for automated choices impacting customers [10]. Financial institutions must provide explicit justifications for transaction blocking that meet regulatory and customer expectations. Research highlights that transparency and privacy are interdependent necessities in fraud detection [10], [11].
SHAP (SHapley Additive exPlanations) offers a theoretically sound method for attributing feature value, founded in cooperative game theory [3]. SHAP distinctly fulfils essential features such as local accuracy, handling of missing data, and consistency. TreeExplainer enhances SHAP for tree ensembles, delivering precise values for Random Forest and XGBoost efficiently without reliance on sample approximations [4]. This development facilitates the implementation of large-scale fraud detection solutions.
Incorporating explanation mechanisms directly into detection pipelines guarantees that explanations accurately represent the decision-making processes. Research indicates that SHAP summary plots successfully convey global feature significance, whereas waterfall plots elucidate individual forecasts [23], [25]. Comparative analyses demonstrated that SHAP offers more consistent explanations than LIME for tree-based models [26]. Explainability directs feature engineering and model enhancement via feedback loops between elucidation and refinement [27].
The study investigates operational integration by analysing the design of explanatory interfaces tailored for various user roles [29]. Well-designed interfaces enhanced trust, facilitated quicker decision-making, and decreased the duration of false positive investigations. Research indicates that SHAP explanations can reveal unexpected biases, allowing developers to recognise and address fairness concerns [32].
[bookmark: _Toc214978528][bookmark: _Toc214981725]2.6 Threshold Optimization and Evaluation Metrics
The selection of the decision threshold significantly influences fraud detection efficacy, however it frequently defaults to 0.5 without optimisation [7]. Research indicates that precision-recall curves offer a more informative assessment than ROC curves for imbalanced datasets [7]. Optimal thresholds are contingent upon cost structures and operational requirements; maximising the F1-score may not always minimise financial expenditure [36].
A systematic assessment of threshold strategies, encompassing F1 maximisation, cost-weighted optimisation, and Youden's index, indicated that no singular strategy prevailed across many circumstances [36]. Cost-based optimisation repeatedly exhibited strong performance when provided with precise cost estimates. Context-dependent thresholds, which adapt according to transaction parameters, resulted in reduced costs compared to set global thresholds by implementing rigorous criteria in high-risk situations while preserving customer experience in low-risk circumstances.
[bookmark: _Toc214978529][bookmark: _Toc214981726]2.7 Research Gap and Contribution
The literature indicates significant advancements in fraud detection across various dimensions. Ensemble approaches demonstrate significant efficacy [1], [2]. Cost-sensitive learning tackles asymmetric cost frameworks [6], [8], [9]. SHAP offers the necessary transparency [3], [4], [10], [11]. Nonetheless, a significant gap remains: current research seldom combines cost-sensitive learning with explainability inside cohesive frameworks [10], [11], [18], [20].
Most research see cost-sensitivity and explainability as independent issues, optimising models for cost targets while providing explanations separately. This fragmentation restricts possible synergies and does not yield explanations that convey cost implications essential for operational decision-making. Although threshold optimisation is acknowledged as significant [7], [36], systematic methods that concurrently optimise thresholds with respect to cost and explainability restrictions have yet to be investigated.
This project mitigates these deficiencies by creating a cohesive framework that integrates cost-sensitive Random Forest and XGBoost with SHAP-based interpretability. The approach enhances decision thresholds by accounting for cost implications and provides explanations that assist stakeholders in comprehending feature contributions and financial effects. The research integrates previously distinct concerns, advancing comprehensive, implementable fraud detection systems that concurrently meet technical, financial, and transparency criteria.
[bookmark: _Toc214978530][bookmark: _Toc214981727]Chapter 3: Research Methodology
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“Saunders research onion”

This study employs the Research Onion framework established by Saunders et al., offering a systematic structure for comprehending and rationalising research design decisions across various dimensions: research philosophy, approach, strategy, options, time horizon, and data collection methods.
Research Philosophy: This research adheres to a positivist mindset, prioritising objective measurement and empirical confirmation. Positivism is suitable for this research as it encompasses quantifiable transaction data, measurable results such as fraud detection efficacy and financial expenditures, and hypothesis testing via systematic experimentation. The positivist paradigm corresponds with the quantitative aspect of fraud detection assessment, wherein models are evaluated based on tangible metrics that can be objectively validated and repeated in various scenarios.
The selection of positivism instead of interpretivist methodologies signifies the technical characteristics of the study issue. This research emphasises the development and assessment of computational models, whose efficacy can be quantified through empirical data analysis, rather than relying on interpretivist philosophies that may be appropriate for comprehending the subjective experiences of fraud victims or analysts. The positivist method facilitates the production of generalisable conclusions for cost-sensitive fraud detection that are independent of researcher interpretation.
Research Approach: The research utilises a deductive methodology, commencing with theoretical principles derived from the current literature on cost-sensitive learning, ensemble techniques, and explainable artificial intelligence [1]-[6]. Specific hypotheses are established based on these theoretical frameworks: cost-sensitive models will incur lower financial costs than accuracy-optimized baseline models; ensemble methods will proficiently address class imbalance; SHAP explanations will yield interpretable insights into fraud predictions; and threshold optimisation will enhance cost-performance tradeoffs.
The hypotheses are evaluated by controlled experiments on fraudulent transaction data, yielding outcomes that either corroborate or contradict the theoretical predictions. The deductive approach differs from inductive research, which formulates hypothesis based on observed patterns. Considering the advanced level of machine learning theory and extensive earlier research in fraud detection, deduction is more suitable than the pursuit of wholly new theoretical frameworks.
Research Strategy: The study employs an experimental approach, methodically evaluating several model setups under regulated conditions. The experimental design comprises baseline models devoid of cost-sensitivity and cost-sensitive variations, facilitating the isolation of the effects of cost-sensitive learning. A variety of algorithms are assessed to confirm that results are not confined to a singular modelling technique. The experimental approach offers robust evidence for causal assertions on the influence of cost-sensitive learning on fraud detection results.
Alternative methodologies, including case study and action research, were evaluated but found to be less suitable. Case studies emphasise a profound comprehension of particular circumstances, while this research seeks generalisable insights relevant to other fraud detection scenarios. Action research prioritises iterative cooperation with practitioners, which was impractical due to the reliance on publicly available synthetic data instead of work with a financial institution.
Methodological Choice; A quantitative mono-method is utilised, concentrating solely on the study of numerical data. Transaction datasets offer organised numerical and categorical attributes suitable for statistical analysis. Model outputs are assessed by quantitative indicators that provide objective performance comparison. Although qualitative methods, like as interviews with fraud analysts, may yield supplementary insights into practical implementation issues, the primary research enquiries concerning model performance and cost-effectiveness are inherently quantitative.
The mono-method approach emphasises depth over breadth, facilitating thorough quantitative analysis instead of cursory examination of many data kinds. The integration of quantitative model evaluation with qualitative stakeholder interviews would enhance comprehension of practical implications; nonetheless, it exceeds the parameters of this technological proof-of-concept study.
Time Horizon: The study used a cross-sectional time frame, examining a snapshot of transaction data gathered during a defined historical period. Cross-sectional research analyses events at a specific moment, in contrast to longitudinal studies that monitor changes over prolonged durations. Although fraudulent tendencies develop over time, necessitating ongoing surveillance in operational systems, the cross-sectional method is suitable for demonstrating the proof-of-concept for the cost-sensitive explainable framework.
Future longitudinal studies could investigate the deterioration of model performance over time as fraudulent tactics advance, thereby guiding strategies for model enhancement and concept drift management. Nevertheless, illustrating the core efficacy of cost-sensitive learning through SHAP explainability necessitates cross-sectional assessment prior to addressing the added intricacy of temporal dynamics.
[bookmark: _Toc214978532][bookmark: _Toc214981729]3.2 Dataset Description
The research employs the Kaggle Fraud Detection dataset, a publicly accessible synthetic dataset produced using the Sparkov simulator. This simulator generates authentic transaction patterns derived from actual mobile money transaction data of a financial services provider, guaranteeing that the synthetic data embodies true fraud features while mitigating privacy issues linked to real customer data.
The dataset is pre-divided into training and test sets, offering independent evaluation data that the model does not encounter during training. This division mitigates overfitting evaluation and guarantees that presented performance measures accurately represent true generalisation ability. Figure 3.1 illustrates that the training set comprises over one million transactions, facilitating comprehensive model training, whereas the test set includes over half a million transactions, ensuring dependable performance assessment.
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Figure 3.1: Dataset Loading and Basic Statistics
The dataset demonstrates significant class imbalance typical of actual fraud detection contexts. Fraudulent transactions include significantly less than one percent of total transactions, posing the difficulty that simplistic models can attain high accuracy by categorising all transactions as lawful, so entirely neglecting fraud detection. This disparity renders the dataset optimal for assessing cost-sensitive learning   methodologies specifically tailored to tackle asymmetric costs in imbalanced classification.
The dataset encompasses various categories pertinent to fraud detection. Transaction attributes including amount, category, and timestamp. Merchant information comprises an identifier and geographic location. Customer demographics encompass geographic location, urban population, and professional occupation. These varied feature types allow models to discern intricate fraud patterns that involve interactions among transaction parameters, merchant profiles, and client features.
The artificial composition of the dataset presents both benefits and drawbacks. Advantages encompass the eradication of privacy issues, facilitating unconstrained study dissemination; the regulation of fraud pattern representation, permitting systematic assessment; and public accessibility, bolstering repeatability. Limitations encompass potential divergence from the complexities of real-world fraud, the absence of specific attributes such as customer transaction history, and the lack of temporal idea drift, as fraudulent strategies evolve in operational settings.
[bookmark: _Toc214978533][bookmark: _Toc214981730]3.3 Data Preprocessing
Data preprocessing converted raw transaction records into a format suitable for modelling by methodical steps that ensured data quality, feature relevance, and compatibility with machine learning algorithms.
Column Removal: A number of columns were deemed irrelevant or unsuitable for modelling. Transaction identifiers offer no predictive value and have been eliminated. Personally identifiable information, such as credit card numbers and customer names, poses privacy hazards and potential data breaches, necessitating their removal even in synthetic data to ensure appropriate modelling procedures. Human-readable temporal strings were eliminated in favour of Unix timestamps that mathematically encode temporal information. Street addresses exhibited excessive granularity and high cardinality, rendering them impractical. Figure 3.2 illustrates the refined dataset subsequent to the elimination of eight extraneous columns.
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Figure 3.2: Data Cleaning Results
Missing Value Analysis: A thorough analysis assessed all attributes in both training and test sets for absent values. The dataset demonstrated full coverage with no absent entries, negating the necessity for imputation methods. This completeness signifies the regulated process of synthetic data production. In practical applications, it is essential to address missing values using techniques such as mean imputation, median imputation, or more advanced methods like multiple imputation.
Categorical Encoding: Numerous categorical features necessitated conversion to numerical format for machine learning methods. Label Encoding was utilised, designating distinct integer identities to each category. This methodology is appropriate for tree-based ensemble techniques that can proficiently manage encoded categorical variables. Figure 3.3 illustrates the encoding procedure for six categorical attributes: merchant, category, gender, city, state, and job.
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Figure 3.3: Categorical Feature Encoding
A crucial aspect of categorical encoding is the management of unseen categories in the test set. If a merchant, city, or occupation present in the test data was not included in the training data, the encoding would be unsuccessful. A fallback method was established, designating unknown categories to a certain value, hence ensuring reliable predictions on novel data. This method is crucial for production deployment as new merchants and locations consistently arise.
Feature Scaling: Tree-based ensemble methods including Random Forest and XGBoost are invariant to feature scaling because they make decisions based on feature value comparisons rather than distances or magnitudes. Therefore, feature scaling through standardization or normalization was not applied. If alternative algorithms such as support vector machines or neural networks were considered, feature scaling would become necessary to prevent features with larger numerical ranges from dominating the learning process.
Final Feature Set: Subsequent to preprocessing, the dataset was divided into features and the target variable, as illustrated in Figure 3.4. The feature matrix has 14 predictive attributes, whereas the target vector includes binary fraud labels for supervised learning.
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Figure 3.4: Features and Target Separation
[bookmark: _Toc214978534][bookmark: _Toc214981731]3.4 Cost Matrix Definition
The cost matrix represents authentic business situations in fraud detection, where various error kinds entail significantly varying financial consequences. In conventional machine learning, all misclassifications are regarded as equivalent; nevertheless, this premise is fundamentally unsuitable for fraud detection.
Omitting a dishonest transaction constitutes a direct financial loss. The institution is obligated to reimburse the false payment, bear chargeback processing fees, and may encounter regulatory sanctions for insufficient fraud measures. Customer trust may be compromised if fraud is not identified swiftly. Investigation and cleanup expenses accrue. The cost of false negatives signifies the whole financial repercussions of unrecognised fraud.
In contrast, erroneously obstructing a genuine transaction results in customer frustration and service expenses, yet incurs no direct loss from fraud. The obstructed transaction necessitates manual evaluation by fraud experts, depleting operational resources. The customer experience deteriorates, potentially resulting in customer attrition. Nevertheless, these expenses are far inferior to the actual losses incurred from fraud. The cost of false positives encompasses customer service expenses and opportunity costs.
The asymmetric cost structure engenders a fundamental optimisation challenge that differs from accuracy maximisation. A model that reduces classification error may not minimise financial costs if it incurs costly false negatives to prevent multiple inexpensive false positives. Cost-sensitive learning explicitly integrates the cost ratio, training models to minimise anticipated financial loss instead of error rate [6], [9].
Cost Parameters:
· False Negative Cost: Represents direct financial loss from undetected fraud
· False Positive Cost: Represents operational overhead from blocked legitimate transactions
· Cost Ratio: Reflects that preventing fraud is substantially more valuable than avoiding false alarms
Total Cost Calculation:
Total Cost = (False Negatives × FN_Cost) + (False Positives × FP_Cost)
This metric provides direct financial evaluation, enabling comparison of models based on business impact rather than statistical accuracy alone [41].
[bookmark: _Toc214978535][bookmark: _Toc214981732]3.5 Model Implementation
Four model configurations were established to rigorously assess the influence of cost-sensitive learning on two major ensemble techniques. The experimental design facilitates the isolation of algorithmic impacts and cost-sensitivity effects via controlled comparison.
Random Forest Models: Random Forest was chosen as an ensemble method because of its demonstrated efficacy in fraud detection, resilience to overfitting, and inherent capability to manage non-linear connections [1], [21]. The basic Random Forest employs the standard scikit-learn implementation with default class weights, treating all misclassifications uniformly during training. The cost-sensitive variant integrates class weights in accordance with the cost ratio, directing the algorithm to prioritise minority class instances during training. This modification alters the decision boundary to identify more fraud, resulting in a higher rate of false positives, prioritising financial results over precision.
XGBoost Models: XGBoost was chosen as the second ensemble approach because of its exceptional performance in machine learning contests and its extensive use in fraud detection applications [2], [37]. XGBoost's gradient boosting framework incrementally constructs trees to rectify faults from preceding trees, frequently attaining enhanced performance relative to Random Forest's concurrent tree assembly. The baseline XGBoost use default parameters and does not address class imbalance. The cost-sensitive form employs the scale_pos_weight parameter, XGBoost's inherent method for mitigating class imbalance [42]. This option modifies the gradient boosting goal function to incorporate the cost of misclassifying cases from the minority class.
All models were trained on the entire training dataset and assessed on the independent test set. Hyperparameters were maintained uniformly across baseline and cost-sensitive variants within each algorithm to isolate the impact of cost-sensitivity. Random seeds were established to guarantee reproducibility. Models were developed utilising standard Python libraries, specifically scikit-learn for Random Forest and the xgboost library for XGBoost, hence assuring compatibility with SHAP explainability tools.
[bookmark: _Toc214978536][bookmark: _Toc214981733]3.6 SHAP Implementation
SHAP analysis offers model-agnostic interpretability, elucidating the contribution of particular features to specific predictions and discovering globally significant features across all predictions. SHAP's theoretical basis in cooperative game theory guarantees that explanations adhere to preferred characteristics, including local accuracy, whereby feature attributions total the disparity between prediction and expected value [3], [4].
TreeExplainer was utilised for the computation of SHAP values, as it is specifically optimised for tree-based models, delivering precise SHAP values devoid of the approximation mistakes associated with kernel SHAP. TreeExplainer utilises the intrinsic architecture of decision trees to effectively calculate attributions, rendering SHAP feasible for extensive applications [4].
A subset of test transactions was utilised for SHAP analysis instead of the entire test set due to computational constraints. Although TreeExplainer is more efficient than kernel SHAP, calculating SHAP values for hundreds of thousands of transactions is laborious. Random sampling ensures representative coverage of the variability within test data while preserving computing efficiency. The sample size reconciles statistical reliability with practical limitations.
Multiple visualization types were generated to serve different explanation purposes:
· Summary Plots (Bar format): Show global feature importance through mean absolute SHAP values, indicating which features most strongly influence predictions across the entire dataset [25]
· Summary Plots (Beeswarm format): Show not only importance but also value distributions, revealing whether high or low feature values drive predictions in specific directions
· Waterfall Plots: Explain individual predictions, decomposing a specific fraud case into feature contributions that sum to the final prediction, enabling detailed examination of model reasoning [23]
[bookmark: _Toc214978537][bookmark: _Toc214981734]3.7 Threshold Optimization
Decision threshold optimisation acknowledges that the standard classification threshold may not reduce financial expenditure. Machine learning models provide probability scores or confidence values, with categorisation judgements determined by comparing these scores to a specified threshold. Standard procedure employs a threshold of 0.5, categorising instances with scores over this value as positive and those below as negative.
Optimal thresholds, however, are contingent upon the proportional costs associated with false positives and false negatives [7], [36]. In instances of asymmetric costs, such as in fraud detection, the threshold for cost minimisation deviates from the standard value. Threshold optimisation methodically assesses various threshold values, calculating the total cost for each, and identifies the threshold that minimises cost.
The optimisation procedure entailed producing prediction probabilities from the training model and subsequently assessing various threshold values. For each threshold, predictions were transformed into binary classifications, confusion matrix statistics were generated, and total cost was determined by weighting false negatives and false positives in accordance with the cost matrix. Recall was monitored in conjunction with cost to ensure the ideal threshold sustains satisfactory fraud detection rates.
The results were examined to determine the cost-minimizing threshold and to comprehend the trade-offs between cost and recall. Threshold optimisation offers an additional mechanism for enhancing cost-effectiveness beyond model training, and the appropriate threshold data is crucial for practical deployment, where the classification decision boundary must be defined [36].
[bookmark: _Toc214978538][bookmark: _Toc214981735]3.8 Evaluation Metrics
Thorough assessment utilised many metrics to capture distinct performance dimensions, acknowledging that no singular indicator comprehensively represents the efficacy of fraud detection. The integration of statistical and financial variables offers a comprehensive evaluation [7], [41].
Statistical Metrics:
· Accuracy: Measures overall correctness but is misleading for imbalanced datasets where high accuracy can be achieved by always predicting the majority class [5]
· Recall (Sensitivity): Quantifies the proportion of actual frauds detected, a critical metric for fraud prevention
· Precision: Measures the proportion of predicted frauds that are genuine, reflecting false positive rates
· F1-Score: Harmonically combines precision and recall into a single metric [7]
· AUC-ROC: Measures discrimination ability across all possible thresholds
Financial Metric: The total cost metric calculates financial impact by assigning weights to false negatives and false positives based on the established cost matrix. This metric corresponds with business objectives, facilitating the assessment of models based on their economic impact rather than solely on statistical performance [41]. Models may demonstrate reduced accuracy or F1-score compared to alternatives, yet attain greater cost-effectiveness by emphasising the identification of high-cost fraud rather than minimising low-cost false positives.
The multi-metric evaluation methodology facilitates a sophisticated comparison. Models are evaluated across various dimensions rather than being ranked by a singular metric. Cost-sensitive models may forfeit a degree of accuracy to enhance cost efficiency. Threshold optimisation may enhance cost efficiency, albeit at the cost of heightened false positives. Comprehending these trade-offs via comprehensive measurements facilitates informed decision-making about model selection and deployment tactics.
[bookmark: _Toc214978539][bookmark: _Toc214981736]Chapter 4: Design and Implementation
[bookmark: _Toc214978540][bookmark: _Toc214981737]4.1 System Architecture
The fraud detection framework was established as a modular system in Python, employing Jupyter Notebooks for reproducible research and clear documentation. The architecture adheres to a pipeline framework with separate steps for data loading, preprocessing, model training, evaluation, and explanation production. This modular architecture allows for independent testing of components and promotes experimentation with various configurations.
The system architecture consists of five main components. The data ingestion module imports training and testing datasets from CSV files and conducts preliminary validation tests. The preprocessing pipeline converts raw transaction records into feature matrices suitable for modelling via category encoding and feature selection. The modelling component incorporates various methods featuring both baseline and cost-sensitive setups. The evaluation module calculates extensive performance measurements, encompassing both statistical data and financial cost assessments. The explainability component produces SHAP-based interpretations of model predictions.
The implementation utilises proven Python libraries to guarantee dependability and compatibility with conventional data science operations. NumPy facilitates efficient numerical computing, Pandas allows for flexible data processing, Scikit-learn offers machine learning methods and evaluation tools, XGBoost provides advanced gradient boosting, SHAP produces model explanations, and Matplotlib gives visualisation outputs. This technology stack comprises industry-standard tools extensively utilised in both academic research and operational fraud detection systems [35].
[bookmark: _Toc214978541][bookmark: _Toc214981738]4.2 Implementation Environment
The development environment employed Anaconda for package management, guaranteeing uniform library versions and addressing dependency issues. Compatibility concerns with Python versions were resolved via systematic environment setting. All experiments were performed on a uniform computing platform to guarantee the reproducibility of results.
Essential technical issues encompassed the management of library dependencies, namely the compatibility of numpy versions with pandas and other scientific computing tools. The matplotlib visualisation library needed meticulous preparation to guarantee accurate plot rendering. The implementation adheres to recommended practices for reproducible research by establishing fixed random seeds, documenting library versions, and organising code for clarity and maintainability.
[bookmark: _Toc214978542][bookmark: _Toc214981739]4.3 Random Forest Baseline Implementation
The Random Forest baseline model was executed utilising scikit-learn's RandomForestClassifier with default parameters. The model was constructed by generating an ensemble of decision trees by bootstrap sampling, training each tree on a random subset of features, then aggregating predictions through majority voting [1].
Training was conducted on the entire dataset without modifications for class weights, treating all misclassifications uniformly. The approach optimised classification accuracy without explicitly accounting for the asymmetric costs associated with false negatives and false positives. This baseline serves as a benchmark for assessing the effects of cost-sensitive learning.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Figure 4.1: Random Forest Baseline Performance Metrics
Figure 4.1 illustrates that the Random Forest baseline attained a high overall accuracy, indicating the model's proficiency in accurately classifying the majority of transactions. Nonetheless, the recall metric exposed a significant limitation—the model identified merely a portion of the real fraud incidents. This behaviour is characteristic of models trained on imbalanced datasets lacking cost-sensitivity, wherein the algorithm tends to skew predictions towards the majority class to reduce the total error rate [5].
Figure 4.2 presents a comprehensive analysis of prediction outcomes through the confusion matrix. True negatives denote accurately recognised genuine transactions, including the predominant majority of forecasts. False positives signify authentic transactions erroneously identified as fraudulent, resulting in superfluous investigative expenses. False negatives constitute the most alarming error type—fraudulent transactions that escaped detection, leading to direct financial losses. True positives indicate fraud cases that have been accurately identified.
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Figure 4.2: Random Forest Baseline Confusion Matrix
The nature of the confusion matrix elucidates the inherent difficulty of imbalanced classification. The model attained elevated accuracy chiefly by accurately categorising the numerous valid transactions. The very low count of true positives relative to false negatives suggests that the model inadequately identified fraud, favouring overall accuracy at the expense of fraud detection efficacy.
[bookmark: _Toc214978543][bookmark: _Toc214981740]4.4 Random Forest Cost-Sensitive Implementation
The cost-sensitive The Random Forest variation integrated class weights to explicitly address the asymmetric costs associated with different mistake types. The class weight parameter was adjusted to represent the cost ratio, directing the algorithm to regard misclassifications of the minority class as significantly more costly than those of the majority class [21].
Throughout training, the weighted loss function altered the decision boundary to enhance fraud detection sensitivity, resulting in elevated false positive rates. This modification corresponds with the business goal of reducing overall financial expenditure instead of enhancing categorisation precision. The model prioritised detecting fraud, even at the expense of obstructing certain legal transactions for manual assessment.
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Figure 4.3: Random Forest Cost-Sensitive Performance Metrics
Figure 4.3 illustrates the significant influence of cost-sensitive learning on model performance. The recall metric significantly improved relative to the baseline, signifying that the model now identifies a substantially greater percentage of genuine fraud cases. This enhancement in fraud detection resulted in a compromise—accuracy diminished somewhat and false positives escalated. From a business standpoint, the enhanced fraud detection sufficiently offsets the rise in false alarms due to the asymmetric cost structure.
Figure 4.4 depicts the confusion matrix, demonstrating the impact of cost-sensitive training on prediction patterns. The quantity of true positives significantly rose relative to the baseline, indicating enhanced fraud detection efficacy. The incidence of false negatives diminished markedly, leading to a reduction in expensive overlooked fraud instances. The rise in false positives indicates a more stringent fraud detection threshold. The number of true negatives diminished accordingly when certain legitimate transactions were identified for scrutiny.
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Figure 4.4: Random Forest Cost-Sensitive Confusion Matrix
The alteration in confusion matrix data indicates the clear cost-benefit tradeoff. By tolerating a greater number of false positives, each associated with minimal cost, the model significantly diminished false negatives that entail considerable financial repercussions. This illustrates the significance of cost-sensitive learning in contexts where different error kinds have fundamentally distinct effects. [6], [9].
[bookmark: _Toc214978544][bookmark: _Toc214981741]4.5 XGBoost Baseline Implementation
The XGBoost baseline model utilised gradient boosting with default parameters, constructing decision trees in succession to rectify faults from prior rounds. XGBoost employs a sequential approach for tree construction, allowing for more precise error correction compared to Random Forest's parallel method; nonetheless, it necessitates meticulous hyperparameter adjustment to avoid overfitting [2].
The baseline design employed standard settings devoid of explicit techniques for managing imbalance. The training refined the logistic loss function to enhance classification accuracy, akin to the Random Forest baseline. This offers an equitable benchmark for assessing the cost-sensitive variant of XGBoost.
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Figure 4.5: XGBoost Baseline Performance Metrics
Figure 4.5 illustrates that the XGBoost baseline attained performance metrics comparable to those of the Random Forest baseline—exhibiting high accuracy with constrained fraud detection recall. The AUC-ROC statistic surpassed that of Random Forest, demonstrating enhanced discriminating between fraudulent and legitimate transactions. Nonetheless, similar to Random Forest, the default decision threshold and absence of cost consideration led to conservative fraud forecasts that reduced false positives while neglecting actual fraud occurrences.
Figure 4.6 illustrates the prediction patterns of XGBoost through the confusion matrix. The model accurately identified the majority of valid transactions (true negatives) and produced minimal false positives. Nonetheless, false negatives exceeded real positives, signifying that considerable fraud remained unrecognised. This pattern reflects the baseline behaviour of Random Forest, affirming that the selection of an algorithm alone is inadequate to tackle the issues of imbalanced, cost-sensitive fraud detection.
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Figure 4.6: XGBoost Baseline Confusion Matrix
[bookmark: _Toc214978545][bookmark: _Toc214981742]4.6 XGBoost Cost-Sensitive Implementation
The XGBoost cost-sensitive model employed the scale_pos_weight option to modify the gradient boosting objective function, addressing class imbalance and related costs [42]. The native XGBoost process offers an alternate method for cost-sensitivity in contrast to the class weights utilised by Random Forest.
The scale_pos_weight parameter was determined according to the class imbalance ratio, so directing the algorithm to prioritise positive class errors during gradient calculation. This modification affects tree construction at each boosting iteration, disseminating cost-awareness across the ensemble development process.
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Figure 4.7: XGBoost Cost-Sensitive Performance Metrics
Figure 4.7 demonstrates that cost-sensitive XGBoost attained the highest recall rate among all models, identifying the greatest proportion of fraudulent cases. This rigorous fraud detection resulted in a significant rise in false positives, leading to diminished precision and reduced overall accuracy. The AUC-ROC remained elevated, signifying that the model preserved strong discriminatory capacity despite the altered decision threshold.
Figure 4.8 illustrates the significant effect of cost-sensitive training on XGBoost predictions, as depicted in the confusion matrix. The number of true positives significantly rose, indicating efficient fraud detection. The incidence of false negatives dropped to the lowest level among all models. Nonetheless, the incidence of false positives escalated markedly, suggesting that numerous valid transactions were erroneously reported for examination. The number of true negatives diminished accordingly when the model adopted a more conservative approach to identifying transactions as legitimate.
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Figure 4.8: XGBoost Cost-Sensitive Confusion Matrix
The pattern of the confusion matrix indicates a significant discovery—the default threshold may be suboptimal for cost-sensitive XGBoost. The high recall is advantageous; nevertheless, the substantial number of false positives indicates that optimising the threshold may diminish false alarms while preserving satisfactory fraud detection rates. This observation prompts the threshold analysis performed in Chapter 5.
[bookmark: _Toc214978546][bookmark: _Toc214981743]4.7 Model Training Process
All models adhered to a uniform training protocol to guarantee equitable comparison. The training data was placed into memory and transmitted to the corresponding algorithm implementations. Random Forest models employed scikit-learn's parallel tree construction, utilising many CPU cores for effective training. XGBoost models utilised gradient boosting with early stopping deactivated to guarantee comprehensive training throughout all boosting iterations.
Hyperparameters were intentionally simplified to distinguish the impact of cost-sensitive learning from intricate parameter optimisation. The quantity of trees, maximum tree depth, and random seeds were standardised across the respective baseline and cost-sensitive variations. This controlled experimental approach allows for the attribution of performance discrepancies directly to cost-sensitivity processes, excluding confusing hyperparameter effects.
Model training was accomplished within acceptable timeframes considering the dataset size. Random Forest training is parallelised across available CPU cores, concluding within minutes. The XGBoost training was conducted sequentially through boosting iterations, requiring more time yet staying computationally feasible. All trained models were promptly evaluated on the reserved test set to determine generalisation performance.
[bookmark: _Toc214978547][bookmark: _Toc214981744]4.8 Implementation Challenges and Solutions
Numerous technical obstacles were faced during deployment and carefully addressed. Compatibility concerns with NumPy versions emerged among various library dependencies, necessitating meticulous environment preparation to guarantee the proper functionality of all packages. The resolution entailed installing particular numpy versions that are compatible with all necessary libraries.
Matplotlib rendering issues initially obstructed the development of visualisations. The issue was rectified by appropriate library initialisation and backend configuration. Categorical encoding necessitated specific management for possibly unseen categories in test data, executed via fallback procedures that allocate unknown values to specified categories.
SHAP computation demonstrated significant computational intensity for the complete test dataset. A representative sample technique was employed to maintain the quality of explanations. The random sampling of test transactions ensured adequate coverage for producing dependable global and local explanations while preserving computational efficiency. This pragmatic strategy reconciles the quality of explanations with practical limitations.
Memory management factors impacted implementation choices. Loading the entire dataset into memory was achievable with the available resources; however, alternate methods like batch processing would be required for larger datasets. The modular architecture enables additions if scaling requirements arise.
[bookmark: _Toc214978548][bookmark: _Toc214981745]4.9 Code Organization and Documentation
The implementation adhered to best standards in software engineering for research code. Jupyter notebooks offer a literate programming environment that integrates code, results, and narrative explanations. Every notebook cell was annotated with explicit remarks detailing its purpose and operation.
The code was systematically arranged into coherent portions aligned with the stages of the pipeline: data loading, preprocessing, model training, evaluation, and explanation production. This framework allows readers to comprehend the workflow and permits the alteration of specific components without impacting others. Variable naming practices adhered to Python standards, employing descriptive names that communicate semantic significance.
Version control using stored notebook checkpoints maintained intermediate results and facilitated error recovery. Output artefacts, comprising trained models, evaluation metrics, and visualisations, were methodically stored on disc for future examination. This methodical strategy for code organisation and documentation guarantees reproducibility and enhances the peer review process of research technique.
[bookmark: _Toc214978549][bookmark: _Toc214981746]Chapter 5: Results and Discussion
[bookmark: _Toc214978550][bookmark: _Toc214981747]5.1 Model Performance Comparison
The thorough assessment of all model configurations indicates substantial disparities in performance across statistical and financial criteria. Figure 5.1 displays the comprehensive comparison table with accuracy, recall, F1-score, AUC-ROC, and total cost for all five model versions.
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[Figure 5.1: Final Model Comparison Table]
The studies reveal several significant results. All models attained an accuracy of 99%, which seems remarkable but is deceptive because to the significant class imbalance. A simplistic model that classifies all transactions as valid will get comparable accuracy but identify no instances of fraud. This affirms that accuracy is an unsuitable key indicator for detecting imbalanced fraud.
Cost-sensitive models attained much greater recall compared to their baseline equivalents. The recall of the Random Forest model improved from 23% to 67%, virtually double the efficacy of fraud detection. The cost-sensitive recall of XGBoost achieved 80%, identifying four times more fraud compared to the baseline. This confirms that integrating cost-awareness in training alters choice limits to emphasise fraud detection.
The total cost statistic elucidates the genuine impact on the firm. The cost-sensitive Random Forest model attained the lowest total cost of $166,780, signifying an approximate 50% decrease from its baseline value of $331,780. This significant reduction in costs transpired despite a marginal decline in accuracy, validating that prioritising financial measures above statistical precision yields better commercial results.
The cost-sensitive XGBoost with the default threshold had a higher expense of $243,920 compared to the XGBoost baseline, although demonstrating superior recall. The overwhelming false positives—exceeding 8,000 compared to 720 in the baseline—incurred significant false alarm costs that surpassed the advantages of fraud detection. This discovery prompts the threshold optimisation examined in Section 5.3.
[image: A comparison of different colored bars

AI-generated content may be incorrect.]
[Figure 5.2: Visual Model Comparison - Cost and Recall]
Figure 5.2 delineates the variations in cost and recall among the models. The left panel displays the total cost, indicating that the cost-sensitive Random Forest is the ideal choice. The right panel illustrates recall, highlighting the significant enhancement resulting from cost-sensitive training. Collectively, these visualisations illustrate the essential tradeoff between rigorous fraud detection and the control of false alarms.
[bookmark: _Toc214978551][bookmark: _Toc214981748]5.2 Cost-Benefit Analysis
The financial study indicates that cost-sensitive learning offers significant economic benefits. The cost-sensitive Random Forest model yielded a savings of around $165,000 relative to the baseline, representing a 50% reduction in costs. This savings stemmed from the identification of 1,148 supplementary fraud cases, accompanied by only modest additional expenditures from false positives.
The XGBoost baseline attained moderate cost performance at $222,400, surpassing the Random Forest baseline but underperforming compared to the cost-sensitive Random Forest model. XGBoost, when cost-sensitive with the default threshold, surprisingly elevated expenses despite achieving the maximum recall of 80.5%. Identifying further fraudulent activities averted losses of $116,400; nevertheless, the generation of 7,296 additional false positives incurred a cost of $145,920, leading to a net increase in expenses. This illustrates that overly aggressive fraud detection without appropriate threshold calibration may yield adverse effects.
The cost study underscores the necessity of evaluating both mistake kinds together. False negatives incur a cost tenfold greater than that of false positives; however, when false positives occur in substantial quantities, their cumulative cost may prevail. The ideal solution necessitates the equilibrium of both error kinds via suitable training methodologies and threshold determination.
[bookmark: _Toc214978552][bookmark: _Toc214981749]5.3 Threshold Optimization Analysis
Systematic threshold evaluation for XGBoost cost-sensitive model explored thresholds from 0.1 to 0.8, computing total cost and recall for each value. Figure 5.3 presents the complete threshold analysis results.
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[Figure 5.3: Threshold Analysis Table]
The research indicates that the ideal threshold is 0.7, resulting in a minimal cost of $204,840. This signifies a $39,080 enhancement (16% decrease) relative to the usual 0.5 threshold. The ideal threshold preserves a recall of 70.8% while decreasing false positives from 8,016 to 3,972.
At minimal criteria such as 0.1, the model identifies nearly all transactions as probable fraud, attaining a recall of 97.9% while producing 37,706 false positives, resulting in a total cost of $763,120. As the threshold rises, false positives diminish swiftly while false negatives escalate gradually, enhancing the cost-benefit equilibrium.
The ideal threshold of 0.7 signifies the equilibrium at which the marginal cost of an additional false negative matches the marginal gain of decreasing several false positives. Beyond this threshold, additional increases yield minimal reductions in false positive costs but result in significant losses due to undetected fraud.
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[Figure 5.4: Threshold Optimization Curves]
Figure 5.4 illustrates the correlations between threshold-cost and threshold-recall. The left panel illustrates a decline in cost as the threshold rises from 0.1 to 0.7, followed by a modest increase at 0.8. The right panel illustrates a monotonic decrease in recall with increasing threshold—elevated thresholds render the model more conservative, resulting in reduced fraud detection but fewer false positives.
Threshold optimisation illustrates that cost-sensitive training and threshold calibration are synergistic methodologies. Cost-aware training develops models that are suitably sensitive to fraud tendencies, while threshold optimisation refines the classification boundary to meet specific operational needs.
[bookmark: _Toc214978553][bookmark: _Toc214981750]5.4 SHAP Explainability Results
SHAP analysis provided transparent explanations for model predictions, addressing interpretability requirements for regulated financial applications. Figure 5.5 shows the SHAP value calculation process.
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[Figure 5.5: SHAP Calculation Process]
Figure 5.6 presents a summary plot that illustrates the global rankings of feature relevance. The transaction quantity proved to be the most significant predictor by a considerable margin. This discovery corresponds with established knowledge—fraudulent transactions frequently entail atypical quantities that diverge from standard customer spending behaviours.
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The category is identified as the second most significant attribute, indicating that fraud is prevalent in particular merchant types or transaction categories. The city population ranks third, suggesting that metropolitan areas may exhibit distinct fraud trends compared to rural regions. The temporal aspects indicated by unix_time demonstrated modest significance, implying that fraudulent patterns fluctuate according to the time of day or day of the week.
Figure 5.7 illustrates the individual case analysis, showcasing how SHAP disaggregates a particular fraud prediction into additive contributions from several features. The waterfall plot illustrates the extent to which each feature influences the forecast, either increasing or decreasing the likelihood of fraud.
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[Figure 5.7: Individual Fraud Case SHAP Explanation]
In the shown fraud scenario, the transaction amount somewhat influenced the prediction towards a genuine classification, whereas unix_time and category significantly favoured a fraud classification. This detailed explanation allows fraud analysts to comprehend and verify precise predictions, fostering confidence in automated systems and enhancing successful human-machine collaboration.
[bookmark: _Toc214978554][bookmark: _Toc214981751]5.5 Discussion of Findings
The experimental findings confirm all three research aims. Cost-sensitive machine learning models effectively mitigate financial losses in comparison to accuracy-optimized baselines. SHAP offers comprehensible elucidations for fraud forecasts. A thorough assessment of several metrics identifies the most effective model configurations.
Several critical insights arise. Initially, conventional accuracy measurements are intrinsically insufficient for detecting imbalanced fraud. All models attained over 99% accuracy; nevertheless, their commercial worth fluctuated significantly according on recall and cost efficiency.
The ideal strategy is contingent upon the operational circumstances. The cost-sensitive Random Forest model attained the minimal total cost by optimising fraud detection and managing false alarms effectively. XGBoost with an optimised threshold attained superior recall while sustaining acceptable costs.
Third, standard model setups seldom attain optimal performance. Both cost-sensitive training and threshold optimisation yielded significant enhancements compared to baseline methods. This underscores the significance of methodical model optimisation guided by business needs.
Fourth, explainability and performance are congruent aims. The optimal model configurations generated distinct SHAP explanations that elucidate intuitive fraud indications. The transaction amount, category, and temporal patterns correspond with the domain knowledge of fraud detection.
The paradigm effectively incorporates cost-sensitivity and explainability, addressing the research gap noted in the literature assessment. Cost-sensitive models generate explicable predictions, and these explanations elucidate the impact of cost sensitivity on feature significance and decision boundaries.
The results provide pragmatic significance for financial organisations. Organisations ought to prioritise cost-effective training methodologies over accuracy enhancement. Systematic threshold optimisation must be conducted in accordance with institutional cost structures. SHAP explanations ought to be incorporated into the workflows of fraud analysts. The transaction amount should be acknowledged as the principal signal of fraud, augmented by category and temporal attributes.
[bookmark: _Toc214978555][bookmark: _Toc214981752]Chapter 6: Conclusions and Recommendations
[bookmark: _Toc214978556][bookmark: _Toc214981753]6.1 Summary of Research
This study created and assessed an explainable machine learning framework for financial fraud detection, using cost-sensitive learning and SHAP-based interpretability. The paper tackled the significant issue that conventional machine learning methods prioritise accuracy criteria unsuitable for imbalanced fraud detection contexts, where various error types entail markedly different financial repercussions.
The study employed four model configurations on a publicly accessible fraud transaction dataset comprising over 1.8 million transactions characterised by significant class imbalance. A pragmatic cost matrix was established, indicating that false negatives entail significantly greater costs than false positives, mirroring the business reality that overlooking fraud cases leads to actual financial losses.
Experimental results indicated that the cost-sensitive Random Forest attained the lowest total cost of $166,780, reflecting a 50% decrease relative to the baseline. The cost-sensitive variation enhanced fraud detection recall from 23% to 67%, identifying nearly thrice more fraud incidents. Threshold optimisation investigation indicated that methodical threshold selection might decrease costs by an additional 16%.
SHAP analysis yielded clear explanations, indicating transaction amount as the primary predictor of fraud, succeeded by transaction category and temporal features. Individual case analyses illustrated how particular feature values influence fraud classifications, allowing fraud analysts to verify and comprehend automated determinations.
[bookmark: _Toc214978557][bookmark: _Toc214981754]6.2 Research Contributions
This study presents multiple significant contributions. Initially, it offers actual evidence that cost-sensitive learning markedly enhances financial results in fraud detection. The 50% cost reduction illustrates the significant business impact of integrating domain-specific cost structures into model training.
The study examines the research gap concerning the integration of cost-sensitive learning with explainability. Prior studies often regarded these as distinct issues; nevertheless, this research illustrates their synergistic integration. Cost-aware models generate predictions that may be elucidated by SHAP, and these explanations demonstrate the impact of cost-sensitivity on feature significance.
The comprehensive evaluation methodology that integrates statistical measures with financial cost analysis serves as a model for assessing fraud detection systems. The multi-metric technique elucidates the trade-offs among accuracy, recall, and cost that a single-metric examination would conceal.
The threshold optimisation analysis indicates that post-training calibration enhances cost-sensitive training. Organisations can modify decision thresholds in response to evolving operational demands without the necessity of retraining models, hence ensuring operational flexibility.
[bookmark: _Toc214978558][bookmark: _Toc214981755]6.3 Limitations
Numerous constraints hinder the generalisability of these findings. The dataset utilised is synthetic, produced via simulation rather than derived from real fraud incidents. Although realistic, it may not entirely encompass the intricacy and variety of actual fraud strategies.
The cost numbers employed are simplified estimates intended for demonstrative purposes. The costs of actual fraud differ markedly among transaction kinds, client categories, and institutional contexts. Organisations must perform comprehensive cost-benefit evaluations tailored to their activities.
The study emphasises supervised learning methodologies that necessitate labelled training data. Acquiring dependable fraud labels in practice is often difficult due to the latency in fraud detection and inaccuracies in labelling.
The framework encompasses batch processing scenarios. This work does not address the necessity for real-time processing with strict latency requirements in real-world fraud detection.
The research fails to consider adversarial situations in which fraudsters deliberately seek to circumvent detection systems. Adaptive fraud strategies are significant factors for production deployment but are beyond the purview of this study.
[bookmark: _Toc214978559][bookmark: _Toc214981756]6.4 Recommendations for Future Work
Multiple promising avenues arise for the advancement of this research. Initially, practical implementation and assessment in collaboration with financial institutions would confirm the framework's efficacy in operational settings. Partnerships with banks or payment processors would facilitate the examination of real fraud data and the assessment of business impact.
Secondly, examining online learning and model updating methodologies would mitigate idea drift as fraudulent patterns develop. Adaptive learning frameworks that progressively update models could sustain detection efficacy over time.
Third, investigating deep learning methodologies may enhance detection efficacy. Recurrent neural networks can simulate sequential transaction patterns, but attention mechanisms can discern pertinent temporal patterns.
Fourth, the integration of other data sources may improve fraud detection. Customer behavioural profiles, transaction history attributes, and network relationship data offer substantial contexts for detecting fraud.
Fifth, examining fairness and bias in cost-sensitive fraud detection warrants consideration. Investigating fairness-aware cost-sensitive learning will guarantee that fraud detection algorithms do not exhibit bias against protected groups.
Sixth, expanding the system to encompass additional fraud domains outside payment transactions would illustrate its wider application. Insurance fraud, healthcare fraud, and tax fraud demonstrate distinct patterns necessitating specialised adaptations for each domain.
[bookmark: _Toc214978560][bookmark: _Toc214981757]6.5 Concluding Remarks
This study effectively established an explainable machine learning framework for financial fraud detection that combines cost-sensitive learning with SHAP-based interpretability. The framework tackles significant difficulties such as severe class imbalance, disproportionate error costs, and regulatory mandates for model openness.
The results indicate that cost-sensitive learning yields significant financial advantages, that explainability and performance are compatible goals, and that systematic threshold optimisation improves cost-effectiveness. The framework constitutes a pragmatic, executable solution utilising open-source tools appropriate for implementation in financial institutions.
As financial crime evolves, machine learning systems must reconcile several objectives: optimising fraud detection, reducing operating costs, and ensuring transparency for regulatory compliance. This research advances that objective by illustrating the integration of cost-sensitivity and explainability within a cohesive framework that fulfils both technical and business needs.
The shift from accuracy-focused machine learning to cost-conscious, explainable systems signifies a significant advancement in fraud detection methodologies. This study offers factual evidence and practical assistance for organisations undergoing this transformation, ultimately enhancing the efficacy and reliability of fraud detection systems that safeguard financial institutions and consumers.
[bookmark: _Toc214978561][bookmark: _Toc214981758]Chapter 7: Reflection
[bookmark: _Toc214978562][bookmark: _Toc214981759]7.1 Learning Experience
This research has been a substantial educational experience that improved my technical abilities and comprehension of machine learning applications in finance. Engaging with significantly imbalanced datasets has demonstrated that conventional evaluation metrics may be deceptive, necessitating that domain-specific factors inform model development. The disclosure that a model exhibiting 99% accuracy may be almost ineffective for fraud detection was enlightening and dramatically transformed my approach to classification challenges.
Implementing cost-sensitive learning necessitated comprehension of both the technical processes, such as class weights and scale_pos_weight parameters, and the business rationale underlying asymmetric cost structures. This connected theoretical machine learning with actual business applications. I learnt to consider the implications of algorithms in terms of their tangible financial impact.
The SHAP implementation was notably illuminating. Comprehending the articulation of intricate model decisions to non-technical stakeholders is an essential competency that transcends this project. The visualisation tools acquired—summary plots, waterfall diagrams, and beeswarm plots—will prove advantageous in future professional pursuits when elucidating AI judgements is crucial.
[bookmark: _Toc214978563][bookmark: _Toc214981760]7.2 Technical Challenges and Solutions
The project posed numerous technical obstacles that enhanced my problem-solving skills. Overseeing library dependencies, especially with NumPy version compatibility challenges, underscored the significance of methodical environment management. Resolving these challenges necessitated patience and systematic debugging, competencies vital for any data science endeavour.
The computing demands of SHAP calculations on extensive datasets compelled me to adopt pragmatic sampling strategies. The necessity of balancing explanatory quality with computational feasibility has demonstrated that ideal answers are not always pragmatic, and that sound approximations frequently suffice for research objectives.
Managing categorical variables with possible unobserved categories in test data necessitated the application of resilient encoding methodologies. The foresight of edge cases and the implementation of defensive programming techniques will benefit me in the creation of production systems.
[bookmark: _Toc214978564][bookmark: _Toc214981761]7.3 Research Skills Development
This research enhanced my capacity to critically analyse academic literature, integrate findings from many sources, and discern research gaps. The literature review method enabled me to differentiate between descriptive summaries and critical analyses, as well as comprehend how individual studies contribute to overarching research narratives.
The experimental design process—formulating hypotheses, regulating variables, and methodically contrasting configurations—afforded practical experience with scientific technique. Recognising the significance of reproducibility prompted me to establish fixed random seeds, document library versions, and organise code for clarity.
Composing the study report enhanced my capacity to articulate technical concepts with clarity and organise intricate information systematically. Harmonising technical depth with readability for diverse audiences is a skill that enhances through practice.
[bookmark: _Toc214978565][bookmark: _Toc214981762]7.4 Future Aspirations
This study has reinforced my aspiration to pursue a career in data science and machine learning, specifically within financial applications. The convergence of technical problem-solving and business effect is both intellectually engaging and socially beneficial. Fraud detection systems safeguard consumers and institutions, rendering this endeavour significant beyond mere technical accomplishment.
I intend to further this research by investigating deep learning methodologies and real-time deployment frameworks. The competencies developed via this project—cost-sensitive learning, explainable AI, and systematic evaluation—establish a robust basis for addressing increasingly intricate difficulties. I am also interested in the application of these techniques to other fields, such as healthcare, where analogous challenges of imbalanced data and the necessity for explainability are present.
The research has identified areas requiring additional development, specifically in distributed computing for large-scale data processing and online learning for reacting to changing trends. These will serve as focal points for ongoing development as I advance in my career.
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