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SECTION I
  Introduction
   Internet using is growing rapidly in nowadays. Internet occurred as a result of communicating nodes with each to obtain this, various addressing protocols were developed. The well-known is called Internet Protocol. Internet Protocol (IP) is a communication protocol that underlies the Internet. The purpose of the Protocol is to allow the addressing of the information to be sent over the network. (EmreDurdağı, IPV4/IPV6 security and threat comparisons, 2010,p5285-5291)
   Internet Protocol version 4 (IPv4) is the fourth revision in the development of Internet Protocol (IP) and the first version of the protocol that finds widespread distribution. This protocol, together with IPv6, is the core of the Internet's standard network technologies. Currently, version 4 of the protocol is widely used, where IP addresses are 32-bit integers. (EmreDurdağı, IPV4/IPV6 security and threat comparisons, 2010)
   Version 6 of the Internet Protocol (IPv6) is the latest version of the protocol used for Internet communications. And for many years it has existed. Currently, however, many organizations have slowed their migration to IPv6 because they realize that the security considerations and IPv6 products may be insufficient, they realize that they cannot deploy IPv6 without first considering the security of this protocol. (Harith Dawood, 2013)
   This version of the Protocol – IPV4 has started to shift from the newer version of IPv 6 in recent years. IP addresses are 128-bit numbers from IPv6. These IP addresses, separated by a colon, are represented as eight 16-bit integer. 
   A dotted-decimal subnet mask or prefix length (slash notation) can identify the prefix or network portion of an IPv4 address. IPv6 uses the length of the prefix to represent the part of the address prefix. The dotted-decimal subnet mask notation is not used by IPv6. Using the IPv6 address / prefix length, the prefix length is used to specify the network portion of an IPv6 address. The length of the prefix may vary from 0 to 128. For LANs and most other types of networks, a typical IPv6 prefix length is/64. This means that the address's prefix or network portion is 64 bits long, leaving an additional 64 bits for the address's interface ID (host portion). (Cisco),Chapter 7.2, Networking Academy.
The Advantages in IPv6
    The main advantage of IPv6 over IPv4 is that a larger address space is supported by IPv6. Compared to IPv4, which is barely 32 bits, the length of an IPv6 address is 128 bits. Therefore, the address space has 2128 or about 3.4 some 1038 address. This provides more than 300 million IP addresses per inhabitant of the Earth in the classical use of IPv6 (using only unicast addressing).    There are three types of IPv6 addresses:
 Unicast - An unicast IPv6 address uniquely identifies an IPv6-enabled device interface. The IPv6 address source must be an unicast address.  Multicast - An IPv6 multicast address is used to send a single IPv6 packet to multiple destinations. 
 Anycast - An IPv6 anycast address is any unicast IPv6 address that multiple devices can be assigned to. A packet sent to anycast address is routed with that address to the nearest device. Anycast addresses are beyond this course's scope.
  Unlike IPv4, IPv6 does not have a broadcast address. However, there is an IPv6 all-nodes multicast address that essentially gives the same result. (Cisco)  (Cisco),Chapter 7.2, Networking Academy.
  Also, we can note several advantages of IPv6 
· Plug and Play setup with or without DHCP;
· Better utilization of bandwidth by using unicast, multicast (instead of broadcast, both in IPv4) and anycast;
· Better quality level support for all applications;
· Improved support for extensions and better routing capabilities;
· A native information structure for safety for both data packets and control packs;
· Improved mobility with fast channel switching, Route optimisation and hierarchical mobility. (wikipedia)
  Auto configuration
  Auto configuration is an important feature of IPv6. An IP address must be assigned to each interface connected to the network for devices such as a PC, laptop, PDA or cell phone using an IP-based network. For this task, IPv4 is limited to stateful protocols such as the Dynamic Host Configuration Protocol, which require a server to store a requesting host’s configuration information. In addition to supporting stateful autoconfiguration through DHCPv6, IPv6 introduces a simplified stateless autoconfiguration procedure where a node can configure its IP address based only on local information that is without contacting a server. Stateless auto configuration occurs without the use of DHCP. (EmreDurdağı, IPV4/IPV6 security and threat comparisons, 2010)

  Security threats in  IPv6 network
  Some types of attacks have not fundamentally changed by appearance of the IPv6 protocol. Despite security improvements implemented in the new IPv6 protocol, IPv6 networks are still exposed to different types of attacks. Some vulnerabilities still exist, so there are different attack types that could potentially harm IPv6 networks.
  Application layer attacks
  Attacks on the application layer are today's most common attacks. This includes, for example, buffer overflow attacks, web application attacks (e.g. CGI attacks), various kinds of viruses and worms. Unfortunately, the transition to the IPv6 protocol will not prevent computer systems and networks from these attacks or alleviate their effects as both IPv4 and IPv6 are network layer protocols and these types of attacks are carried out on the ISO / OSI network model application layer. (EmreDurdağı, IPV4/IPV6 security and threat comparisons, 2010)
 The sniffing attacks
  A typical example of an IPv4 and IPv6 network attack is a sniffing attack. The sniffing attack involves the capture through the network of the data being transmitted. If confidential data is transmitted in a plaintext protocol, an attacker running sniffing attack can easily compromise them. (EmreDurdağı, IPV4/IPV6 security and threat comparisons, 2010)
Flooding attacks
  A flooding attack is one of the most common types of attacks present. It involves flooding a network device or a host with high network traffic volumes. Such a large amount of network traffic cannot be processed by a targeted device and becomes unavailable or out of service when the targeted network device is simultaneously flooded by network traffic from many hosts. This type of attack can also affect the IPv6 networks, as the fundamental principles of the flood attack remain the same. (EmreDurdağı, IPV4/IPV6 security and threat comparisons, 2010,p5285-5291)
Reconnaissance attacks in IPv6 
A recognition attack is usually the first phase of the bigger attack. An intruder uses reconnaissance attacks to collect some essential victim network data that can be misused later in additional attacks. First, an intruder uses ping probes in order to determine which IP addresses are in use in the victim network. In IPv6 networks, the subnet size is much larger than in IPv4 networks (the default subnet size is 64 bits in IPv6 networks). An intruder should make 264 probes to scan the entire subnet–so it's impossible. Owing to this fact, IPv6 networks are much more resistant to reconnaissance attacks than IPv4 networks. (EmreDurdağı, IPV4/IPV6 security and threat comparisons, 2010)
  Moving to IPv6 cannot be done at once. Both IPv4 and IPv6 will coexist in the expected future. It is expected that the transition will take years. To help network administrators migrate their networks to IPv6, the IETF has created various protocols and tools. It is possible to divide migration techniques into three categories:
· [bookmark: _GoBack]Dual Stack – The dual stack solution configures every network device, server, switch, router and firewall in an ISP network with IPv4 and IPv6 connectivity capabilities.
· Tunnelling – tunnelling is a method of transporting an IPv6 packet over an IPv4 network. The IPv6 packet is encapsulated inside an IPv4 packet, similar to other types of data. 
· Translation – Network Address Translation 64 (NAT64) allows IPv6-enabled devices to communicate with IPv4-enabled devices using a translation technique similar to NAT for IPv4. An IPv6 packet is translated to an IPv4 packet and vice versa. 
Note: Tunnelling and translation are only used where needed. The goal should be native IPv6 communications from source to destination. (Cisco),  (Cisco),Chapter 7, Networking Academy.
  
II Section
Design an IP addressing scheme for School of Computerscience and Engineering

	
	
	
	
	
	

	172.16.0.0/21
	 
	 
	 
	 
	 

	School of Applied Computing: 
	 
	 
	 
	 
	 

	Lab No
	Address
	First IP address
	Last IP address
	Broadcast Add
	Subnet mask

	Open Access lab with 245 pcs and 5 printers
	172.16.0.0/23
	172.16.0.1
	 172.16.1.254
	172.16.1.255
	255.255.254.0

	Lab308- 140 pcs,
	172.16.2.0/24
	172.16.2.1 
	172.16.2.254
	172.16.2.255
	255.255.255.0

	lab301 – 60 pcs,
	172.16.3.0/25
	172.16.3.1 
	 172.16.3.126
	172.16.3.127
	255.255.255.128

	Lab309 – 50 pcs
	172.16.3.128/26
	172.16.3.129 
	 172.16.3.190
	172.16.3.191
	255.255.255.192

	Lab 304 – 45 pcs,
	172.16.3.192/26
	172.16.3.193 
	 172.16.3.254
	172.16.3.255
	255.255.255.192

	Lab306 – 40 pcs,
	172.16.4.0/26
	172.16.4.1 
	 172.16.4.62
	172.16.4.63
	255.255.255.192

	Lab303 – 36 pcs,
	172.16.4.64/26
	172.16.4.65 
	 172.16.4.126
	172.16.4.127
	255.255.255.192

	Lab302 – 30 pcs,
	172.16.4.128/26
	172.16.4.129 
	 172.16.4.190
	172.16.4.191
	255.255.255.192

	staff room - 20
	172.16.4.192/26
	172.16.4.193
	172.16.4.254
	172.16.4.255
	255.255.255.192

	A Test centre – 20 pcs, 1 IP phone, a printer
	172.16.5.0/27
	172.16.5.1 
	 172.16.5.30
	172.16.5.31
	255.255.255.224

	Lab310 – 18 pcs.
	172.16.5.32/27
	172.16.5.33 
	 172.16.5.62
	172.16.5.63
	255.255.255.224

	
	
	
	
	
	

	
	
	
	
	
	

	 172.16.10.0/23
	
	
	
	
	

	School of Automotive Engineering
	
	
	
	
	

	Lab No
	Address
	First IP address
	Last IP address
	Broadcast Add
	Subnet mask

	Lab301 – 50 pcs.
	172.16.10.0/26
	172.16.10.1 
	 172.16.10.62
	172.16.10.63
	255.255.255.192

	Lab206 – 48 pcs,
	172.16.10.64/26
	172.16.10.65 
	 172.16.10.126
	172.16.10.127
	255.255.255.192

	Lab205 – 40 pcs,
	172.16.10.128/26
	172.16.10.129 
	 172.16.10.190
	172.16.10.191
	255.255.255.192

	lab101 – 40 pcs,
	172.16.10.192/26
	172.16.10.193 
	 172.16.10.254
	172.16.10.255
	255.255.255.192

	Lab103 – 35 pcs,
	172.16.11.0/26
	172.16.11.1 
	172.16.11.62
	172.16.11.63
	255.255.255.192

	staff room - 25
	172.16.11.64/26
	172.16.11.65 
	 172.16.11.126
	172.16.11.127
	255.255.255.192

	Lab102 – 25 pcs,
	172.16.11.128/27
	172.16.11.129 
	 172.16.11.158
	172.16.11.159
	255.255.255.224

	CAD lab – 20 pcs and
	172.16.11.160/27
	172.16.11.161 
	172.16.11.190
	172.16.11.191
	255.255.255.224

	
	
	
	
	
	

	
	
	
	
	
	

	17.16.20.0/22
	
	
	
	
	

	School of Engineering
	
	
	
	
	

	Lab No
	Address
	First IP address
	Last IP address
	Broadcast
	Subnet mask

	Lab202 – 80 pcs,
	172.16.20.0/25
	172.16.20.1 
	172.16.20.126
	172.16.20.127
	255.255.255.128

	Lab409 – 80 pcs,
	172.16.20.128/25
	172.16.20.129 
	172.16.20.254
	172.16.20.255
	255.255.255.128

	Lab203 – 65 pcs,
	172.16.21.0/25
	172.16.21.1 
	172.16.21.126
	172.16.21.127
	255.255.255.128

	Lab404 – 45 pcs,
	172.16.21.128/26
	172.16.21.129 
	 172.16.21.190
	172.16.21.191
	255.255.255.192

	Lab410 – 45 pcs.
	172.16.21.192/26
	172.16.21.193 
	 172.16.21.254
	172.16.21.255
	255.255.255.192

	Lab408 – 28 pcs,
	172.16.22.0/26
	172.16.22.1 
	172.16.22.62
	172.16.22.63
	255.255.255.192

	Lab205 – 25 pcs,
	172.16.22.64/26
	172.16.22.65 
	172.16.22.126
	172.16.22.127
	255.255.255.192

	lab201 – 20 pcs,
	172.16.22.128/27
	172.16.22.129 
	172.16.22.158
	172.16.22.159
	255.255.255.224

	staff room - 18
	172.16.22.160/27
	172.16.22.161 
	 172.16.22.190
	172.16.22.191
	255.255.255.224

	
	
	
	
	
	



IPv6 address for 6 servers located at the University building


	IPV6 addresses
	
	
	
	

	DNS
	Global unicast
	 
	2001:DB8:ACAD:12::/3
	 
	 

	Email
	Unique-Local Address
	 
	fc00::11/7
	 
	 

	Finance
	Unique-Local Address
	 
	fc00::12/7
	 
	 

	Registry
	Unique-Local Address
	 
	fc00::13/7
	 
	 

	File server
	Unique-Local Address
	 
	fc00::14/7
	 
	 

	Print server
	Unique-Local Address
	 
	fc00::15/7
	 
	 

	MP
	Global unicast
	 
	2001:DB8:ACAD:11::/3
	 
	 

	ISP
	Global unicast
	 
	2001:DB8:ACAD:14::/3
	 
	 




  III Conclusion

   IPv6 or Internet Protocol version 6 is a next-generation Internet protocol. It was created to meet the challenges that are facing the exhaustion of the addresses, as well as to deal with the problems in the Internet Protocol IPv4.
   Most users, private and those with small business, have only one IP address on the Internet-the one that is assigned to the router, which connects them with their ISP. The router itself assigns private IP addresses internally to the devices that are attached to it. These are addresses that are local and cannot be used directly on the Internet. The problem is that the router has to constantly monitor which traffic to which device belongs and therefore converts the internal IP to a public one in order to enable communication with the Internet ,but With IPv6 any device can literally have its own real IP address and  all devices will be available from public networks, helping people easily and quickly manage their home devices.
    IPv6 migration is not vitally important, but still in areas where IPv4 is completely exhausted from to addresses, new devices which are connect to the Internet will not have another option and will probably be forced to rely on IPv6 addresses.
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