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Abstract
AeroLink Logistics (ALL) is a fairly typical example of what happens when a company's technology moves faster than its governance. Over the past few years the firm has leaned heavily on cloud platforms, IoT tracking sensors and AI-driven analytics to keep its global shipping operations running, and roughly 88% of its IT infrastructure now sits with outside vendors. That approach has clear operational benefits, but it has also left ALL exposed: several breaches involving client shipment records and customer personal data have already occurred, and the company still has no unified security framework, no central process for managing risk, and no formal programme for checking its practices against standards such as GDPR or ISO 27001. This report looks at how ALL might close that gap. Drawing on peer-reviewed research and four widely used frameworks, the NIST Cybersecurity Framework 2.0, ISO/IEC 27001, COBIT 2019 and ITIL 4, it sets out a governance and security model built around ALL's actual situation rather than a generic checklist. The proposal covers strategic governance, policy, risk assessment, access control, vendor and SLA oversight, and business continuity, and it makes the case that reviewing these arrangements once and leaving them alone is not enough; regulations, threats and technology all keep moving, so the framework has to be revisited regularly. Assumptions about ALL's size, budget and regulatory reach are noted where they shape the recommendations.
1. Introduction
Most organisations now run some mix of cloud services, IoT devices and AI tools, and each addition tends to widen the attack surface a little further. Once systems start talking to each other across borders and through different service providers, the risk of a data breach, an unauthorised login, or a regulatory slip-up goes up as well (Salas-Riega et al., 2025). That leaves IT professionals with a broader job than just protecting data: they also have to make sure the organisation's overall security posture actually lines up with its governance framework and whatever compliance obligations apply.
This report works through established security frameworks and applies them to AeroLink Logistics (ALL), a multinational logistics company used as the case study. Section 2 looks at four frameworks in common use — NIST CSF 2.0, ISO/IEC 27001, COBIT 2019 and ITIL 4 — and compares what each one is actually for. Section 3 lays out the assumptions made about ALL, since the case brief leaves several details open. Section 4 is where the pieces come together: an integrated design covering the eight areas the assignment asks for. Section 5 steps back to ask why regulations and standards need revisiting rather than adopted once and left alone, and Section 6 closes the report.
2. Research into IT Security Frameworks and Models
There is no shortage of frameworks aimed at helping organisations get a handle on information security, IT governance and service management. None of them covers everything on its own, and the literature has moved towards viewing them as complementary rather than competing — different layers covering strategic governance, risk-based controls, day-to-day cybersecurity operations and service delivery (Antariksa, Angin and Widodo, 2025).
2.1 NIST Cybersecurity Framework (CSF) 2.0
NIST's Cybersecurity Framework organises security activity around six core functions — Govern, Identify, Protect, Detect, Respond and Recover (NIST, 2024). The Govern function is new to version 2.0, and it matters here because it ties cybersecurity risk directly to organisational strategy and supply-chain risk, which is exactly where ALL is weakest given how much of its infrastructure sits with outside vendors. A systematic review by Salas-Riega et al. (2025) found the framework's biggest strength is its flexibility: it's risk-based rather than prescriptive, so it adapts to different organisations reasonably well. That flexibility comes at a cost, though. The review also found implementation varies a lot in practice — large organisations tend to do well on the Protect and Detect functions, while smaller or less mature ones often struggle simply because they lack resources or clear local guidance on how to apply it.
2.2 ISO/IEC 27001
ISO/IEC 27001 sets out requirements for building, running and continually improving an information security management system (ISMS), and it's still the most recognised certifiable standard in this space — adoption has been growing by more than 20% a year (Culot et al., 2021). Its Annex A controls give a ready-made structure for two of the areas this assignment asks about: protection mechanisms and access controls, and security policies. One point from Culot et al.'s (2021) review is worth flagging: organisations tend to pursue certification because a client or regulator is pushing them to, not because they ran a risk assessment and decided it was needed. That fits ALL fairly closely — security has become urgent here because of breaches that already happened, not because of forward planning.
2.3 COBIT 2019
COBIT 2019, ISACA's framework for enterprise governance of IT, sits at a different level to NIST CSF and ISO/IEC 27001. Where those two are mostly about operational and technical security, COBIT is concerned with lining up IT investment and risk appetite with what the business actually needs, using a set of governance and management objectives. It also builds in ‘design factors’ meant to tailor governance to an organisation's specific context — which is more or less the gap ALL has right now, given it has no unified security framework and no centralised risk management process. A systematic review of 23 studies published between 2020 and 2024 found COBIT 2019 working well across logistics, healthcare and education, though success in every case came down to whether management actually backed it and stakeholders stayed engaged (Antariksa, Angin and Widodo, 2025).
2.4 ITIL 4
ITIL 4 takes a service-value-system view of IT service management, and its incident, problem and change management practices are what turn governance policy into something that actually happens day to day. For ALL, that matters because the practices give a way to push security policy out across the various third-party vendors running its outsourced infrastructure, rather than leaving it as a document nobody follows.
2.5 Towards an Integrated Model
Figure 1 pulls these four together. COBIT 2019 sits at the top, setting direction and risk appetite; ISO/IEC 27001 turns that direction into a certifiable set of risk-based controls; NIST CSF 2.0 runs the operational cybersecurity lifecycle underneath that; and ITIL 4 embeds the resulting policies into everyday service management. This layered view is what the design in Section 4 is built on.
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Figure 1: Complementary roles of COBIT 2019, ISO/IEC 27001, NIST CSF 2.0 and ITIL 4 (adapted from Culot et al., 2021; Antariksa, Angin and Widodo, 2025; NIST, 2024).
	Framework
	Primary Orientation
	Core Structure
	Relevance to ALL

	COBIT 2019
	IT governance & business alignment
	40 governance/management objectives, design factors
	Establishes the missing security steering committee and risk appetite

	ISO/IEC 27001
	Risk-based ISMS & certification
	Annex A controls; Plan-Do-Check-Act cycle
	Provides certifiable controls for vendor and PII protection

	NIST CSF 2.0
	Operational cybersecurity lifecycle
	Govern, Identify, Protect, Detect, Respond, Recover
	Structures day-to-day detection and incident response for IoT/cloud assets

	ITIL 4
	IT service management
	Service value chain, 34 management practices
	Operationalises policy across outsourced IaaS/SaaS vendors



Table 1: Comparison of the four frameworks reviewed.
3. Case Context and Stated Assumptions
AeroLink Logistics (ALL) moves freight across borders for a living, and almost everything that keeps that running sits on someone else's infrastructure — roughly 88% of its IT estate is rented through IaaS and SaaS providers. Cloud platforms handle the workloads, IoT sensors track shipments in transit, and AI analytics sit on top of the resulting data. Because the business never really stops, staff, suppliers and partners log into internal systems around the clock, often from personal laptops and phones that ALL has no control over.
That openness has already cost the company. Breaches have exposed client shipment records and customer personal data. What ALL doesn't have is anything holding the pieces together: no single security framework, no central process for identifying and managing risk, and no formal audit programme testing whether it actually meets GDPR or ISO 27001.
Want a shorter version, or one pitched at a specific audience (board, auditor, coursework)?
Because the case scenario does not specify certain organisational details, the following assumptions are made to contextualise the design, in line with the assignment's requirement to state all assumptions:
ALL is assumed to be a medium-to-large enterprise (1,000–5,000 employees) with sufficient revenue to fund a dedicated security function, but without a mature existing security budget line.
ALL processes personal data of EU/UK clients and is therefore in scope for GDPR, in addition to jurisdiction-specific data protection laws in the countries where it operates.
ALL's outsourced vendors are assumed to be reputable but not currently held to a standardised security SLA; contractual renegotiation is assumed to be feasible within 6–12 months.
The organisation has some existing IT operations capability (a helpdesk and infrastructure team) but no formal Chief Information Security Officer (CISO) role at present.
Budget constraints mean the proposed design favours phased implementation over a 'big bang' rollout, prioritising the highest-risk gaps (access control and vendor oversight) first.
4. Proposed Design Approach for AeroLink Logistics
The design below brings the four frameworks from Section 2 together into a single governance and security architecture (Figure 2), working through each of the eight areas the assignment brief specifies.
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Figure 2: Proposed security governance and compliance security architecture for AeroLink Logistics.
4.1 Governance and Strategic Planning for Security
In line with COBIT 2019, ALL should set up a Board-level Security Steering Committee chaired by a newly appointed CISO. This committee would set risk appetite, sign off the security strategy, and report on security posture to the Board every quarter — which addresses the case brief's point directly: ALL currently has no clear assignment of security responsibilities and no coordination between departments.
4.2 Security Policies and Procedures
ALL needs an Information Security Policy suite covering acceptable use, access control, data classification, remote and unmanaged-device access, and incident reporting, built against ISO/IEC 27001 Annex A and formally signed off by the Steering Committee. Given the case scenario specifically flags unmanaged devices as a problem, the policy should require baseline endpoint controls — mobile device management, disk encryption — before any device is allowed to connect.
4.3 Risk Management and Assessment
A centralised risk register, aligned to NIST CSF's Identify function, should be maintained and reviewed every quarter. Table 2 sets out an indicative top-tier risk assessment for ALL based on what the case scenario describes.
	Risk
	Likelihood
	Impact
	Proposed Treatment

	Unauthorised access via unmanaged remote devices
	High
	High
	Enforce MFA, MDM enrolment and conditional access policies

	Vendor-side data breach (IaaS/SaaS)
	Medium
	High
	Security SLAs, right-to-audit clauses, vendor risk tiering

	IoT sensor compromise / tampering
	Medium
	Medium
	Network segmentation, device attestation, firmware patching

	Non-compliance with GDPR / ISO 27001
	High
	High
	Formal compliance audit programme, Data Protection Officer

	Inadequate incident response / BCP
	Medium
	High
	Incident response plan, tabletop exercises, DR site testing



Table 2: Indicative risk assessment for AeroLink Logistics.
4.4 Security Management Models and Practices
Day-to-day security should run on the NIST CSF lifecycle — Identify, Protect, Delete, Respond, Recover — backed by ITIL 4's incident and problem management practices. That way security events get handled through the same disciplined process as any other IT service incident, which keeps things accountable and traceable across an infrastructure that's mostly run by other companies.
4.5 Protection Mechanisms and Access Controls
Access should be built on least-privilege and zero-trust principles: multi-factor authentication for all remote and privileged access, role-based access control tied to job function, network segmentation to keep IoT tracking sensors away from corporate systems, and encryption of PII and shipment data both at rest and in transit. All of this maps onto ISO/IEC 27001 Annex A's controls on cryptography and access management.
4.6 Vendor and Service Level Agreement (SLA) Management 
With 88% of ALL's infrastructure outsourced, vender governance is probably the single biggest gap to close. Nicolazzo, Nocera and Pedrycz (2026), in their survey of Security SLAs, make the point that security controls, data governance, compliance obligations, incident handling and performance expectations need to be spelled out in the contract rather than assumed — because if a vendor's system gets breached, accountability usually still lands on the customer organisation, not the vendor. For ALL, that means introducing a vendor risk-tiering process, mandatory SecSLA clauses covering things like breach notification timelines, encryption standards and audit rights, and regular vendor security reviews. This also picks up on the I-SCRAM idea that supply-chain risk should be assessed as one connected system rather than vendor by vendor (Kieras, Farooq and Zhu, 2021).
4.7 Contingency and Business Continuity Planning
A Business Continuity and Disaster Recovery plan should define recovery time and recovery point objectives for the systems that matter most to logistics tracking, set out backup and failover arrangements with cloud providers, and include a crisis communication plan for notifying clients and regulators of any PII breach within the statutory window — 72 hours under GDPR Article 33. The plan should be tested annually through tabletop exercises based on realistic breach and outage scenarios, not left on a shelf.
4.8 Compliance (Laws and Ethics)
ALL should set up a formal compliance audit programme benchmarked against GDPR and ISO/IEC 27001, with a designated Data Protection Officer responsible for running it. Issaoui, Örtensjö and Islam (2023), studying Swedish public organisations, found unauthorised access, loss of confidentiality and unclear contractual responsibility were the recurring GDPR compliance failures in cloud environments — which lines up closely with what's happened at ALL. Their recommended mitigations — anonymisation, pseudonymisation, encryption, and clearly defined contractual routines — are all built into the design above.
5. Critical Discussion: Why Continuous Regulatory and Standards Updates Matter
One thing that comes up again and again in the literature is that compliance frameworks and regulations tend to lag behind how fast technology and threats are moving. New vulnerabilities keep appearing while compliance frameworks only get revised periodically, and that gap leaves organisations that treat compliance as a one-off box-ticking exercise exposed to risks the framework was never built to catch — AI-enabled phishing, ransomware-as-a-service, and increasingly sophisticated supply-chain attacks among them.
For ALL, three things make continuous updating a matter of good practice rather than something nice to have. The first is emerging technology: as ALL brings in more AI-driven analytics and more IoT sensors, it will run into vulnerability categories — model poisoning, sensor spoofing — that fall outside whatever controls were designed for the last generation of technology. That echoes a pattern Culot et al. (2021) found with ISO/IEC 27001 adoption more broadly: organisations tend to react to external pressure rather than reassess proactively, and ALL should try to break that pattern rather than repeat it. Second is the threat landscape itself: NIST CSF's own periodic revisions, most recently to version 2.0, reflect an acknowledgement that controls and policies need reassessing regularly rather than treated as settled once certified (Salas-Riega et al., 2025). Third is the sheer number of jurisdictions ALL operates in — GDPR in Europe sits alongside other regional data protection regimes, all updated independently and on their own timelines, so a compliance programme calibrated to one point in time will drift out of step with at least one of them fairly quickly.
There's a governance angle to this too. COBIT 2019's design-factor approach treats governance as something to be re-tailored periodically rather than fixed once at implementation (Antariksa, Angin and Widodo, 2025). Building in a recurring review cycle — an annual framework and policy review under the Security Steering Committee's mandate, plus ad hoc reviews triggered by major incidents or regulatory change — lets ALL treat security and compliance as an ongoing process, in keeping with the Plan-Do-Check-Act cycle that underlies ISO/IEC 27001, rather than a project with an end date. That matters particularly here, because ALL's breaches so far look less like the result of one missing control and more like the result of nothing coordinating governance, policy and technical controls as the risk and regulatory picture shifts underneath them.
6. Conclusion
AeroLink Logistics is a fairly recognisable case: strong operational capability, but security governance that hasn't kept pace with how quickly the company has adopted cloud, IoT and AI. This report has set out how COBIT 2019, ISO/IEC 27001, NIST CSF 2.0 and ITIL 4 can work together as a layered architecture spanning governance, policy, risk management, access control, vendor oversight, business continuity and compliance. Because ALL's environment — and the regulatory and threat landscape around it — isn't going to hold still, the design deliberately builds in recurring review rather than treating any one framework adoption as a finished state. Within the assumptions set out in Section 3, this gives ALL a workable, phased route from where it is now — immature and fragmented — to something more coordinated and defensible.
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Figure 2: Proposed Security Governance & Compliance Architecture - AerolLink Logistics
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Figure 1: Complementary Roles of Governance and Security Frameworks
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