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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing 


[bookmark: _Toc27031990]Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  


Contents  

Part 1: 	Understanding IPv4 and IPv6 addressing (word count 1000	1
Section 1 - What I will be discussing 
Section 2 - What IPv6 is and what the features are 
Section 3 - What IPv4 is and what the features are 
Section 4 - IPv6 Multicast address 
Section 5 - IPv6 Unicast address 
Section 6 - Benefits of implementing IPv6  


Part 2:	Subnetting and VLSM	2



Section 1 -  What I will be discussing in the assignment: 

In this assignment, I will be discussing the features of IPv6. I will be discussing its address types, the features of IPv6 and why IPv6 is a good cable type to use for companies.  


Section 2 -   What IPv6 is and what the features of it are: 

IPv6 is a recent version of an Internet Protocol. The reasoning behind IPv6 is that it will be able to fulfill the need to hold a large number of IP addresses. However, it was also designed to resolve issues which were subjected to IPv4. Furthermore, IPv6 contains a 128-bit address space, which then allows a maximum of 340 unique address spaces. Moreover, there are many different features of IPv6. These features include: 

· A ranking order of addressing and routing infrastructure 
· It contains stateful and stateless configuration in depth 
· Has a good, reliable support for a good quality of service 


Section 3 -  What IPv4 is and what the features are:

IPv4 is the very first version of IP. Nowadays, it is regarded as the most used IP version. This means that it was designed in order to identify devices on  networking system by using an addressing system. Also, IPv4 uses a 32 bit address scheme which allows it to store over 4 billion IP addresses. It is still considered the primary Internet Protocol and also carries around 94% of traffic within the Internet. Like IPv6, IPv4 contains many features which suggests why it is so highly used and regarded as the Primary Internet Protocol. The features of IPv4 contain: 

· It contains a connectionless protocol which means that it does not need to be configured in order for it to be used. 
· IPv4 is already supported by a large number of devices as it is used by many people due to it being the first available IP. 
· A big factor of IPv4 is that it does not require less memory, which makes it easier for it to remember addresses.  




Section 4 -  IPv6 Multicast address: 
Furthermore, IPv6 contains many different address types. One of the main address types that IPv6 contains is Multicast Addresses. Multicast addresses is a technique used so that a device will send a single packet to many destinations.  However, this means that there can be many interferences on the same device, but it means that they will be on different devices. Also, IPv6 multicast addresses are used in order for them to define a group of devices which is known as a multicast group. A multicast address however can never be the source address. This means that unlike IPv4, there are no broadcast addresses in IPv6. As an alternative, IPv6 uses multicast which includes an all well known IPv6 multicast address as well as a solicited-node multicast address.  


Section 5 -  IPv6 Unicast address:

As well as this, IPv6 has a Unicast address which is an address type used in order to uniquely identify an interface on an IPv6 device. In addition to this, a packet which has been sent to a unicast address will be received by the interface which has been assigned to that particular address. However, as well as a Unicast address, there is a Global Unicast Address, which are known to be globally routable and reachable within the IPv6 Internet. As a result, they are an equivalent to public IPv4 addresses, but they play an big part within the IPv6 addressing architecture. 


Section 6 -  Benefits of implementing IPv6:

There are however many benefits of implementing IPv6. A big factor with implementing IPv6 is that it will decrease the size of routing tables in order for it to make routing more beneficial as a whole. Also,  within IPv6 networks, there is a new way in which fragmentation will be managed as it will be handled via a source device, instead of the router which will be done by using a type of protocol in order to be able to discover the path’s transmission unit.  

Furthermore, IPv6 contains a more simplified packet header which makes packet processing more efficient. This means that when IPv6 is compared to IPv4, IPv6 contains a no IP-level checksum, which then means that the checksum does not need to be recalculated at every router hop. Moreover, by not having an IP-level checksum was possible as a majority of link-layer technologies do already have checksum and error-control capabilities. In addition to this, a vast majority of transport layers, which can handle end-to-end connectivity, has a checksum in place which will be used in order to enable error detection.  

IPv6 also supports multicast instead of broadcast. This enables bandwidth-intensive packet flows to be sent to many destinations simultaneously, which will save the network bandwidth. Hosts that are no longer interested must be able to process broadcast packets. In addition to this, the IPv6 header has a new field which is called Flow Label, which can identify packets which belong to the same flow.  

 
 Section 7 -  IPv6 security: 

IPv6 security features have been mainly introduced by two extension headers. These headers are Authentication Header and Encrypted Security Payload. The authentication header was designed in order to ensure authenticity and integrity of the IP packet. It is also used to prevent packet spoofing but on the other hand, the Encrypted Security Payload header is use to provide data encapsulation along with encryption in order to ensure that only the destination node is able to read the payload by the IP packet. Both of the extension headers exploit the concept of security association in order for them to agree within the security algorithms and parameters between the sender and the receiver. This means that each Ipv6 node is used to manage a set of SAs, which is one for every communication that is currently active. However, the Security Parameters Index is a parameter contained in both the AH and ESP headers. This has been done to specify which SA has to be used when decrypting or authenticating the packet.
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NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B – 2000
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D – 500
	172.16.10.0
	255.255.254.0 
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F – 180 
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E – 60
	172.16.13.0
	155.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A – 16
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C – 6
	172.16.13.95
	255.255.255.248
	172.16.13.96
	172.16.13.101
	172.16.13.103

	R1-R2
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	R2-R3
	172.16.2.108
	255.255.255.252
	172.16.2.109
	172.16.2.110
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