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Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. 


Group A
1. What common security system is an IDPS most like? In what ways are these systems similar?
2. How does a false positive alarm differ from a false negative alarm? From a security perspective, which is less desirable?
3. How does a network-based IDPS differ from a host-based IDPS?

Group B
4. How does a signature-based IDPS differ from a behavior-based IDPS?
5. What is a monitoring (or SPAN) port? What is it used for?
6. List and describe the three control strategies proposed for IDPSs.


Group C

7. What is a honeypot? How is it different from a honeynet?
8. How does a padded cell system differ from a honeypot?
9. What is network footprinting?
10. What is network fingerprinting?

Group D
11. What is an open port? Why is it important to limit the number of open ports to those that are absolutely essential?
12. What is a system’s attack surface? Why should it be minimized when possible?
13. What is a vulnerability scanner? How is it used to improve security?
14. What is the difference between active and passive vulnerability scanners?


Group E
15. What is Metasploit Framework? Why is it considered riskier to use than other vulnerability scanning tools?
16. What kind of data and information can be found using a packet sniffer?
17. What capabilities should a wireless security toolkit include?

|Useful Links:

1. Nessus
http://www.nessus.org
2. Wireshark
http://www.wireshark.com
3. Firewalk
http://packetfactory.openwall.net/projects/firewalk/ 
4. LaBrea “Sticky Honeynet”
http://labrea.sourceforge.net/
5. Host-based Intrusion Prevention
http://netsecurity.about.com/cs/firewallbooks/a/aa050804.htm
6. Selecting an IDPS                                                                      https://www.icsalabs.com/technology-program/network-ips

7. How to build a honeypot http://www.infosecwriters.com/text_resources/pdf/build_and_use_honeypot.pdf

8. Security tools                                                                                                                  http://sectools.org,
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