





Engineering Skills
Engineering Skills Technical Report







Submission date:
10pm on Sunday 7th December 2025



Dylan Price
2501741





Contents Page

Chapter 1: Introduction

Chapter 2: Health & Safety with Risk Assessments

Chapter 3: Security Risk Matrix

Chapter 4: Engineers Role in Society

Chapter 5: Problem Solving

Chapter 6: Team Structure

Chapter 7: Conclusion

Reference list 



Introduction
This report provides research and personal experience about the importance of certain elements of being an engineer. Including;
health and safety in the everyday workplace of an engineer with examples. 
The risk of the automotive industry taking developments digitally.
The respected way an engineer may operate in their role. With reference to national and internationally respected organisations.
The most important part of being an engineer, problem solving providing common practices. 
A separate reference to team setup and how setups may vary for a different type of direction.  


Health and Safety with the Risk Assessment 
Engineers must adhere to strict health and safety legislations set by HSE, the place of work and basic logic. This also applies to students studying in universities and colleges, if a student is taking part in a workshop session or working on a project, they must follow the same legislations and regulations which a regular engineer would take if they were working at a company and any additional depending on weather the university feels it is appropriate.
The health and safety at work etc 1974
The health and safety at work act is the main act embedded by the HSE to hold employers accountable for creating a safe working environment for all workplaces.  The university workshop facilities must also adhere to this act, if they are going to have similar workshop environments.
Provision and Use of Work Equipment Regulations 1998 (PUWER)
This requires the university to provide upkeep and train the student with the necessary resources to operate the machinery. Some machines require stops guards and emergency kill switches. 
Control of Substances Hazardous to Health Regulations 2002 (COSHH)
This requires the university to assess and regulate exposure to substances surrounding the lathe like lubricants coolants. And educate students to know when and how to use them. 
Personal Protective Equipment (PPE) at Work Regulations 2008
This legislation enforces that the university provide appropriate Personal Protective Equipment for the students to be used of the machines and in the workshop. This can include things like a dust coat. 

	HAZARD
	PEOPLE AT RISK
	RISK LEVEL (COLOUR)
	CONTROL ACTIONS
	RESPONSIBILITY

	Eye injury from flying fragments
	Operator / Bystanders
	
	• Operator must wear approved safety eyewear.
• Machine must be fitted with a functioning safety screen.
	Operator / Supervisor

	Workpiece or chuck becoming loose and ejecting
	Operator / Bystanders
	
	• Workpiece must be clamped securely and checked for fit.
• Chuck key must be removed immediately after tightening.
	Operator / Technician

	Tool breakage with fragments expelled
	Operator / Bystanders
	
	• Cutting tools must be sharpened correctly for the chosen material.
• Tool settings must be inspected before operation.
	Supervisor

	Entanglement with rotating components
	Operator / Others
	
	• No loose clothing; long hair must be tied back or covered.
• Machine must never be stopped by grabbing the workpiece or chuck.
	Operator / Supervisor

	Exposure to potentially harmful cutting fluids
	Operator / Others
	
	• Only certified low hazard cutting fluids may be used.
• Handling procedures must follow safety guidelines.
	Technician

	Cuts from swarf or sharp debris
	Operator / Others
	
	• Swarf must only be removed using protective gloves when the machine is switched off.
• Students must not clear swarf from the machine bed.
	Technician



Security risk matrix
As automobiles become more autonomous, they become more vulnerable to different types of threats. These may still be physical attacks or ones that have been launched behind a screen. 
Keyless car theft
One prominent attack on automobiles is keyless car theft. Recently manufacturers have been implementing fobs into the central locking system of their cars which lets the user enter without using a key as the car unlocks itself when thew fob is nearby. Sometimes the fob lets them start the car without a key. Unfortunately, an if an attacker can get close enough to the fob, they can use a custom device to read the signal form the fob and relay that to the car and let themselves in and steal the car.
The Jeep Cherokee 
The 2015 jeep Cherokee was s a car full of autonomous technology which was integrated into a lot of the car like the steering and brakes for assisted driving and the acceleration for cruise control. The problem with this is some hackers were able to write a program to gain full control of the car without even planting a device on the car.  
Phishing attacks 
Phishing is quite a common method of infiltration by hackers. All they need to do is send an email to the employees of the company with an embedded link, if the employee trusts the email and opens the link the malicious code is executed, and the hacker can roam freely throughout the companies' systems this can lead to the attacker leaking the information to the public.
Ransomware
If an attacker can get into as companies' system, either by exploiting weak software or simple phishing they can encrypt stolen data and demand the company pay them a ransom for the return of the data or they will leak it to the public.
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Engineers' role in society
Engineers design and build things which can be dangerous during and after the completion. They are responsible for considering all the ‘moving parts’ and ensuring safety throughout. Some recognised engineering organisations will publish a set of principals which they think engineers should follow. 

Statement Of Ethical Principals- Royal Academy of Engineering - Engineering Council
In 2017 the royal academy of engineering and the engineering council issued a revised statement of ethical principles. These principals are for engineers to follow the real nature of their profession. The four main principles are;
honesty and integrity, an inherent part of being an engineer is maintaining certain values like being trustworthy, alert respecting confidentiality, avoiding deception, and rejecting improper influence. If a motorsport engineer does not follow these values, they may begin to gain a bad reputation 
Respect for life, law the environment and public good, a good engineer should always hold safety paramount ensure their work is lawful take physical and cyber security precautions. There are certain laws that the government and governing motorsport bodies have pet in place to reduce environmental harm and increase sustainability within the sport. It is an engineer's duty to adhere these values. 
Accuracy and rigour, engineers have a duty to carry out their role with care time and precision and to back their work up. If an engineer is not thorough enough with their work, it puts lives at risk especially in a higher level of motorsport like F1
Leadership and communication. Engineering leaders must always communicate their instructions clearly and their employees must always seek clarity for their mutual benefit in their work. If there is not clear communication either verbally or in writing, then things may be miscommunicated and negatively affect the process. 

Problem Solving

Critical analysis 
[bookmark: _Int_wkoV23KR]Engineers process loads of information from testing, problems that arise or when coming up with solutions. They must acknowledge each of these inputs and must critique solutions from their peers or their own designs. This is why it is useful for engineers to follow a standard set of problem-solving methods  to look at things with a different view.
One method of this is called critical this method of approach is difficult to define as it varies throughout the engineering communities, but all understandings revolve around the same concept of,
[bookmark: _Int_OGLRj6wJ]Analysis, separating the problem into smaller parts and defining the link between them, Synthesis introducing new methods of solving or new information to help go about solving the problem in a new way and Evaluation is adjusting the result of the solution using the new understanding of the problem. 
Root Cause Analysis
Another problem-solving technique common to engineering is Root Cause Analysis, this entails digging deeper into the problem instead of dealing with the outlying problems. 
Defining the problem- understand the problem, describe what failed why it failed where and when.
[bookmark: _Int_375m0PQp][bookmark: _Int_873SL7ZQ][bookmark: _Int_ZRyIyUMY]Identify possible causes- Brainstorming all the possible causes that could have an effect in the measured outcome like people, machines, materials, measurements, environment, and processes.  
Analyse relationships- organize the causes that have been identified by ordering them into aflow diagram and link them to show which one led to the next. 
Find the root cause- identify the main cause of the problem and test changing or removing that cause will fix the problem. 
Implement a solution to go with the cause or remove the cause with a new solution to overcome the problem.
[image: ]
Team structure
From 2014 to 2024 I was part of Nottingham moderns' rugby team in Nottingham during this time I learned a lot about teamwork and the different dynamics of a team. 
Thing I learned from this time is that teams do benefit from a more experienced leader in my case this was a handful of coaches. This was the primary way of leading the team through the earlier seasons however as we grew, we started to learn the game and think for ourselves, this allowed us to be more vocal with our own ideas. These could've been ideas about new set pieces or just about positioning. The more experienced of the players started to take a more active role in leadership and became captains. This team setup allowed us to discuss as players and voice our opinions to the referee during a match through the captain. And be freely vocal to our coaches. 
This set up was good because it allowed us to communicate quickly between the team and kept the flow of a game going as there would only ever be one person talking to the referee at one time. However, the captain may miss or not have time to listen to a particular player therefore can't bring it to the referee's attention. Following that there was often the problem of people talking over each other and sometimes disagreements however that's an inherent part of being in a team and learning how to de-escalate disagreements is a good skill to have. 
Also during my final seasons my coaches started giving out playbooks for us to revise, I believe this was a superior method of getting the ideas across as we could look at what was going on in our coaches mind and what they wanted us to do instead of making a mess of it in training. The playbook had call outs for the different plays which let us speak without worrying the opposition didn't understand. This let the coach have more of a voice during a game, as he could yell out the calls. 
[image: ]

Conclusion 
In this report I have attempted to research different parts of the engineering sector to explain the mindset behind it. I have done this by exploring common elements of engineering like health and safety the security of the industry both physically and digitally. The core parts of being an engineer and how to take pride in the profession.  explaining the methods behind the core role of an engineer, problem solving. And the importance of teamwork and its structure.  
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