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Task 1: Hashing in Digital Evidence Identification
Acme Inc. recently detected suspicious activity within its internal network. Preliminary investigation suggests that an employee workstation may have been compromised, allowing an attacker to move laterally and access a critical internal server.
The affected server has been isolated from the network to prevent further damage. You have been assigned as a digital forensic investigator to examine the server and determine whether unauthorized access or data tampering occurred.

Your Role
You are a forensic investigator with authorized access to the server image. Your task is to identify digital evidence, analyze file metadata, compute and compare hashes of the evidence files and document your findings.

Instructions for the Lab Exercise
1. In this version of the lab, in addition to the metadata analysis done manually in Lab 01, you are required to validate and prove that the files were indeed tampered by computing their hashes and comparing them with those of the original files.
2. Import the given OVA file in VirtualBox (LAB03.ova) and turn on the VM.
3. Once the Windows Server logon screen loads, login with the following credentials:
Username:	Administrator
Password:	Acme"98765£
4. You will now see that HashCalc is installed on the server. You can open the tool from the Desktop shortcut. You can also click on the Help button to know more about using the tool.
5. Browse to C:\ and you will see a folder named “AcmeData”. This is the place where you can find the files that might have been tampered as evidence of the breach.
6. Calculate the MD5, SHA1, and SHA256 hashes of all the files in each subfolder  inside “AcmeData” and record the outputs in a TXT or CSV file.
7. Based on your analysis from Lab 01, browse to C:\Users\j.smith\Desktop where you will find the AcmeData.zip file. This has the original files.
8. Now extract the contents of the ZIP file on the Desktop and calculate the MD5, SHA1, and SHA256 hashes of all the files in each subfolder. Record the outputs in a TXT or CSV file.
9. You can now compare the hashes of the original files extracted from the ZIP archive with those of the files in the C:\AcmeData folder to verify and prove which files were actually tampered.

Deliverables
Case report with the following sections, indicating a complete chronological timeline of events:
1. Evidence Identified
2. Findings
3. Interpretation
4. Limitations
5. Conclusion

Task 2: Using https://tryhackme.com/ website

1. Once you have signup go to learn and do one of the Forensics free lab

[image: ]

2. Choosing any of the Hands-on activities by going into the Learn menu and search for a Forensics lab of your choice. 

3. To select a free walk through task, select 
a. Go to Walkthroughs as shown below

[image: ]
b. Type Forensics
[image: ]
c. In the drop-down menus below the search, select the following in red circle:
[image: ]

d. Choose any of the free walkthrough exercises and give it a go. If you have not done the “Intro to Digital Forensics”, start with that one.
e. Now try to find a hashing lab exercise and give it a go. When finish, compare with task 1.

There are many other similar sites.  If you are using a different one, please share it with the class.  Do any of the free walkthrough exercise but the option is yours if you want to subscribe (pay).
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