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[bookmark: _Toc228103892]Abstract
The following report gives a report of a two-part cybersecurity assessment of about 5000 words in total. Task 1 is a strategic threat analysis of the coordinated Dragon Force ransomware attack on Marks and Spencer (M&S) and the Co-operative Group (Co-op) in April 2025 - one of the most financially devastating cyber-attacks to a UK retailer ever. The present report utilises the MITRE ATT&CK Enterprise Framework (v15) and the ten most notable Tactics, Techniques and Procedures (TTPs) to map, identify root causes and control failures, identify the Scattered Spider threat actor collection, assess the effectiveness of incident response, and offers eight prioritised strategic suggestions. Task 2 includes a signed Rules of Engagement (Roe), MITRE ATT&CK-aligned Threat Emulation Plan, isolated lab design using three VMs, a signed ably authorised report of three different exploit chains, a breach gap analysis, and an executive board brief at the bottom with prioritised remediation advice in response to a full engagement report of some fictitious UK based retail organisation, ABCD Ltd. Every assumption is clearly stated in the entire work under the requirements of the assignment.
[bookmark: _Toc228103893]Task 1: Strategic Threat Analysis: The M&S & Co-op UK Cyber Attack
[bookmark: _Toc228103894]1.Introduction
In April 2025, the United Kingdom retail industry was a victim of a massive coordinated ransomware assault that had never been witnessed before. The target in a fast-paced succession by criminals involved in the operation of the Dragon Force ransomware-as-a-service (RaaS) platform were Marks and Spencer (M&S), the largest clothes and food retailer in Britain, with over 65% employees, and the Co-operative Group (Co-op), a major UK consumer co-operative [1][2]. The cumulative financial cost was estimated at between £270 million and £440 million with the market capitalisation of M&S plunging by more than 750 million at its lowest point [3]. In this analysis, I consider the two incidents as one campaign of attack, which is in line with the categorization of events by the UK Cyber Monitoring Centre (CMC), of the events as a single combined cyber event [3]. Differences are made where the incidents are substantially different in the way they are carried out or the end results. The analysis covers all of the six needed parts: incident chronology, adversary TTP mapping, root cause analysis, threat actor profiling, detection, and reaction analysis, and strategic tips, backed by peer-reviewed literature, official industry reports, and NCSC guidance throughout [8].
[bookmark: _Toc228103895]2. Incident Summary and Timeline
This campaign took place over a period of about three months, starting with the initial covert entry in February 2025 up to a slow restoration of M&S services later in the month of June 2025. The table 1 illustrates the evidence-based timeline
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Table 1 — Verified Incident Timeline: M&S and Co-op Cyber Campaign (2025)
	Date
	Phase
	Event

	Feb 2025
	Initial Access



	Threat actors infiltrate M&S environment via social engineering targeting TCS (Tata Consultancy Services) IT helpdesk personnel. NTDS.dit (Active Directory credential database) exfiltrated. [2][6][7]

	Feb–Mar 2025
	Reconnaissance
	Lateral movement within M&S network. Credential cracking of NTDS.dit password hashes. Privilege escalation to domain admin. Attacker dwell time estimated at 6–8 weeks. [6][9]

	19–21 Apr 2025
	Escalation / Impact
	Easter weekend: DragonForce ransomware deployed on VMware ESXi hosts. Customers report contactless payment failures and Click & Collect outages across M&S stores nationwide. [1][2]

	22 Apr 2025
	Public Disclosure
	M&S files formal regulatory notification to London Stock Exchange. Incident reported to NCSC. External IR partners (CrowdStrike, Microsoft) engaged. Customer data initially described as unaffected. [1][8]

	23 Apr 2025
	Extortion
	DragonForce sends ransom demand to M&S CEO Stuart Machin via a compromised TCS employee email account, claiming full server encryption and data exfiltration. [1][6]

	24 Apr 2025
	Containment
	M&S moves additional processes offline. ESXi host encryption confirmed. Contactless payments and Click & Collect remain suspended. [9]

	25 Apr 2025
	Operational Impact
	M&S suspends all e-commerce (website and mobile app). Pen-and-paper inventory management initiated. Stock shortages begin appearing on shelves. [1]

	30 Apr 2025
	Co-op Incident Begins
	Co-op detects developing cyber incident; pulls plug on some IT systems proactively. Attackers detected within minutes via SOC telemetry. [4][5]

	1 May 2025
	Co-op Containment
	Co-op instructs staff to cease VPN use and flags possible monitoring of comms channels. Rapid containment prevents ransomware deployment. [4][5]

	1 May 2025
	Harrods Incident
	Harrods detects unauthorised access attempt; restricts internet access. Minimal impact — no encryption or significant exfiltration confirmed. [8]

	2 May 2025
	Government Response
	NCSC confirms it is providing active assistance to M&S, Co-op, and Harrods. UK retail sector placed on heightened alert. [4]

	13 May 2025
	Data Breach Confirmed
	M&S confirms personal customer data (names, addresses, birthdates, order histories) was accessed. Payment card data and passwords confirmed unaffected. Mandatory password resets issued. [1][2]

	21 May 2025
	Financial Quantification
	M&S annual results: £300m lost operating profit forecast for 2025/26. M&S website restored in read-only mode. Market value previously fell ~£750m. [1][2]

	10 Jun 2025
	Partial Recovery
	M&S resumes online clothing orders after 46-day hiatus. Some product lines and services remain unavailable. [1]

	8 Jul 2025
	Parliamentary Hearing
	M&S Chairman Archie Norman confirms social engineering via third-party impersonation as the attack vector in UK Parliament testimony. [5][7]

	Jul–Aug 2025
	Arrests
	NCA arrests four individuals (aged 17–20) in London, Staffordshire, and West Midlands on charges including Computer Misuse Act offences, blackmail, and money laundering. [4]



[bookmark: _Toc228103896]3. Adversary TTP Mapping
The campaign maps comprehensively to the MITRE ATT&CK® Enterprise framework (v18). Table 2 details the fourteen key TTPs identified across the attack chain, consistent with techniques catalogued in CISA's Scattered Spider advisory [10], Prelude Security's retail attack analysis [11], and the official MITRE ATT&CK group profile for G1015 [14].
Table 2 — MITRE ATT&CK® Enterprise TTP Mapping (Scattered Spider / Dragon Force Campaign)
	#
	MITRE ID
	Tactic
	Technique
	Evidence & Justification

	1

	T1598.004
	Reconnaissance
	Phishing for Information: Spear phishing Voice (Vishing)
	Attackers conducted OSINT on M&S and TCS employees before placing calls. identified 81% of Scattered Spider infrastructure domains impersonating technology vendors to enable convincing vishing pre-texts [17].

	2
	T1566.004 / T1598
	Initial Access
	Phishing: Spear phishing Voice (Help-Desk Impersonation)
	Attackers posed as M&S/TCS employees, calling IT helpdesks to request password resets and MFA disablement. M&S Chairman confirmed in parliamentary testimony that attackers "posed as an employee" to manipulate a third-party provider into resetting internal credentials [5][12].

	3
	T1078.002
	Initial Access 
/ Persistence
	Valid Accounts: Domain Accounts
	Post-helpdesk reset, attackers used legitimate domain credentials to authenticate to M&S systems, bypassing perimeter controls entirely. No malware was needed for initial access — the attacker appeared as an authorised user [2][9].

	4
	T1003.003
	Credential Access
	OS Credential Dumping: NTDS (Active Directory Database)
	Scattered Spider exfiltrated the NTDS.dit file from an M&S domain controller as early as February 2025. This database contains password hashes for all domain accounts, enabling offline cracking and subsequent privilege escalation [2][9][11].

	5
	T1078.004
	Persistence 
/Privilege Escalation
	Valid Accounts: Cloud Accounts
	The group leveraged cloud account credentials (Azure AD / Office 365) obtained via NTDS cracking to establish persistence across hybrid environments. MITRE G1015 profile confirms hybrid on-prem/cloud pivoting as a hallmark TTP [14].

	6
	T1136.001
	Persistence
	Create Account: Local Account
	Post-initial access, Scattered Spider created new high-privilege user accounts and cloud roles to establish backdoors, ensuring re-entry even after initial credentials were rotated [11].

	7
	T1556.006
	Defence Evasion /Persistence
	Modify Authentication Process: MFA Mechanism
	Attackers enrolled their own devices to victim MFA schemes by persuading helpdesk staff to reset MFA. This granted persistent authenticated access without triggering MFA challenges against legitimate user accounts [9][11].

	8
	T1021.001
	Lateral Movement
	Remote Services: Remote Desktop Protocol (RDP)
	After credential access, the group moved laterally across M&S's internal network using RDP and other remote service protocols. The CISA advisory confirms RDP as a standard Scattered Spider lateral movement technique [10].

	9
	T1562.001
	Defence Evasion
	Impair Defences: Disable or Modify Tools
	Using Bring Your Own Vulnerable Driver (BYOVD) techniques, attackers loaded legitimate but vulnerable kernel drivers to disable EDR/AV processes before ransomware deployment. This blinded security monitoring at the critical moment of payload execution [11].

	10
	T1059.001
	Execution
	Command & Scripting Interpreter: PowerShell
	PowerShell was used for execution of reconnaissance commands, credential harvesting scripts, and lateral movement automation. Obsidian Security's SaaS attack analysis of Scattered Spider confirms PowerShell as a primary execution method [13].

	11
	T1486
	Impact
	Data Encrypted for Impact (Dragon Force Ransomware)
	Dragon Force ransomware was deployed and detonated simultaneously across M&S VMware hosts on or around 24 April 2025, encrypting virtual machines and causing widespread service outages. Co-op's rapid detection prevented this stage. [1][9][11]

	12
	T1490
	Impact
	Inhibit System Recovery
	To maximise pressure, the ransomware disabled backup and recovery mechanisms. M&S could not rapidly restore services, necessitating a 46-day recovery period for e-commerce functionality [1][2].

	13
	T1041 / T1567
	Exfiltration
	Exfiltration Over C2 Channel / Exfiltration to Cloud Storage
	Customer PII (names, emails, birthdates, order histories) was exfiltrated prior to encryption, enabling double-extortion leverage. Scattered Spider commonly uses Air Byte and Cyberdeck for cloud-based staging, as documented in the MITRE 2025 ATT&CK evaluation [16].

	14
	T1491.002
	Impact
	Defacement / External Defacement (Extortion Communication)
	Dragon Force sent ransom demand emails to M&S CEO via a compromised TCS employee account on 23 April 2025, constituting a direct extortion communication and reputational pressure tactic [1][6].



[bookmark: _Toc228103897]4. Root Cause and Security Control Failures
[bookmark: _Toc228103898]4.1 Technical Failures
The first technical vulnerability was the lack of solid, phishing-resistant multi-factor authentication to helpdesk-initiated password resets. M&S even had MFA in place, but the authenticity allowed helpdesk operators to deactivate MFA to users who claimed to have lost a device or a new one another typical yet harmful policy omission [9]. FIDO2/Webathon would have made it technically impossible to bypass MFA to helpdesk since the authentication is cryptographically tied to the physical device. A second technical flaw was that there was no privileged access workstation (PAW) architecture of Active Directory administration. The fact that NTDS.dit exfiltration was successful means that access to domain controllers was accessible through lateral movement vectors that started in low-trust zones- suggesting that there was a lack of network segmentation between tier-0 assets (domain controllers) and low-privileged systems [10][14]. Third, VMware ESXi hypervisors were poorly isolated and hardened. Deployment of ransomware at the virtualisation layer can only be done when the management interfaces are accessible via attacker-controlled sessions, which can signify flat network architecture or a lack of adequate firewall policy with respect to hypervisor management networks [11].
[bookmark: _Toc228103899]4.2 Organisational Shortcomings
The critical organisational failure of the campaign came out as third-party risk management (TPRM). An IT partner of M&S called TCS (Tata Consultancy Services) is reported to be the first point of compromise and its helpdesk employees have been persuaded to reset M&S credentials [6][7]. This highlights the fact that the security stance of an organisation is in practice constrained to that of the weakest of supply chain partners. The contractual and operational controls M&S had on the own identity verification procedures of TCS are not seem to have been very good. The absence of a documented, enforced protocol to check back that helpdesk-initiated password-resets, was a clear enabling organisational control failure. The NCSC guidance on how to protect against social engineering attack suggests the verification of identity out-of-band prior to any change of any privileged account changing [3].
[bookmark: _Toc228103900]4.3 Human Factors
It employed well-documented psychological principles: authority (as workers), urgency (a user who requires immediate access), and familiarity (culturally and linguistically proficient native English speakers who understand the culture and language of the UK business culture). Scattered Spider's English-speaking membership base allowed for a high level of social engineering due to the lack of threats who did not understand English [12][17]. The TCS helpdesk technicians received no additional training on social engineering red flags that may be exploited in the event of changes to high-privilege accounts. The helpdesk's absence of a zero-trust culture, in which identity verification is performed cryptographically rather than orally, allowed initial access.
[bookmark: _Toc228103901]5. Threat Actor Profile and Motive
[bookmark: _Toc228103902]5.1 Attribution Assessment
With a high level of confidence, attribution is made to Scattered Spider (MITRE ATT&CK Group G1015, also tracked as UNC3944, also as Storm-0875 and Roasted 0ktapus) based on: (a) claimed responsibility a message sent to M&S CEO through. The Cyber Monitoring Centre categorized both the M&S and Co-op incidents as a single combined cyber event since the two incidents were declared by one threat actor, sharing similar TTPs were noted, and both events were related in terms of timing [15].
[bookmark: _Toc228103903]5.2 Capability Level and Motive
Scattered Spider is a profit-driven cybercriminal organization that is estimated to have a moderate-to-high technical capability level. Their operational creativity is in competency of social engineering as opposed to zero-day exploitation. The group is a Ransomware-as-a-Service affiliate, whereby the technical aspect of ransomware (Dragon Force) is outsourced with custom social engineering and network access services on the Group side [12][17]. Initial motive is monetary extortion through a double extortion (data theft + encryption). There can be reputational disruption of high-profile targets as secondary motives, as a way of achieving notoriety within cybercriminal circles. No evidence exists of state-nexus or espionage motive to this campaign. The active community of the group is implemented through Discord and Telegram, and has a loosely linked structure that allows quick targeting of particular industry verticals. After the UK retail attack, Google Threat Intelligence Group (GTIG) focused on Scattered Spider adjusting to attack large US insurance companies, which is part of their sector-at-a-time targeting approach [15].
[bookmark: _Toc228103904]6. Detection and Response Analysis
[bookmark: _Toc228103905]6.1 M&S: Delayed Detection and Costly Response
M&S's answer reveals a significant detection gap of around six to eight weeks with the February 2025 NTDS. Exfiltration was identified during the impact phase in late April. This suggests that domain controller activity is not being monitored properly, that UEBA capabilities is restricted, that DLP visibility is insufficient. Once found, M&S called in CrowdStrike, Microsoft DART, and the NCSC, but recovery took 46 days, indicating substantial damage to virtualised systems and difficulties restoring from encrypted ESXi hosts without solid offline backups [1][9].
[bookmark: _Toc228103906]6.2 co-ap: Rapid Detection as a Force Multiplier
In sharp contrast, Co-op was notified about the intrusion within minutes and kept the attack within its guard before ransomware could be deployed, restoring operations facing the customer. The UK Parliament hearing of the July 2025 hearing confirmed that Co-ops SOC telemetry had a fast view of strange behaviour as per the initial phases of the attack pattern [5][7]. This separation is a strong demonstration of the importance of fully-grown Security Operations Centre (SOC) capability. The identity-based detection rules, privileged account monitoring, and a rigorously practiced incident response playbook by Co-op proved to restrain a similar disastrous consequence. The MTR (Mean Time to Respond) of Co-op was in minutes, the dwell time of M&S was in weeks.
[bookmark: _Toc228103907]6.3 Third-party Detection Gaps
Neither organisation identified the compromise point of the social engineering attack-at the TCS helpdesk. This is a basic blind spot: by an attacker receiving legitimate credentials through human manipulation, behavioural analytics has to counterbalance the lack of signals through the authentication layer. Suspicious activities like the use of credentials by strange geographies, strange times, or strange access patterns should enable higher monitoring which is evidently lacking at M&S.
[bookmark: _Toc228103908]7. Strategic Recommendations
The following eight recommendations are prioritised, concrete, and mapped to specific control failures identified in this analysis. Table 3 provides a structured overview; detailed justifications follow.
	#
	Recommendation
	Priority
	Effort
	Justification

	R1
	Phishing-Resistant MFA (FIDO2/Passkeys)
	HIGH
	Low–Medium
	Replace SMS or push MFA with FIDO2 security keys or passkeys for privileged and remote access accounts. This removes risks like MFA fatigue and SIM-swap attacks and aligns with National Cyber Security Centre guidance on using high-assurance authentication.

	R2
	Helpdesk Identity Verification Protocol
	HIGH
	Low
	Mandate out-of-band identity verification (e.g., video call to known number, HR-confirmed call back) before any password reset or MFA re-enrolment. Prohibit credential resets to attacker-supplied contact details. The entire M&S breach chain initiated at this control failure.

	R3
	Privileged Access Workstations & Just-in-Time Privilege
	HIGH
	Medium
	Implement PAWs and JIT privileged access for AD domain admin functions. Remove standing privilege from service accounts. This would have contained the NTDS.dit exfiltration by limiting who could access the DC without a time-bounded approval workflow.

	R4
	Active Directory Tiering & Credential Guard
	HIGH
	Medium
	Segment AD into Tier 0 (domain controllers), Tier 1 (servers), and Tier 2 (endpoints). Enable Windows Defender Credential Guard to prevent NTDS.dit hash extraction. Implement attack path analysis tools (Bloodhound Enterprise) to identify and remediate privilege escalation routes.

	R5
	Network Micro-segmentation & East-West Monitoring
	HIGH
	Medium–High
	Implement micro-segmentation to isolate retail systems, supply chain, ESXi hypervisors, and cloud integration points. Deploy NDR (Network Detection and Response) sensors on all internal segments to detect lateral movement (RDP, SMB anomalies) that bypassed perimeter controls.

	R6
	Third-Party / Supply Chain Security Controls
	HIGH
	Medium
	Enforce enhanced security SLAs for Managed Service Providers (e.g., TCS). Mandate MFA and PAM for all third-party privileged access. Conduct quarterly security reviews of vendor access paths. The initial vector exploited third-party helpdesk procedures outside M&S's direct control.

	R7
	VMware ESXi Hardening & Out-of-Band Management
	MEDIUM
	Low–Medium
	Apply CIS VMware ESXi benchmarks: disable unnecessary services, require MFA for vCenter, implement vSphere role-based access control. Isolate ESXi management networks from general IT networks. This would have contained the ransomware blast radius.

	R8
	Immutable Offline Backups with Tested Recovery
	HIGH
	Medium
	Maintain 3-2-1 backup strategy with at least one offline, air-gapped, immutable copy. Test restoration quarterly. M&S's 46-day outage suggests inadequate or compromised backup infrastructure. Offline backups are the primary ransomware recovery control.

	R9
	UEBA & Identity Threat Detection (ITDR)
	MEDIUM
	Medium
	Deploy User and Entity Behaviour Analytics correlated with Identity Threat Detection and Response tooling (e.g., Microsoft Entra ID Protection, CrowdStrike Falcon Identity). Alert on anomalous credential use patterns: off-hours logins, impossible travel, bulk AD queries.

	R10
	Incident Response Comms Channel Isolation
	MEDIUM
	Low
	Maintain an out-of-band IR communications channel (separate from corporate Teams/Slack/Exchange) inaccessible to potentially compromised accounts. The CISA advisory confirms Scattered Spider monitors victim IR calls to adapt tactics in real time.



[bookmark: _Toc228103909]Conclusion
The Scattered Spider campaign against M&S and the Co-op is a watershed event in UK retail cybersecurity. Its distinguishing feature is not technological complexity, but the intentional exploitation of human trust at the organization's most vulnerable point: the third-party IT helpdesk. The campaign demonstrates that even mature businesses with considerable cybersecurity investment may be catastrophically hacked through non-technical ways if identity governance controls are misconfigured or missing. Co-op's quick discovery and containment highlights how investing in SOC maturity, identity monitoring, and a well-practiced incident response function may help mitigate the impact from an otherwise comparable attack vector. The difference between M&S's £300 million effect and the Co-op's modest damage makes a strong case for defensive investment.
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[bookmark: _Toc228103912]A.1 Source Evaluation Matrix
The following table assesses the reliability and corroboration level of primary sources used in this report, applying the NATO Admiralty Rating adapted for open-source intelligence contexts:

	Source
	Reliability
	Corroboration
	Notes

	CISA/FBI/NCSC-UK Joint Advisory (AA23-320A, Jul 2025)
	A1 — Completely Reliable
	Confirmed
	Multi-agency, based on FBI case files through June 2025. Primary authoritative source.

	M&S Parliamentary Testimony (Archie Norman, Jul 2025)
	A1 — Completely Reliable
	Confirmed
	Direct victim statement under Parliamentary scrutiny; highest evidentiary weight.

	M&S LSE Disclosure (22 Apr 2025)
	A1 — Completely Reliable
	Confirmed
	Regulatory filing; legally accountable statement.

	Mandiant/Google Threat Intelligence (UNC3944)
	A2 — Usually Reliable
	Confirmed
	Specialist IR firm with direct case access; Google-verified.

	Darktrace Incident Report (May 2025)
	A2 — Usually Reliable
	Confirmed
	Based on direct customer case observation; methodology disclosed.

	Bleeping Computer / Reuters / Financial Times
	B2 — Usually Reliable
	Probable
	Specialist/quality journalism; sources typically verified but not always named.

	CM Alliance / Prelude / Picus Blog Posts
	C2 — Fairly Reliable
	Probable
	Industry analysis; useful for TTP synthesis but secondary to primary sources.

	Al Jazeera / BBC Reporting
	B2 — Usually Reliable
	Probable
	General quality journalism; strong for publicly verifiable facts.



[bookmark: _Toc228103913]A.2 Key OSINT Collection Notes
The following OSINT collection notes document the primary intelligence gathering activity underpinning this report:
Here’s a concise version:
· The CISA advisory (AA23-320A), updated July 2025, is the most authoritative source on Scattered Spider TTPs, aligned to MITRE ATT&CK v17.
· Reporting indicates TCS was likely the third-party helpdesk targeted via social engineering, though this remains unconfirmed due to legal sensitivities.
· The NTDS.dit exfiltration is widely assessed as credible, supported by multiple forensic and incident response sources and consistent with known Scattered Spider methods.
· Four arrests have been reported in connection with the UK retail attacks, but no formal charges had been announced as of April 2026.
· DragonForce ransomware was used in the M&S attack; Scattered Spider operated as an affiliate, reflecting a typical RaaS model.
· Co-op confirmed limited data exfiltration, with impact smaller than M&S due to quicker detection and response.
· M&S financial impact includes ~£300m in operating losses, while higher figures relate to temporary market value decline, not direct losses.
[bookmark: _Toc228103914]A.3 MITRE ATT&CK Technique Cross-Reference
The following cross-reference maps the twelve TTPs analysed in Section 3 to the corresponding MITRE ATT&CK sub-technique IDs and associated detection data sources, as an aide for organisations implementing detection engineering based on this analysis:

	ATT&CK ID
	Technique Name
	Tactic
	Key Detection Data Sources

	T1598 / T1656
	Phishing for Info / Impersonation
	Reconnaissance / Initial Access
	Call recordings; ticketing system logs; identity verification audit trails

	T1078.002 / T1078.004
	Valid Accounts – Domain/Cloud
	Initial Access / Persistence
	Azure AD/Entra sign-in logs; VPN authentication logs; UEBA anomaly detection

	T1003.003
	NTDS.dit Credential Dumping
	Credential Access
	Windows Security Event 4662 (AD object access); Sysmon Event 11 (file creation); EDR telemetry

	T1621
	MFA Request Generation
	Credential Access
	Authenticator app push notification logs; MFA provider anomaly alerts; UEBA

	T1219
	Remote Access Software (RMM)
	Persistence / C2
	Network connection logs; process execution telemetry; software inventory anomalies

	T1136
	Create Account
	Persistence
	Windows Security Event 4720/4728; Azure AD audit logs (new user/device enrolment)

	T1114
	Email Collection / Comms Monitoring
	Collection
	Exchange/Teams audit logs; DLP alerts; anomalous mailbox access patterns

	T1082 / T1018
	System / Remote System Discovery
	Discovery
	Process execution logs (net.exe, nltest, dsquery); network scanning detection

	T1021
	Remote Services (Lateral Movement)
	Lateral Movement
	Windows Security Event 4624 (Type 3 logon); SMB traffic analysis; EDR lateral movement alerts

	T1567.002
	Exfiltration to Cloud Storage
	Exfiltration
	DLP network monitoring; proxy logs for MEGA/cloud storage; DNS query analysis

	T1486
	Data Encrypted for Impact
	Impact
	VMware vCenter audit logs; ESXi VM encryption events; EDR ransomware behaviour detection

	T1491
	Ransom Communication
	Impact
	Email gateway logs for unusual internal-to-internal communication; executive email monitoring




















[bookmark: _Toc228103915]TASK 2 — Red Team Engagement: ABCD Ltd — Complete Penetration Testing
[bookmark: _Toc228103916][bookmark: _Toc228103917]1.Engagement Overview
This section summarises a red team exercise conducted on ABCD Ltd, a fictional UK retail company, to evaluate its detection, prevention, and response capabilities against realistic threats modelled on Scattered Spider/DragonForce activity. The exercise was performed in a fully isolated virtual lab replicating the organisation’s environment, using only private IP ranges. All systems, data, and the organisation itself are fictional, with no real-world impact or exposure.
2. Rules of Engagement
	Roe Parameter
	Detail

	Engagement Title
	ABCD Ltd Full Red Team Penetration Test Engagement

	Authorising Officer
	CISO, ABCD Ltd (simulated / fictional)

	Red Team Lead
	

	Assessment Type
	Full red team engagement — detection, prevention, and response testing

	Scope
	Three virtualised VMs: VM-1 (Windows Server 2019 — AD DC), VM-2 (Windows 10 — File Server)

	Network Boundary
	Strictly 192.168.0.200/24 — host-only isolated VMware network. No external connectivity permitted.

	Permitted Techniques
	Reconnaissance scanning, web application exploitation, privilege escalation, credential harvesting, lateral movement, simulated data exfiltration, ransomware simulation (flag file creation non-destructive)

	Prohibited Activities
	Attacking systems outside 192.168.0.76/24; deployment of destructive ransomware payloads; use of real personal data; any external network connectivity; public disclosure without written authorisation

	Safe Word / Kill Switch
	Phrase 'RED STOP' invoked via lab console halts all red team activity within 5 minutes

	Escalation
	Lab supervisor notified within 1 hour of any unintended system crash, data loss, or scope violation

	Legal / Ethical Basis
	Written authorisation confirmed. Computer Misuse Act 1990 (UK) compliance. GDPR-compliant dummy data only. Academic submission context.

	Reporting Deadline
	Within 5 working days of engagement completion



[bookmark: _Toc228103918]3. Threat Emulation Plan
	Phase #
	Phase Name
	Objective
	Success Criteria

	1
	Reconnaissance
	Discover live hosts, open ports, running services, OS fingerprinting
	Full port map of all 3 VMs; OS and service versions identified

	2
	Initial Access (VM-2)
	Exploit a web vulnerability on OWASP WebGoat/DVWA to gain remote shell
	Meterpreter session established on VM-2 (192.168.0.206)

	3
	Privilege Escalation (VM-1)
	Use MS17-010 EternalBlue against Windows 7 to gain SYSTEM shell
	SYSTEM-level Meterpreter session on VM-1 (192.168.0.76)

	4
	Lateral Movement & Credential Dump
	Dump password hashes from VM-1 Domain Controller / Win7
	NTLM hashes or plaintext credentials captured

	5
	Collection & Exfiltration (VM-3)
	Access sensitive dummy data on Metasploitable; exfiltrate
	Dummy customer record downloaded to attacker machine

	6
	Covering Tracks
	Clear event logs and remove artefacts
	Event logs cleared; no obvious IOC on target machines



[bookmark: _Toc228103919]3. Tools and Techniques Declaration
All offensive tools used in this engagement are declared below with full justification. No weaponised payloads, zero-day exploits, or tools outside this approved list are permitted under the RoE.

	Tool
	Category
	Target VM
	Justification

	Nmap
	Recon
	All VMs
	Industry-standard port/service scanner; passive fingerprinting

	Metasploit Framework
	Exploitation
	VM-1, VM-2, VM-3
	Modular exploitation; MS17-010, auxiliary scanners, post-modules

	Burp Suite (Community)
	Web Testing
	VM-2 (OWASP)
	Web proxy for intercepting/manipulating HTTP traffic, SQLi testing

	Meterpreter
	Post-Exploit
	VM-1, VM-2
	Encrypted C2 channel; file ops, hashdump, lateral movement

	Hashdump / Mimikatz
	Credential Access
	VM-1 (Win7)
	Dumps NTLM hashes from SAM; pass-the-hash attacks

	Netdiscover / ARP
	Recon
	LAN
	Passive ARP discovery of live hosts on local subnet

	Hydra
	Brute Force
	VM-3
	Credential stuffing against SSH/FTP on Metasploitable

	LOLBins (cmd, wmic, powershell)
	Defense Evasion
	VM-1
	Living-off-the-land to avoid AV detection; blend with legitimate activity
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[bookmark: _Toc228103920]5. Initial Access via Web Application 
[bookmark: _Toc228103921]5.1 OWASP 192.168.0.209 
Nmap identified Apache, PHP, and additional web-facing services underpinning DVWA. Service enumeration enabled early identification of exploitable components and outdated technologies, reflecting common weaknesses in external pharmaceutical web applications [2], [5], [11].
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[bookmark: _Toc228103922]5.2 Metasploitable (192.168.0.44)
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	ATT&CK Technique
	T1190 — Exploit Public-Facing Application

	CVE
	CVE-2011-2523 (vsftpd 2.3.4 Backdoor)


[bookmark: _Toc228103923]5.3 Windows 7 (192.168.0.76)
	[image: ]
Nmap -sC -sV 192.168.0.76
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	ATT&CK Technique
	T1190 — Exploit Public-Facing Application

	CVE
	CVE-2017-0144 (MS17-010)




[bookmark: _Toc228103924]6.Initial Access 
Based on reconnaissance findings, DVWA (192.168.56.103) was selected as the primary entry point due to multiple OWASP Top 10 vulnerabilities [5]. Public-facing applications remain a significant threat vector for pharmaceutical organisations targeted by APT groups [2], [9].
[bookmark: _Toc228103925]6.1 DVWA Login page 
The DVWA login interface confirmed that the application was reachable and ready for exploitation.
Login with default credentials: Username: admin | Password: password
If this is your first login, you may need to click 'Create / Reset Database' on the setup page. 
[image: ]


[bookmark: _Toc228103926]6.2 SQL Injection Analysis
[bookmark: _Toc228103927]Using DVWA’s SQL Injection module (Security Level: Low), payloads were executed to test parameter sanitisation.

Payload: ‘ OR ‘1’=’1
[image: ]
[bookmark: _Toc228103928]6.3 Authentication bypass
A successful SQL injection bypass was performed:
This authentication without valid credentials, aligning with MITRE T1190(Exploit public-Facing Application) and T1078 [3].
[image: ]


[bookmark: _Toc228103929]7.Metasploitable Vulnerability Summary
Screenshots of Metasploitable login page confirmed:
Apache 2.2 with known CVEs
Vulnerable applications(Mutillidae, WebDAV,PHPAdmin)
[image: C:\Users\LENOVO\Pictures\VirtualBox_kali2019_26_04_2026_00_29_54.png]
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[bookmark: _Toc228103930]8. Complete TTP Summary Table
This table maps every phase of your engagement to MITRE ATT&CK. Include this exact table in your Threat Emulation Plan appendix.
	Phase
	ATT&CK Tactic
	ATT&CK Technique
	Tool/Method
	Target

	1
	TA0043 Reconnaissance
	T1595.001 Active Scanning
	Nmap ping sweep
	All VMs

	1
	TA0043 Reconnaissance
	T1046 Network Service Discovery
	Nmap -sV -sC
	All VMs

	2
	TA0001 Initial Access
	T1190 Exploit Public Application
	SQLmap / Burp / Nikto
	OWASP .206

	3
	TA0001 Initial Access
	T1190 + CVE-2017-0144
	Metasploit MS17-010
	Windows 7 .76

	3
	TA0002 Execution
	T1059 Command Interpreter
	Meterpreter shell
	Windows 7 .76

	4
	TA0001 Initial Access
	T1190 + CVE-2011-2523
	vsftpd backdoor exploit
	Metasploitable .107

	5
	TA0004 Privilege Escalation
	T1068 Exploit for Priv Esc
	getsystem / EternalBlue
	Windows 7 .76

	5
	TA0003 Persistence
	T1547.001 Registry Run Keys
	Metasploit persistence
	Windows 7 .76

	5
	TA0007 Discovery
	T1016 Network Config Discovery
	ipconfig / arp
	Windows 7 .76

	6
	TA0006 Credential Access
	T1003.001 LSASS Credential Dump
	hashdump / Mimikatz
	Windows 7 .76

	6
	TA0008 Lateral Movement
	T1021.002 SMB Admin Shares
	Network pivoting
	All VMs

	7
	TA0009 Collection
	T1005 Data from Local System
	Shell commands / find
	Metasploitable .107

	7
	TA0010 Exfiltration
	T1048.003 Exfil over Alt Protocol
	Netcat / Meterpreter DL
	Kali <- .107




[bookmark: _Toc228103931]9. Tools Declaration (Required for Your Report)
You MUST list every tool you use, justify why you used it, and state whether it is real or simulated. Here is your declaration for this lab:
	Tool
	Purpose
	Real/Simulated
	Justification

	Nmap
	Port/service scanning
	REAL
	Industry standard reconnaissance tool. Open source, pre-installed on Kali.

	Metasploit Framework
	Exploitation & payloads
	REAL
	World's most widely used exploitation framework. Used by both red teams and penetration testers.

	SQLMAP
	SQL injection automation
	REAL
	Automated tool for detecting and exploiting SQL injection vulnerabilities.

	Nikto
	Web vulnerability scanning
	REAL
	Open-source web server scanner. Identifies dangerous files, outdated software, and common misconfigurations.

	Burp Suite
	Web app proxy/intercept
	REAL (Community)
	Industry standard for web application testing. Free Community edition sufficient for this lab.



[bookmark: _Toc228103932]10.Evidence Collection Checklist
For every phase, you must capture evidence BEFORE moving to the next phase. Use this checklist:
	
	Evidence to Capture
	File to Save As

	[1]
	Nmap output showing all 3 VMs alive and ports open
	recon_nmap.txt

	[2]
	Screenshot of web app login page / DVWA / WebGoat
	webapp_login.png

	[3]
	SQLmap output or Burp Suite showing SQL injection
	sqli_evidence.txt

	[4]
	Metasploit confirming MS17-010 vulnerability
	ms17010_check.png

	[5]
	Meterpreter session opened on Windows 7
	meterpreter_session.png

	[6]
	getuid showing NT AUTHORITY\SYSTEM on Windows 7
	win7_system.png

	[7]
	Root shell on Metasploitable (id command showing root)
	metasploit_root.png

	[8]
	hashdump output from Windows 7 (redact actual hashes)
	hashdump_redacted.png

	[9]
	customer_data.txt visible on Kali after exfiltration
	exfil_proof.png


[bookmark: _Toc228103933]Appendix A — ATT&CK Technique Cross-Reference
Use the MITRE ATT&CK website (https://attack.mitre.org) to look up each technique below for full details, detection ideas, and remediation guidance. Include this table in your Threat Emulation Plan appendix.
	ATT&CK ID
	Technique Name
	Detection Method (for Blue Team)

	T1595.001
	Active Scanning: IP Blocks
	Network flow analysis, IDS alerts on large port scan volumes from single source.

	T1046
	Network Service Discovery
	IDS signature matching for Nmap patterns. Firewall logs showing sequential port probes.

	T1190
	Exploit Public-Facing Application
	WAF alerts, anomalous HTTP requests, error logs showing SQL keywords in requests.

	T1059
	Command & Scripting Interpreter
	Command-line logging (Sysmon, Windows Event 4688), unusual child processes of services.

	T1068
	Exploitation for Privilege Escalation
	Privilege change events (Windows Event 4672), unexpected SYSTEM-level process spawning.

	T1547.001
	Registry Run Keys / Startup Folder
	Registry change monitoring (Sysmon Event 13), alerts on new autostart entries.

	T1016
	System Network Config Discovery
	Alerts on ipconfig/arp execution by unusual accounts or at unusual times.

	T1003.001
	LSASS Memory Credential Dumping
	AV/EDR alerts on LSASS access, Windows Event 4656, Credential Guard deployment.

	T1021.002
	SMB/Windows Admin Shares
	SMB session logs, Windows Event 5140, alerting on unusual admin share access.

	T1005
	Data from Local System
	DLP tools, file access auditing (Windows Event 4663), unusual file reads by process.

	T1048.003
	Exfiltration Over Alt Protocol
	Outbound netcat/FTP connection alerts, DLP on unencrypted data transfer, network monitoring.
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image15.png
Applications ~  Places ~ £ Terminal ~ 13:27

Footaosbores:—# o -SC -5V 192,168.0,76
Starting Naap 7.80 ( hetps://maap.org ) 3t 2626-04-25 13:20 EOT
i scan report for 192.168.0.76
Host is up'(0.68115 Latency)
ot shawn: 989 closed parts
2t open ssh Opensi 6.7 (protoc. 2.0)
| ssh-hostiey
171024 s0:70:8c:45:b0:a0:0:28:39: 0:42:be:9:cc:c8:28 (0SA)
| 2048 31:1a:b0:91:50:b7-c7:d1 021 1c:9:65:01:13:30:01 (RSA)
| 520 111251 F2:ad63:30-0% e2: 91104 73163:50: 22 b1 1 (ECDSA)
135/8cp  open msrpc Wicrosoft Windows RPC
35/ch open netbios.ssn Microsoft Windows netbios-ssn
445716 open wicrosoft-ds Windoss 7 Enterprie 7601 Service Pack 1 microsoft-ds (vorkgrow
37756 open itp Nicrosoft HITPAPL hitpd 2.0 (SS0P/UPTP)
| http-Server_heater: Wicrosof< ITPAPL/2.0
| http-title: service Unavaitable
9152/15p open Hicrosoft Windows RPC
Hicrosoft Windors RPC
Microsoft Windos HPC
Microsoft hindos FFC
Microsoft Windows RPC
osot Windows RPC
HAC Addross: 08:00:27:10:68:00. (Oracle Virtuatgoe virtual WIC)
erice Tare: Wost. TENTIT: 03 Vindous CPEL cpe ormierosottvindows

Host script results:
|-Clock skew: nean: 20196505, deviation: 4hazn2ss, sedian: 05

| Ib5tat: NETBIOS nane: TENIT, NetBI0S user: <unknowt, NerBI0S WAC: 99:00:27:10:08:d0 (Oracle VirtualBox virtual IC)
| snb-os_iscovery

|05 indows 7 Enterprise 7601 Service
|05 s cpes/oimscrosofcovindows 71 591
| Conputer nae: BN

| MeTBIOS computer nane: TEINTV0D
| Workroup: NORKGROUP\300
| Systen time: 2026-04.25710:21:58-67:08
| s secority-sode

| “accomt uied: guest

| Sutnentication level: user
|

|

|

|

|

|

|

i

1 (hindows 7 Enterprise 6.1)

.Oiol-

challenge response: supported
pesssge sicning: disabLed (dangerous, but default)
sna-security.pode
2

Wessage signing enabled but ot required
oo tine

e 2026-04-25717:2:58

STart_date: 2626.04.25716:00:39

service eteceon perfared. Plose report ny fncorrec resies at s/ /. org/sst/
P adiress (1 host up) sconned in €5.67 seconds
Footoboios B

sboes: -





image16.png
Applications ~

Places > E] Terminal -

Sat12:14





image17.png
Applications v Places v @) Firefox ESR v

Kali Linux, an Offensive Sec

<« c @

\ Kali Linux %, Kali Training %, Kali Tools ‘% Kali Docs * Kali Forums *\ NetHunter [ Offensive Security & Exploit-DB & GHDB

X

Damn Vulnerable Web App X | +

Sat14:21
Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox

® & 192.168.0.44/dvwallogin.php

DVWA)
(WA,

Username

Password

Login

Darn Vuinerabe Web Appicaton (DVWA) & a Randart

Hint: defau ‘admi wih password ‘password

S




image18.png
Applications ~  Places ~ @) FirefoxESR v Sat14:25

g
Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox o0

Kali Linux, an Offensive Seci X Damn Vulnerable Web A X | +

<« c @ 1&Submit=Submiti - O - @
\ Kali Linux \ Kali Training "\ Kali Tools '\, KaliDocs *\ Kali Forums \ NetHunter [ Offensive Security & Exploit-DB & GHDB

192.168.0.44/dvv

Home

Instructions
Setup.

s
S
—
T
e
S
Sove

DVWA Security
PHP Info

Avout \

')

Vulnerability: SQL Injection

User ID:

Submit

m: R
First nam
Surname

m: R
First nam
Surname: Brown

m: R
First nam
Surname: Me

m: R
First name: Pablo
Surname: Picasso

m: R 1
First name: Bob
Surname: Smith

Logout

Username: admin
Security Level: low
PHPIDS: disabled

More info

hitp://www. Securiteam.com/securityreviews/SDPONIP76E. htmi

hitp:/ien.wikipedia.orgiwiki/SQL injection
hitp:/iwww.unbxwiz.netitechtips/sql-injection.htmi

Damn Vulnerable Web Application (DVWA) v1.

View Source | View Help





image19.png
Applications »  Places v &) Firefox ESR ~ Sat 14:37

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Brute Force - Mozilla Firefox -
Kali Linux, an Offensive Seci X Damn Vulnerable Web A X | +

<« c @ % 192.168.0.44/d
\ Kali Linux %, Kali Training %, Kali Tools ‘% Kali Docs *\ Kali Forums *\ NetHunter [ Offensive Security & Exploit-DB & GHDB

')

zmD Vulnerability: Brute Force

Instructions Login
Setup.

- Command Execution Password:

CSRF

Usemame:

e File Inclusion Login
SQL Injection
L] SQL Injection (Blind) More info
Upload hitp:/iwww.owasp.orglindex.phpiTesting for Brute Force %280WASP-AT-004%29
i hitp:/iwww.Securityfocus.com/infocus/1162
XSS reflected hitp:/iwww.sillychicken.co.nz/Securitylhow-to-brute-force-hitp-form: ndows. html
XSS stored
-

DVWA Security
S PHP Info
About

Logout

Username: admin View Source | View Help

Security Level: low
PHPIDS: disabled

Damn Vulnerable Web Application (DVWA) v1.





image20.png
Applications ~  Places v &) Firefox ESR ~ Sat19:29
Mozilla Firefox © e 0

Kali Linux, an Offensive Sec X | [@ Damn Vulnerable Web A X | § 192.168.0.44/mutillidac’ X | +

< c @ @ # 192.168.0.44/mutillidae/index.php?page=user-info.php -9 I @ =
 Kali Linux %, Kali Training %, Kali Tools ‘% Kali Docs ' Kali Forums *\ NetHunter [ Offensive Security & Exploit-DB & GHDB [f] MSFU

@4 Mutillidae: Born to be Hacked

try harder)  Logged In User: root (word)

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0
Reset DB

Home Logout Toggle Hints  Toggle Secu

View your details

0\1\%5? 'l'np 10
<% Back

Dn(umemalmn
s Rgsm"(“ _

ew Log ew Captured Data

(] Name [ |
A — password | |
o Site View Account Details
hacked...err...quality-
tested with Samurai Dont have an account? Please register here
SN | WTF, Backtrack,

Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

@webpwnized

|
Mutillidae
Channel

Developed by Adrian
“"Irongeek” Crenshaw o





image21.png
Applications ~

KaliLinux,an Offensive Se

) e e

Places ~ &) Firefox ESR ~

X | [ Damn Vulnerable Web /. x

Sat 19:30 = [
Moaila Frefox

1 1921680 48/mutlica: x | +

192.168.0.44/mutilidac/n

-0 %

N\ KallLinox %, KaliTraining "\ KallTocls \, KollDacs %\, KollForums "\, Netuner [ Offensive Securty - Exploi-DB = GHDB_ BIMSFU

Q}@ Mutillidae: Born to be Hacked

ot

Documentatio

stte
hacked...err...quality-
‘tested with Samural
WTF, Backtrack,
Firefox, Burp-Suit
Netcat, and these
Mozilla Add-ons

@webpwnized

Developed by Ad
“Irongeek" Crenshaw|

Version: 2.1.19 __ Security Level: 0 (Hosed) __Hints: Disabled (0 - | try harde:

Togale Securlty

Logged In User
View Captured Data

root (word)

Home  Togout  Togale Hints ResetDB  ViewLog

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP Top 10

Latest Version/ Installation

« Latest Version

« Installation Instructions.

« Usage Instructions.

+ Getrid of those pesky PHP errors
« Change Log

« Notes

‘Samurai WTF and Backtrack contains all the tools needed or you may build your own collection|

=,

(o
backftrack

‘Samurai Web Testing Framework

@@ T

\
Mysac

yd g

e





image1.jpeg
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David





image2.png
Oracle VirtualBox Manager

Fle  Machine  Help





image3.png
To access official Ubuntu documentation, please visit:

http://help.ubuntu.con/

No mail.

nsfadmingmetasploitable:™$ ifconfig

ctho Link encap:Ethernet HuWaddr 08:00:27:28:6f:3f
inet addr:192.168.0.44 Bcast:192.168.0.255 Mask:255.255.255.0
inetb addr: £eB0::a00:27ff :fe28:6f3f/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 HMetric:l
RX packets:53 errors:0 dropped:0 overruns:0 frame:
TX packets:61 errors:0 dropped:0 overruns:® carrier:0
collisions:0 txqueuelen:1000
RX bytes:5359 (5.2 KB) TX bytes:6487 (6.3 KB)
Base address:0xd020 Memory:f0200000-f0220000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr /128 Scope :Host
UP LOOPBACK RUNNING MTU:16436 Metric:i
RX packets:92 errors:0 dropped:0 overruns:0 frame:
TX packets:92 errors:0 dropped:0 overrunsi® carrier:0
collisions:0 txqueuelen:o
RX bytes:19393 (18.9 KB) TX bytes:19393 (18.9 KB)

msfadmin@metasploitable:™$
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