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Crime and Deviance Versus Power and Control

Surveillance: a way to ‘keep us safe’ or a way to‘control’. Explore, in depth, the tensions of surveillance in a modern world.






[bookmark: _Int_1unXfuXO]Online surveillance and monitoring are a modern widespread phenomenon that enhances visibility between the ‘micro’ (the personal or small-scale interactions that impact society) and ‘macro’ (wider community impact and societal) life (Nema, 2016). This essay aims to explore safety and security of modern-day online applications and platforms, specifically considering the impact on personal identities and identification processes. Central themes are the significance of power models and the links to areas such as social control and more subtle ways of surveillance such as computerised data monitoring, aiming to aid further understand of the links between these areas.
Historic models of surveillance include buildings such as the ‘Panopticon’, developed by Jeremy Bentham during the 18th century with the monitoring of incarcerated prisoners in mind (Hier, Walby and Greenberg, cited in Lyon, 2006).  This structure is still considered to be a powerful model of human surveillance, designed with guards placed centrally to a prison structure, fig. 1 below is a modern-day example of the original 1787 version. Guards are central to the prison population with the ability to continually monitor whilst not being visible to the prisoners, designed to encourage control and compliance of inmates (Bentham, 1787, cited in McLaughlin and Muncie, 2013). The threat of being watched at any time was thought by Bentham to coerce the prisoners into believing that the chance of being caught and punished for misdemeanours would encourage them to ‘self-monitor’ and comply with the rules at all times (Willshire, 2016). This historic model has been criticised and considered as embodying a negative example of power and control, emphasising a stark imbalance between those in authority and those being observed (Foucault, 1984, cited in Topinka, 2010; Haggerty, 2006, cited in Lyon, 2006).  Foucault (1977, cited in Mason, 2025), later considered and analysed the Panopticon surveillance model and its oppressive messages, applying this to wider social and cultural society. He suggested that the layers of watching and being watched are complex, internalised and visible everywhere in society as a form of ‘social control’. He theorised that everyone plays a part within the modern-day Panopticon, using their own internal and external surveillance, which increases power imbalances and oppression that he likened to a dystopian worldview (MacLeod, 2022).
[image: ]
Stateville Penitentiary, Illinois. DuBois and Goldberg, (2002), cited by Brook, 2010.
Foucault perceived power as an ongoing exchange, woven into the fabric of everything, everywhere.  He said that power was not just ‘top down’, with those who hold power such as the state, police and authorities; but power was part of our own everyday interactions, or ‘bottom-up’, power is shaped by the small scale relationships that we operate within (Foucault, 1977, cited in Mason, 2025; Revolution and Ideology, 2023; Balan, 2010).  Using Foucault’s power and control theory as a backdrop, the internet has a plethora of ways of gathering personal information and data; considering the more subtle yet powerful methods of the world wide web, Asida (2023) describes social media algorithms that are used to grow online followers, customers and audience. She describes a simple online search which is automatically followed by instructions that are sent through the internet to filter out and connect with relevant information. Just one search will imprint and continue to show advertising information relevant to that search performed on a user's profile (Richards, 2013). Information is also carried automatically across the internet by data analysis software, as ‘spending habits are analysed by software, the data sold to all kinds of businesses’; personal preferences and information being tracked and sold across the globe exchanging virtual hands in record speed (Wood and Ball, 2006, pp.3-6).  This could be viewed as a level of control with private information no longer experienced as personal.  Richards (2008), discusses the compromising of what he calls ‘intellectual privacy’, by which he means the thoughts, conversations and personal information of citizens, which is continually being interfered with by companies who monitor and share computerised activity. In later work, (2013), Richards added that the compromising of personal data, privacy and intelligence is often misunderstood and underestimated by the public; he was concerned that sharing ideas and opinions not in line with current opinion or government viewpoint can be particularly threatening to personal privacy and freedom.  Bearing in mind that personal information can be obtained by corporations if shared via social media or via internet platforms.  Whilst Wood and Ball (2006) claim that we are losing personal privacy to casual surveillance from inputting our information on everyday devices such as phone, internet apps to wider interference such as CCTV, larger scale databases, and governmental and corporate watchers. 
[bookmark: _Int_njarJtR0][bookmark: _Int_3ihV8S49]Examples of data sharing, monitoring and recognition can be viewed as a way of connecting people, for example of reality surveillance television programmes such as Big Brother, Gogglebox, First Dates and Britain’s Got Talent amongst many others (Andrejevic, 2012; Thompson, 2024). These representations arguably present a distorted view of existence (Baudrillard, 2024). Lyon (2006, p.8) argues that both the audience and participants on reality television are doing so under the persuasion of the economic and social benefits that can be achieved, suggesting that this type of surveillance is primarily about basic marketing of a product.  Lyon terms this process ‘Panopticommodity’ where for example, individuals volunteer to being watched via surveillance sometimes twenty-four hours a day.  The risk, according to Ajdregevic (cited in Lyon, 2006, p.8) is that the positive messages the public receive from reality television greatly undermines that surveillance is actually very intrusive to everyday private life.  He draws attention to the paradoxical illusion of ‘freedom and authenticity’ of individual expression, whilst at the same time being mass marketed on a public platform.  Panopticommodity then could be viewed as bringing the Panopticon into the modern world of surveillance, transferring it to households via the television. 
Foucault (1926-1984) expressed that being constantly monitored has impact upon the micro and macro of the human social world, he was concerned that power and monitoring were interwoven into the expectations of social life within society (Balan, 2010; MacLeod, 2022).  He considered Bentham’s panopticon as an extreme example of control that could be transferred to more subtle integrated social power structures at play. He suggested that the internalisation of power structures inherent within society are implied by means of social control, laws and private and public surveillance. Foucault emphasised a real danger of not just individual oppression within top-down power structures but also subtle socially integrated power structures, such as family and work life which influence people and decision (Mason, 2025). Whilst Foucault died before everyday technological surveillance was commonplace, his views on power structures can be drawn upon to understand current day technological advances. He believed that power is extremely complex and everywhere, power is central to every exchange and transaction individuals and groups engage in (MacLeod, 2022). 
Rayner (2012a) argues that ‘social media exposes us to a virtual Panopticon’ in which both sharers and watchers alike are exposed to a type of surveillance by watching and following one another. Campbell and Carlson (2002) further consider that due to online information exchanges, people are more vulnerable to corporate data gathering who share and sell this information. They argue that Foucault’s interpretation of Bentham’s Panopticon is relevant to understanding the current day impact of computerised data exposure and surveillance. Whilst there is no ‘guard’ threatening to watch, they suggest that corporate firms use complex surveillance to unpick and categorise and give options to individuals based on their own disclosure of their lives and preferences. According to Gandy (1993, cited in Brighton, 2023), private information is collected, or coerced from online activity, used to create a profile, predict personal life and target consumer choices; this is then used to create a feed back to individuals via matching marketing material on their computer screens.  Whilst individuals may be partially at least, compliant in sharing their own personal information online, this also increases the chances of their data being hijacked, re-interpretated and sold by marketing corporations. 
Campbell and Carlson (2002) also suggest that targeting by advertisers of products representative of a user's online searches or engagement could be viewed by some as potentially beneficial, offering options to consumers. Whitaker (1999, cited in Campbell and Carlson, 2002) uses Foucault’s interpretation of the Panopticon to surmise that internet monitoring agencies are ultimately viewed by consumerists as holding the power to punish by excluding them from goods and services, he considers this dynamic a modern-day Panopticon.   Campbell and Carlson (2002, p603) conclude that ‘the corporation..dictate(s) the marketplace, and correspondingly, constructs and maintains our participatory Panopticon’. They argue that with technology as it is, simply by the internet user being online, it opens a two-way dialogue between the internet user (the observed) and the selling corporations (observers) and like the Panopticon, the observers ultimately owning the power.
Foucault’s theories of power, and of being observed by authoritarian and powerful forces can be translated to current day internet-based corporation and consumer activity. Haggarty (cited in Lyon, 2006, p26) however, maintains that the extension of the Panopticon model into modern day thinking is not a good fit, he illustrates this by the numerous terminological expansions of the ‘opticon’ model. He argues that surveillance in the modern world has diverted unrecognisably from the original Panopticon idea whilst hanging onto the old and now less relevant terminology. The original Panopticon model was entirely embodying a physical space that was oppressive to the less powerful, now the current day computerised expansion with everyone being exposed to consistent background surveillance no matter what social group or standing they have, is more fitting (Rayner, 2012a; Gilmore, 1995).  Campbell and Carlson (2002), suggest that the Panopticon guards are unseen, with the prisoners under threat of being watched at any given point regardless of whether they were being observed or not; Foucault (1995), was fascinated by the idea that prisoners would ultimately start monitoring themselves, in theory there is no real need for guards, the threat allows the power to shift automatically to the authority.  Whilst Gandy (1996) argues that today’s online extraction and sharing of personal data goes much further than the original exchange with the innocent sharing of a link or post online, which could be globally viewed within seconds for many purposes including marketing, crime, medical support, or simply for fun, such as dating applications or funny video clips.
Foucault’s ideology is that power is present in all information and exchange patterns, within the personal, community and wider social structure (Revolution and Ideology, 2023). Foucault developed the concept of what he calls ‘force relations’ (MacLeod, 2022), meaning that every micro choice individuals make are based on power struggles and exchange which is a constant process of energy that blends or disagrees, contradicts or conflicts. These struggles pull on the free will of the individual making the choice, Foucault questions how much free choice individuals really have with all these competing forces; such as expectations of the culture that they live in, the community, family and opinions of peers for example. He argued that these all combine at the same time, working together harmoniously or in conflict; all of which conclude the ultimate choices people make. (MacLeod, 2022). With this in mind, Floradi (2011) states that participation on Facebook for young people is not considered a real option, but is an expectation, he quotes the New York Times (2007) ‘if you don’t dive in, other people will define who you are’, going on to suggest that personal presentation online is carefully considered due to ‘knowing that everyone is watching’. In Foucault’s view, freedom, personal identity and choices are tied up with power.  He theorised that identification or belonging to a religion, a school or a nationality for example, ‘is a form of power which makes individuals subjects’, the term 'subjects’ he explains as being beholden to (Foucault, 1982, p.781).  He argues that personal decisions are made with these competing forces, in the example above, the decision to post information on social media (Facebook) is then tied up with social group, belonging, social acceptability, culture of belonging; the free will to write and present the self is with all of this in mind.  Foucault (1982) then, believed that everyday relationships embody social power, he saw true freedom as being everywhere, but that conscious resistance and force relations are party to the free will of individuals (Balan, 2010; MacLeod, 2022).
To truly understand and dismantle power relations Foucault (1982) suggested that consideration should be given to ‘resistance’, in his view, understanding power happens through what he calls ‘antagonism of strategies’ (p.780). He points out six identifying features all of which may be relevant to the conflicting area of surveillance society, but which he relates to authority and individual identity; such as authority that the medical profession has over patients. In summary, these points reflect:

‘everyday life which categorizes the individual, marks him by his own individuality, attaches him to his own identity, imposes a law of truth on him which he must recognize and which others have to recognize in him’.
Foucault, (1982, p.781).

Foucault argues that these constructed relations between authorities and individuals give rise to a natural opposition and conflict. He further suggests that to be an active participant within these power relations, a different viewpoint is needed to try to understand the dynamic the other way around, for example, looking at why people are committing crime rather than focussing on what authorities are doing about it through the justice system. Foucault urges that power needs to be considered from the stance of why oppositions and tensions have arisen between power structures and individuals who are subjected to them. With surveillance in mind, Rayner (2012a) suggests that a Foucauldian view of social media platforms involve a sharing and watching culture that acknowledges the recipient's data with positive or negative feedback, ‘the power’ is with the exchange and confirmation of responses and identity creation. In a similar way, Gandy (1996) argues that clever marketing via social media ensures that personal information is elicited and categorised, ultimately gathered so that companies can sell goods to people who are more likely to buy them, or in fact to shape their identity.  According to Rayner, (2012b), with Foucault’s ideology of freedom being tied to power, he recommends taking control by creating a self or selves on the internet as a necessity, warning that the internet has the power to create an identity for us if we do not.  Whilst others remain sceptical, agreeing that although identity is wrapped up in technological surveillance; at the same time, the public is encouraged to share personal details for fear of exclusion from modern society (Campbell and Carlson, (2002). 
[bookmark: _Int_zcCQFQGo]To summarise, surveillance has been explored with the Panopticon as a central theme, reinterpreted by current day surveillance methods. Foucault’s theories of power and social control has been related to modern day internet ‘watchers’ eliciting private information to sell and share for commercial purposes. With social decisions complicated and dominated by various aspects of what Foucault terms ‘force relations’ which are relevant to the creation of online identity. Whilst no one sees the ‘guards’ behind the internet Panopticon, they are there, collecting data to market back to individuals. For Foucault, the power is also with those who use the internet.  It may therefore be important to consider further research in how much people participate in the creation of their own virtual identities, and how much is created for them.  In Foucauldian terms, the dynamics (forces) around individuals and online data manipulation is related and relevant to owning personal responsibility and awareness of what is happening behind the computer screens, as well as the contribution of their own data made by the user.  
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