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Part 1

1.Introduction

In the first part of the portfolio research was carried out into the basic information needed to setup
and test basic network systems, the research carried out was into the basic layers of
communications that each device uses to move information from one point in the network to
another this can either be a local network or a bigger system such as the online network systems.

Once the research require was carried out 3 networks were created to allow testing of the first three
routing methods for a local network to better understand there functions and how they are set up,
each with their own requirements. Once this was done each was tested to ensure they are working
correctly this was done using the software ping function which is used to test communication
between devices. The networks set up were done so using the basic layout created in the design to
make fault finding easier. The final task of the first part was to evaluate the systems created and
recommendations for future development.

Reasonable introduction.




2.Research

The OSI (open systems interconnection) is used as the standard to the order in which devices are
connected. This determined the communication levels required for information to pass through to
pass on information. The data sent through a network can either move up or down a layer a single
one a time or move across the level to communicate with other devices however it cannot jump
through levels, starting from the layer 1 layers are Physical, Data link, Network, Transport, Session,
Presentation and Application. While there are 7 layers it is fairly common in local networks to only
use 4 of these layers.

Encapsulation is used in networking software system to make sure the individual devices are
responsible for maintaining their own individual status and state. This is ensures that other devices
on the network do not need to monitor each other device this would create a lot more data for the
system to work through which will inevitably slow it down and cause additional issues such as
glitches and bugs it also opens up the systems status and inner workings to outside devices which
could cause additional problems in the device if set up incorrectly as another device could overwrite
its values. This will normally be done by the person who built the system when programming it.

Broadcasting is the method used to transfer information between devices, this can either be done in
a big network using switches to communicate with many devices using methods such as Ethernet, or
much simpler system by using a point to point connection to transfer the information between 2
devices. This can also be done on line, this is similar to how webpages function when loaded on PCs.
“A Broadcast means that the network delivers one copy of a packet to each destination.”
(Firewall.CX viewed — 28" December 2018).

Port numbers work in collaboration with the networking protocols to allow easier transmission
between network devices. Where the IP address is used to identify the device in the network and
the connection of the device it is linked to the port number will allow access to a specific application
in that device. For example a browser on a PC is required to access online information and a port is
used to communicate between the software (browser) and the network.
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3.Design requirements

Before creating the networks a design was created for the way the IP system will be
assigned to each of the devices. This was done to make creating the networks easier and to
assist in fault finding as the addresses to each of the devices followed the premade set of IP
addresses which can be seen in the table below.

Network Network A Network B Network C
Ser port 2.0 10.10.10.1 10.10.10.2 N/A

Ser port 3.0 N/A i 1 g T 11.11.11.2
Gateway 192.168.1.0 150.168.1.0 100.168.1.0
PC address start 192.168.1.12 150.168.1.12 100.168.1.12
Subnet 255.255.255.0 255,255.255.0 255.255.255.0

The values above were chosen to keep things simple and minimizing the wastage while adhering to
the standards required, this also allows for expansion of devices if necessary. The devices used in the
packet tracer software were the default ones provided this is because they came preloaded with the
network cards for the device, different ones could have been used however they would require the
cards to be added on afterwards.

Using these values the 3 networks were created which can be seen below. These networks were the
Static routing RIP routing and DHCP routing, these were created using the same setup with 2 WANS

and 3 LANS for testing purposes.
The ip addressing scheme is

correct. The three classes are
used in the LANs and the WAN
serial is your choice.




4. Implementation

The first network that was created was one consisting of 3 LAN (Local Area Network) networks
connected by WAN (Wide Area Network) networks. Below is the result of the network being set up
using static routing which can be seen in the figures below (Figure 1, Figure 2 and Figure 3) the
values for the static table can be seen in the router tables.

Figure 1: Static router 1 IP setup.
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Figure 2: Static router 2 IP setup.
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Figure 3: Static router 3 IP setup.
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As can be seen from the testing table at the bottom right from pinging the system fro 1 PCto
anouther the system is functioing as expected. Once the netwrok was finished being tested in the
static routs the system was converted to a RIP addressing system, for this additional PC’'s were
added to each LAN network adding to the IP layout created in the design period (Figure 4, Figure 5,
Figure 6).

Figure 4: Router 1 RIP table setup.
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Figure 5: Router 2 RIP table setup.
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Figure 6: Router 3 RIP table setup.
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As can be seen from the testing table at the bottom right from pinging the system fro 1 PCto
anouther the system is functioing as expected. The final network that was created using this system
was a DHCP network (Dynamic Host Configuration Protocol) this allowes the system to assign the IP
addresses to the devices itslef automatically updating when new devices are added. For this the
same RIP table was used and the PCs were set to DHCP allowing automatic IP allocation, however

Router 1 had to have the script in place to allow for this to take place this can be seen below (Figure
7 and Figure 8)
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Figure 7: Router 1 command table.
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!
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Physcal Config QU Attributes
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Heutarg

Routerfconfiigqure terminal
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Router {config-router) fexic

Router {config) fexit

Routarf

WS¥S=-5-CONFIG_I: Configured from console by consola

Routarfshew running-cenfig
Building configuraticm...

Current configuration : 1362 bytes

1

version 12.2

ne Fervice timestamps log datatime meec
no service timestasps debug datetime msee
ng service password-encriypticon

'

hostnsme Routes
1

'
1
]
ip dhcp excluded-address L%2.162.1.1 1%2.16€8.1.10
ip dhcp excluded-address 150.163.0.1 152.1€8.0.10

ip dhcp excluded-address 100.0.0.1 100.0.0.10
ip dhep excluded-address 150.168.0.1 150.16€8.0.10
'

ip dhcp pool necl

network 192.168.1.0 2Z55.255.2585.0
default-zouter 152.162.1.254
dns-sarver 183 168.1.384

ip dhcp pool netl

network 150.168.0.0 255.255.0.0
defsult-zoutez 150.162.1.254
dns-server 150.168.1.254

ip dnep pool nec3

netwozk 100.0.0.0 255.0.0.0
default-reutar 100168 1_254
dng-server 100.168.1.254

ip caf
no ipvé cef

Ctrl4F6 to axit QLT focus

13

Paste

DHCP
configuration
showing excluded
address range.




Figure 8: Router 1 command table continued.

¥ Routerl

Fhysical Config ar Attributes

105 Command Line Interface

interface FastEthernat0/0

duplex auco
speed autc

ezface FastEcheznetl/0
no ip address

duplex auto

speed auto

shuzdown

interface Seriali/0

ip address 10.10.10.1 Z6E£.0.0.0
elock racte 2000000

'

incarface Serial3/0

no ip sddress

clock rate 2000000

'

inzerfara FastEchernecd /0
no ip address

shutdavn

intezface FastEtheznets/ 0
no ip addresa

shusdzwn

iouter zip

nectwork 10.0.0.0

network 11.0.0.0
network 100.0.0.0
network 150.168.0.0
network 18Z.1€8.1.0

ip classless

ip flow-export vezsica 3
1
'

line con O

'

line aux 0

'

line vey O 4
login

ip address 192.168.1.254 256.255.285.0

Cirl+F5 to exit CLI focus

Copy Faste

However router 2 and router 3 must be assigned as the helpwer addresses and the IP exclutions
must also be added. This is done so tha the PCs aren’t assigned random values by the routers and
that it follows the layout created earlier. Below is the command fro router 2 (Figure 9)
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Figure 9: Router 2 command table.
¥ Router2 Bx o

Physical Config cu Attributes

105 Command Line Interface

1
!
interface FastEthernet0/0
ip address 182 168_2 1 255 _255 _255.0
ip helper—-address 10.10.10.1
duplex aute
spead auto
1
interface FastEthernetl/0
no ip address
duplex auto
speed auteoc
shutdown
1
interface Serial2/0
ip address 10.10.0.3 255.0.0.0
1

interface Serial3/0

ip address 11.11_0_.2 255.0.0.0
clock rate 2000000

1

interface FastEthernetd/0
no ip addresas
shutdown
1
interface FastEthernet5/0
no ip addresas
shutdown
1
router rip
network 10.0.0.0
network 11.0.0.0
network 192.1€8.1.0
network 152 _168.2.0
network 132.1€8.3.0

1 ~

ip classless (¥}

Ctrl+F6 to exit CLI focus Copy Paste

And finally the same thing was done to router 3 which can be seen below (Figure 10).
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Figure 10: Router 3 command table.
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ip helpez-addsess 10.10.10.1
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!
intesface
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duplex suzs
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whutdoen
'

stEtheznetl/0

in&urace Serialis0

no ip address o
Helper address is
; )

I ————— configured.

ip address 11.11.11.2 2E6.0.0.0

1

intezface FastEZthesznetd /0

no ip address

shutdown

]

interface FastZthernsts/0

no ip address

1

SouTer Iip

o & 10.9.9.¢

netvork 11.0.0.0

network 100.0.0.0

network 150.168.0.0

ip elassless
1

ip flow-wxpest vessics 2
|

liae om0
1
line aux 0
'

line wey 0 4
login

'

nd

Roucers
Roucect]

Ctrl 46 to et CLI Focus Cawy Pastz

Once the PCs were switched to DHCP they were automatically assigned there IP address from the
pool which was writen in router 1 and starting from when the exclutions ended, this can be seen in
the PC below (Figure 11).
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Figure 11: PC IP table.

® pco - [m] x

Physical  Config  Deskiop  Programming  Attrbutes

(@) DHCP

P Address

DHCP is tested but
devices on the other
outers need to be
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Link Local Address |Fes0:: 200:FFFF:FE10:E007

Subnet Mask
Default Gateway

DNS Server

1Pv6 Gateway |

1PV DNS Server [

O7op

Once again this system was tested by pinging the network from verious point to ensure it was
working correctly, the results of this test can be seen below. (Figure 12). The tesing showed that the
system functioned as expected.

Figure 12: DHCP network test results.

= LastStatus Source Destination Type Color Time(sec) Periodic MNum Edit  Delete Cal

@ Successful  PC2 PC3 e | 0,000 N 0 (edib) (delete) .

@ Successfl  PCO PC1 1o 0.000 N 1 (edit) (delete) This test shows
@ Successfl  PC3 PC2 cMP 0.000 N 2 (edit) (delete) the comms

@ Successful  PC1 PCO ICMP 0.000 N 3 (edit) (delete) v between all

- Sirracchi orn D ibart Lg -0 Llaal] L a fardi fAalatal

devices.
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5.Conclutions and Recommendations

The Networks created to test each routing method functioned as predicted. However, some issues
were found when pinging the systems during testing, this however turned out to be a glitch in the
simulation software where there was a delay from assigning the IP addresses and before the system
created the links. This resulted in the system showing the results of pinging the devices as a failure
while later on showing them a success. During testing it was found that each method of routing
addresses had its specific advantages however it was not clear form this test which of the three was
the best.

Recommendation for more accurate testing would be to try and use less of the generic devices given
by the software to allow testing of other devices with different cards. This will allow the differences
of each one to be shown to see the advantages and disadvantages of each in a network and how
they might need to be set up differently.

Reasonable
conclusion.
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6.Evaluation

After carrying out the test and evaluating the results it can be seen the 3 different network routing
methods each worked as intended, the DHCP network being the most difficult to setup as each
router needed to be setup individually, while this system will work easily if left un altered or if an
additional PC or other device is added, if an additional router is added the helper address and pools
will need to be changed and must be created in a way to not affect the exclusion list as adding a
system that overlaps this will result in a system failure.

While it could not be concluded from the results carried out at this time which of the three methods
was the best, based on the additional setup required to setup the DHCP system compared to STATIC
and the RIP it can be said that the DHCP is only better when used in more complicated systems..

Good
evaluati
on of
the
system.
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Part 2

7.Introduction

In the second part of the portfolio a 3-router network will be created using the class C
addressing scheme the first instance will be done using a CIDR/28 scheme for the whole
network. Once the network has been setup and is working correctly, the network will be
adjusted to improve it by implementing 2 separate networks CIDR/30 for the 3 routers and
CIDR/27 for the PCs on the individual routers. The systems that will be configured will be
individually tested by pinging the devices form 1 PC to another on a different network.

20




8.System configuration requirements

To setup the systems the IP addresses for each of the routers and the PCs must be worked out the IP
address that will be used for the base of the devices will be 192.168.10.xxx . The first one that will be
worked out is the CIDR/28 using the subnet mask 255.255.255.240.

CIDR/28:
Egypt:
Subnet mask 1/1(1(1|0{0|0| 0] 255.255.255.240
0/0|{0|0|0|0|0| 0| Notused
Network address 16 [0 | 0|0 | 1|0 |0 |0 |1 | Lowest Host address 17
Network address 16 [0 | 0|0 | 1|0 |0 |1 |0 | NextHostaddress 18
Default gateway 0|00 |1|1|1]1]O0]| Fastethernet port0/0 address 30
Broadcast address 0/0{0|1|1]|1]|1]1]|Broadcast3l
Rome:
Subnet mask 1/1(1(1|/0{0|0| 0] 255.255.255.240
0[0|0|0|0|0|0|0]| Notused
Network address32 [0 (0|1 |0|0|0|0|1| Lowest Host address 33
Network address 32 [0 (0|1 |0|0|0|1]|0| NextHostaddress 34
Default gateway 0(0|1[0|1|1]|1]O0]| Fastethernet port0/0address 46
Broadcast address 0/0{1|0|1]|1]|1]|1]|Broadcast4?7
London:
Subnet mask 1/1(1(1|0{0|0|0] 255.255255.240
0/0|{0|0|0|0|0| 0] Notused
Network address 48 [0 | 0|1 |1|0|0|0 |1 | LowestHostaddress 49
Network address 48 [0 (0|1 |1|0|0|1|O0| NextHostaddress50
Default gateway O[{0|1]21|1|1]|1]|O0| Fastethernet port0/0address62
Broadcast address 0|01 |1|1]|1]|1]1]|Broadcast63
Egypt = Rome:
Egypt router 0[1|0|0]|1]|1]|0|1]| Fastethernet0/1 address 77
Rome router 0/1{0|0|1|1]|1]0]| Fastethernet0/0 address78
Rome = London:
Rome router 0/1(0|1|1|1|0]| 1| Fastethernet 0/1 address 93
London router 0|10 |1|1|1|1]0 | Fastethernet0/0address94

21




London = Egypt:

CIDR/28
addressing
scheme is
correct and all
networks have

London router

[=ISTS1)

Faste berqé’t’ 0/1 address 109

Egypt router

Fastethernet 0/0 address 110

aUurItosStTo.

The next set of IP address that were worked out were for the CIDR/27 network setup and the

CIDR/30 network.

CIDR/27:
VLSM 27 and 30 is the same as
CIDR so the terms here are
Egypt: correct.
Subnet mask 1/{1{1]|0|0|0]|0|0|255255.255.224
0/0[{0|0|0|0|0| 0] Notused
Network address32 |0 | 0|1 |0|0|0|0| 1| LowestHostaddress33
Network address32 | 0|{0|1|0|0| 0| 1|0 | NextHostaddress 34
Default gateway 0(0|1|1|1|1]1]O0]| Fastethernet port0Q/0address62
Broadcast address 0({0|1]21]|1|1|1|1]|Broadcastb3
Rome:
Subnet mask 1/1(1|0|0|0|0| 0] 255.255.255.224
0/0|{0|0|0|0|0| 0| Notused
Network address64 |0 | 1|0 [0|0| 0|0 | 1| Lowest Host address 65
Network address64 | 0| 1|0 [0| 0| 0| 1|0 | NextHostaddress 66
Default gateway 0|10 |1|1|1]1]O0 ]| Fastethernet port0/0 address 94
Broadcast address 0(1|0|2]|1|1|1]|1]|Broadcast95
London:
Subnet mask 1/1(1|(0|0|{0|0| 0] 255.255.255.224
0/0[{0|0|0|0|0| 0| Notused
Network address96 |0 | 1|1 |0|0| 0|0 | 1| Lowest Host address 97
Network address96 |0 | 1|1 (0| 0| 0| 1| 0| NextHostaddress 98
Default gateway O|1|1|1|1|1]1]O0]| Fastethernet port0/0address126
Broadcast address O(1|1(21|1|1|1|1]|Broadcastl127

22




CIDR/30:

Egypt:
Subnet mask 1/1|]1]0]0]0|0|0]| 255.255.255.252
0/0|0|0|0|0|0]| 0| Notused
Network address 4 0/0[{0|0|0|1]|0]1]|LowestHostaddress5
Network address 4 0/0[0|0|0|1]|1]|0]| NextHostaddress6
Broadcast address 0/0[{0|0|0|1|1]|1]Broadcast?
Rome:
Subnet mask 1/1|]1(0|0|0|0|0]| 255.255,255.252
0/0|0|0|0|0|0| 0] Notused
Network address 8 0/0[{0|0|1|0]|0]|1]|LowestHostaddress9
Network address 8 0|0[{0|0|1]|0]|1]|0]| NextHostaddress 10
Broadcast address 0|/0[{0|0|1|1]|0]|0]|Broadcast11
London:
Subnet mask 1/1|1(0|]0|0|0|0]| 255.255.255.252
0/0[{0|0|0|0|0| 0| Notused
Network address 12 [0 (0|0 |0| 1|1 |0 |1 | LowestHostaddress13
Network address 12 [0 (0|0 |0 |1({1 |1 |0 | NextHostaddress 14
Broadcast address 0|/0[{0|0|1|1]|1]1]|Broadcast15

ACL:

PCA1

VLSM is assigned and ready for
implementation.

Gate address

192.168.10.62

IP address

192.168.10.33

Subnet mask

255.255.255.224

PCA2

Gate address

192.168.10.63

IP address

192.168.11.34

Subnet mask

255.255.255.224
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9.Implementation

CIDR/28:

The IP address from the table above were added to the devices for the CIDR/28 network which can
see below. (Figure 13)

Figure 13: Setting up the CIDR/28 network.
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CIDR/27 and CIDR/30:

Once the first network was completed they were separated into 2 separate networks to create the

new network, the first one to be implemented was the CIDR/30 network for the 3 routers. (Figure
14)

Figure 14: CIDR/30 network.
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Once the first network was setup the CIDR/27 network for the PCs was setup. (Figure 15)

Figure 15: CIDR/27 network.
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Vian:
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SubretMasi 265255 255. 24

T Ring Lt »

Tests
showi
ng
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The next part of the network was to adjust it so that two PCs wi%ﬁiﬁ@rent IP addresses can still talk
to other networks by using a vlan setup. (Figure 16,17,18,19 anq 20). During the setup the command
dotlg was needed to setup the router which is used to allow thegneapsulation of the information
being sent on a specified sub interface determined by the fastethernet port used in its designation

and allows a range configuration to be setup.

Figure 16: Adding the vlans.
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Figure 17: Addressing the ports to the vlans.
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Figure 18: Setting up the trunk interface.
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Figure 19: Setting up the ports on the router.
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Figure 20: Checking the trunk on the switch.
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ACL:

The final alteration of the network is to configure an ACL router which will allow communication to
one of the PCs and not the other on the same network. The first part that was carried out was to
setup the router. (Figure 21 and Figure 22).

Figure 21: Setting up the router.
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Figure 22: Access group.
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10.Testing and analysis

Once the networks were setup they were then tested by pinging from one device to another to test
the functionality of the system.

CIDR/28:

The testing for the network was carried out by pinging from one device to another on a different
router, this was done both sending and receiving through each router as shown below (Figure 23)

Figure 23: Testing the CIDR/28 network.
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Tests are good
for CIDR/28.

31




CIDR/27 and CIDR/30:

This netwrok was tested by pinging from device to device on each of the netwrorks (Figure 24).

Figure 24: Testing the CIDR/27 and CIDR/30 networks.
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Vian:

The same test was carried out on the Vlan network as the devices were pinged from 1 device to the
other. (Figure 25).

Figure 25: Testing the Vlan network.
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ACL:

The final network to be tested was the ACL network where one of the devices on the Egypt network
would be able to access the other devices while the other one will not be able to. (figure 26).

Figure 26: Testing the ACL network.
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11.Evaluation

During testing the CIDR/28 functioned the first time around with no issues found the test was
carried out however the first set of results showed failure to communicate this became apparent
that the fault was due to the PCs and routers processioning the information as after a while it
worked with no issues. Bearing in mind the previous faults the testing of the CIDR/27 and CIDR/30
network was easier however it still had an issue this was due to the subnet mask mistakenly not
being changed on one of the router fast Ethernet ports connecting to the switch, once rectified the
system worked correctly.

The easies network to setup was by far the CIDR/28 as there was only 1 subnet mask required to be
used throughout however it was quite an inefficient choice as there was addresses that were left
spare taking up space that could be used in other network systems, however it does leave room for
expansion on the system. Whereas the CIDR/27 and CIDR/30 were more efficient in there allocation
of the IP addresses and since the 2 networks were separated by the different subnet masks it will
add an extra layer of security as if the network used for the PC’'s was damaged or crashed it would
leave the network joining the routers left intact, the drawback of this method is that there is little
room for expansion.

By comparison to the CIDR networks which were easy to setup however limited in there use the Vlan
and ACL allowed fine tuning of the system using the command interface on the switches and the
routers, however due to this there was a larger possibility for errors to be made by excluding the
wrong IP addresses in the command or by overwriting the information already in place. However, if
setup correctly accessing certain devices becomes easier to setup and the utility of the devices is
also improved.

The evaluation shows there are
worthwhile procedures to go
through to learn about the
system before tackling a more
difficult task this is a prototype
method which works well with

this type of system.
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Part 3

12.Introduction

In the final part of the portfolio a PLC was connected to an online web browser to read the inputs
that have been set or force outputs using the online webpage. To do this a vlan was created to allow
communication between the PLC and the 2 laptops that will be connected to the network.
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13.Creating the Vlan network

To allow communication between the PLC and the 2 laptops that will be used a Vlan network will be
setup (Figure 28) using 1 router and a switch which can be seen below (Figure 27).

Figure 27: Practical setup.

Figure 28: Vlan Network Topology.
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The first step to complete the network was to set the Vlans. Below is a screenshot of the results
when requesting the Vlans through the switch (figure 29).

Switch>enable

Switch#conf t

Switch(config)#vlan 100
Switch(config-vlan)#name vlan100
Switch(config-vlan)#exit
Switch(config)#vlan 101
Switch(config-vlan)#name vlan101
Switch(config-vlan)#exit
Switch(config)#/Z

Switch#fshow vlan

Figure 29: Vlan list on the switch.

Vlans are set but no
interfaces are configured.
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Once the Vlans were setup they needed ports to be allocated to them (Figure 30).

Switch#conf t

Switch(config)#int f0/2
Switch(config-ifj#iswitchport mode access
Switch(config-ifj#switchport access vlan 101
Switch(config-if)#exit

Switch(config)#int f0/3
Switch(config-if)#switchport mode access
(
(

Switch(config-if/#switchport access vlan 101 The
Switch(config-if)#exit code
here
Switch(config)#int f0/4 is
Switch(config-if/#switchport mode access exac
Switch(config-if)#switchport access vlan 100 tly
Switch(config-if)#exit the
. . sam
Switch(config)#/Z
) e as
Switch# the
Switch#fshow vlan CAD
syst
Figure 30: Allocati he Vi e
igure 30: Allocating ports to the Vlans. code

# COM1 - PuTTY

wlanloo
lani01
i-default

Vlans active with
interface
configuration.

¢ 101005
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The final part that is needed to setup the switch is to add the trunking to allow the 2 subnets to talk
across the same router port (figure 31).

Switch#conf t

Switch(config)#int f0/1
Switch(config-ifj#switchport mode trunk
Switch(config-if)#*Z

Switch#

Switch#fshow interface trunk

Figure 31: Setting the switch trunking port.

< COM1 - PuTTY

Trunking is configured for inter Vlan
routing.

For setting up the router the 2 subnet masks are added to the port connecting the router to the
switch so the router can identify the 2 different gateway addresses. (Figure 32)

Router>enable

Router#conft
Router(config)#int f0/0
Router(config-if)#no shutdown
Router(config-if)#exit
Router(config)#int f0/0
Router(config-if)#no ip address
Router(config-if)#exit
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Router(config)#int f0/0.100

Router(config-subif)#fencapsulation dot1Q 100
Router(config-subif)#ip address 192,168.100.254 255.255.255.0
Router(config-subif)#no shutdown

Router(config-subif)#exit

Router(config)#int f0/0.101

Router(config-subif)#encapsulation dot1Q 101
Router(config-subif)#ip address 192.168.101.254 255.255.255.0
Router(config-subif)#no shutdown

Router(config-subif)#exit

Router(config)#"Z

Router#show ip interfaces brie

Figure 32: Showing sub interfacing and gateways assigned.

£ COMT - PUTTY

All systems are up.

The final stage of the setup for the router is to run it to make sure there are no issues with the
subnets or the gatway addresses with regards to the encapsulation otherwise the network wont
work correctly. (Figure 33)
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Figure 33: Router showing both encapsulations are set up correctly.
&7 COM1 - PuTTY

Ping tests show the inter Vlan
routing working. The comms is
working across the vlans.

Once the switch and the routers had been setup the S7-1200 PLCs web server had to be created
(Figure 34) Which also shows the PLC has connected successfully to the network.

Figure 34: Image of the Siemens web server page.
SIEMENS §7-1200 station_1 / PLC_1

PLC_1

General:

Station name: ST-1200 station_1

sens samassns | Module name: PLC_1

+ Module Information

Module type: CRU 1212C ACDCRY

I Fiash LEDs

+ Communication

Status:

Operating Mode: RUN

Sats: v 0K

Goto RUN || Goto STOP |
PLC server is set up for the
gateway address and the .htm

b b program has been downloaded.
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14.Testing the Vlan

During the testing we checked if the devices could communicate together and that the webpage
could be read the information form the PLC and the PLC could receive commands from the webpage.
The first test was pinging the 2 Vlans to make sure there were communications across the 2 (Figure
35).

Figure 35: Ping testing the vlan 100 and vlan 101.

C:\Users\Leils>ping 192.168.101.3

Pinging 192.168.101.3 with 32 bytes of data:

Reply from 192.168.101.3: bytes=32 timed{ims TTL=127
Reply from 192.168.101.3: bytes=32 time<ims TTL:=127
Reply from 192.168.101.3: bytes=32 time<{Iims TTL=127
Reply from 192.168.101.3: bytes=32 time<ims TTL=127

Ping statistics for 192.168.101.3:

Packets: Sent = 4, Received = Y4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:\Users\Leils ng 192.168.101.2

Pinging 192.168.101.2 with 32 bytes of data:
Request timed out.

Reply from 192.168.101.2: bytes=32 time=1ms
Reply from 192.168.101.2: bytesz=32 time=1ms
Reply from 192.168.101.2: bytes=32 time=1ms

Ping statistics for 192.168.101.2:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms

To test the reading and writing function of the webpage and the PLC values where set on both and
compared to make sure they were working correctly. The first test can be seen below. (Figure 36 and
37).

Vlan test to
the PLC.
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Figure 36: The outputs set on the PLC and the inputs being received from the webpage.
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This test was repeated to ensure the values changed correctly and that they were not showing
incorrectly when changed, the results are shown below (Figure 38 and 39).

Figure 38: Image of the PLC for the second test.

web page control allows monitoring of
inputs and setting of outputs on the PLC.

Figure 39: Image of the web browser for the second test.
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15.Conclusion

After running test on both the Vlans, PLC and web browser control page the Vlan network used to
control all the device has shown that it is working correctly with no issues that were found during
the testing phase of the project and both the PLC and the web browser were able to read and write
the information that was being set both ways with no discrepancies between the 2. If required the
web page can have more pages added to it similar to a HMI screen however the web page can be
accessed from multiple devices as long as they can access the network. Where the current setup
requires a hard connection to be in place to allow this an improvement to the network would be to
add a wireless adaptor to allow communication to other devices without the need to have a coms
cable being run to it.

Conclusion is
reasonable and the
wireless option is a
good
recommendation.
The advantages of
web pages have
been identified.
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Text Comment. Tests good using static routing.

PAGE 10
Text Comment. RIP routing configuration
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Text Comment. VLSM 27 and 30 is the same as CIDR so the terms here are correct.
PAGE 23
Text Comment. VLSMis assigned and ready for implementation.
PAGE 24
PAGE 25
PAGE 26
Text Comment. Tests showing VLSM (CIDR) running. the images are very small to see any
detail.
PAGE 27
Text Comment. Image showing Vlans configured.
Text Comment. Trunk interface configured for inter Vian routing.
PAGE 28
Text Comment. Configuration of ports for sub interfaces are shown here.
Text Comment. Trunkis confirmed by the switch report.
PAGE 29
Text Comment. ACL is set up for denial of service for the ip address shown.
PAGE 30
PAGE 31

Text Comment.

Tests are good for CIDR/28.



PAGE 32

Text Comment. VLSMtests are good.

PAGE 33
Text Comment. Vian test shows inter Vlan routing is correct.
PAGE 34
Text Comment. ACL test showing denial of service for the given ip address.
PAGE 35
Text Comment. The evaluation shows there are worthwhile procedures to go through to
learn about the system before tackling a more difficult task this is a prototype method which
works well with this type of system.
PAGE 36
PAGE 37
Text Comment. Good image showing the hardware setup.
Text Comment. This topology represents the practical setup.
PAGE 38
Text Comment. Vians are set but no interfaces are configured.
PAGE 39
Text Comment. The code here is exactly the same as the CAD system code which was
implemented earlier.
Text Comment. Vians active with interface configuration.
PAGE 40
Text Comment. Trunking is configured for inter Vlan routing.
PAGE 41

Text Comment. All systems are up.



PAGE 42

Text Comment. Ping tests show the inter Vlan routing working. The comms is working
across the vlans.

Text Comment. PLC server is set up for the gateway address and the .htm program has
been downloaded.

PAGE 43
Text Comment. Vian test to the PLC.
PAGE 44
Text Comment. PLC showing same conditions set by web page functions.
PAGE 45
Text Comment. web page control allows monitoring of inputs and setting of outputs on
the PLC.
PAGE 46
Text Comment. Conclusion is reasonable and the wireless option is a good
recommendation. The advantages of web pages have been identified.
PAGE 47

GRADING FORM: CSG-RUBIC

ALED EDGELL 59

RESEARCH-INFORMED LITERATURE

[

f Research has been carried out but more sources



are required and there are no images / diagrams to
support your explanations. 4/10

KNOWLEDGE AND UNDERSTANDING

4/10

[

i#

Element1. The simpler network system has been
designed and implemented by defining the
requirements form the larger system. Some of the
images that are needed to support your
explanations are too small to see any detail. 6/10
Element2. The network parameters were configured
for the larger main network which included CIDR28,
VLSM 27 and 30 implementation. This was done
and tested. The six networks were all configured
correctly with good understanding shown. 7/10
Element3. Practical configuration was completed
and tested. Vlans all tested good and the PLC was
programmed from across the Vlan using TIA
software on a laptop PC. The web server was
accessed using the ip address set on the PLC.
Images were taken to prove the tests. There was
no explanation of the HTML program in this
element. 6/10

ANALYSIS

19/30

[

yﬂr

Element1. The test results showed the network
operating as expected with no faults. The operation
of the network was explained well and the images
support the test results. There were tests results
missing here. 2.5/5 Element2. The test results of
the network configuration were successful and
explained reasonably well. Each part of the

15/25



configuration was tested and explained where
needed. The images were good and supported your
explanations 7/10 Element3. The results from the
practical network showed that the Vlans and inter
Vlan routing was configured. This was confirmed by
the programming and control of the PLC across
Vlans. Images support the test results with this test.
However there is no listing or explanation of the
HTML program that was downloaded to the server
or the web server configuration. 5.5/10

PRACTICAL APPLICATION AND DEP.

[

y‘ Element1. Design and implementation was achieved

using good methods by which the address scheme
of the three classes of ip address was designed first
and then applied to the network for testing. Each
LAN was tested individually before the WAN ports
were configured. 3/5 Element2. Each section of this
element was done separately. The CIDR/28 was
implemented firstly and then the VLSM which is a
form of CIDR was implemented and tested. The
Vlans were implemented and tested. Tests proved
positive. The ACL configuration provided the
security which was implemented successfully. This
was proved with testing by sending and receiving
data packets. 3/5 Element3. Vlans were configured
on the Cisco router and switch. The PLC program
was done using a laptop on a separate Vlan. The
PLC server was downloaded with a htm file and
using the ip address of the PLC this was tested.
There is no explanation of the HTML program that
was downloaded to the PLC. 6/10

12/20



SKILLS FOR PROFESSIONAL PRAC.

[

y‘ Element1. The quality of this element is very good 9/1 5
and covers most of the requirements but there are
parts missing and the diagrams are far too small.
3/5 Element2. This element covered all that was
required. There are some spelling errors in the
report. 3.5/5 Element3. This element covered most
of the tasks in good detail but did not cover the
HTML program. 2.5/5
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