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Noss, a multinational corporation assigned the IT -professional to make a network in Swansea and London by connecting their servers and networks together with their own separate workstation. One workstation should be located in Swansea and the other will be located in London. The job they have given to the IT professional is to make an administrator account to set up a strong password for the account and then assign the system with IP addresses. It also needs a good network connection and also to make sure the connection is working correctly by testing the system.
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[bookmark: _Toc158282815]Type 1 hypervisor 

The type one hypervisor runs directly on the computer’s physical hardware. It will interact directly with the CPU memory and the physical storage on the computer hardware. The one hypervisor is also a bare metal hypervisor which is directly installed in the host machine’s physical hardware but it won’t be installed through the operating system. The type one hypervisor will also be embedded in the machine’s firmware. 
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The VMware hypervisor is a directly installed on the hardware which will run on a pc. It has good features like high performance, resource optimization, centralized management. It has relatively low hardware requirements. But the visualization specific processors can enhance its performance by better speed and faster load time. The advantages of the VM ware hypervisor are that it is a widely used system used by many originations. It also has a very good scalability. The other advantages of VM-Ware hypervisor are that it has a good range of security as you can set up strong password. [1] “As stated by VM-Ware they say VM-Ware security solutions turn points of vulnerability into points of security control. Endpoint VMWare offers a cloud-native endpoint protection platform, delivered as a SaaS offering, that prevents, detects and responds to advanced attacks.” So, the VM-Ware software offers a wide range of security which can help protect businesses from attacks.    


[bookmark: _Toc158282817]Oracle VirtualBox type 2 Hypervisor

The Oracle VirtualBox hypervisor is a versatile and user-friendly, supporting wide range of guests in the operating system. The Oracle VirtualBox also has a great hardware support as if you have high performance hardware on the system you can set up as much hardware do you want to get used. The other ability Oracle Virtual box has that it is able to manage VMs through a graphical user interface. The other benefits of this Oracle Virtual Box are that it is a free to use software and supports a variety of hosts and guests. [2] “As stated by Hossein Ashtari he says, Oracle VM VirtualBox is a tool for virtualizing x86 and AMD64/intel64 computing architecture, enabling users to deploy desktops, server, and operating systems as virtual machines. You can this solution to deploy as many virtual machines as the host architecture has the resources for.” So, this shows the oracle VirtualBox can run a virtual desktops servers and other operating systems. It is also a free to use software which can do the same jobs like the other Hypervisors.      
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 The Hypervisor which IT-professional chose is the VM Ware. The reason why he chooses this hypervisor is because it has a wide range of features like you can customise the hardware on the system. As you can choose the amount of hardware you would like the system to use. For example, if you have 32 Gb of RAM you can make your VM Ware hypervisor and you can choose to use 8GB of RAM as this will give the hypervisor a good speed and efficiency for its working. 
The other thing which is good about the VM Ware hypervisor is that it has a good amount of security in the system. This will help protect their users from other attacks. The other reason why IT-professional should be using this Hypervisor is because it is widely used by many other users and it has a good system. [3] “As stated by Red Switches they say, VMware provides better disaster recovery, cost savings, greater resource utilization, scalability, security, and flexibility. It facilitates development and testing, permits support for legacy applications, and helps with resource managements” So, the VM ware hypervisor also has a disaster recovery as if there are any natural disasters or any other problems, the VM Ware can back up the data. So, your important data won’t be lost.            
[bookmark: _Toc158282819]Setting up system 

This is where IT-professional set up all the system shown from the following topology diagram. First, he sets up the Swansea Domain server. When he Sets up the Swansea workstation PC then he sets up the London Domain server and he also sets up the London workstation PC shown from the diagram. The other task he will be doing is setting up the IP address for the sever domains for Swansea and London servers. IT-professional will also be doing the same job for the pc where he will set up the IP and connect the PCs to their own located servers.    
[image: ]


[bookmark: _Toc158282820]Administrator account 

This is where IT-professional created the administrator user account which is the passwords and the login usernames which he named as Administrator. He also created administrator account in two workstations which are SW-PC and LD-PC IT-professional also made an administrator account for the LD-domain. He also gives all the systems the same passwords which are given in the topology diagram. [4] “As stated by Emily Matzelle she says, a server administrator configures and maintains servers and makes sure IT infrastructure runs smoothly in the following ways: Creates new user accounts, recovers lost passwords and keeps data secure. Develops and implements network maintenance standard operating procedures.” So, the administrator role is to keep a good system where they control networks and make user’s accounts for companies. They also help users for their accounts to recover their lost passwords and make new accounts.  
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An Internet Protocol short for IP is a unique identifying number assigned to every device connected to the internet. An IP address has been given to the device when they will be connected to the network. The network will give the users device a set of numbers that will only be given to that user. A lot of devices have an IP Address like Routes, mobile phone, laptops and etc.  The devices that will give other system an IP address will be routers and Switchers as these devices will be running the network. 
So, when these devices will be connected with the system, they will have an IP address that will be given from the Routers or Switches. The other role of the IP address is when devices will connect to the network it can send packets to other devices that will be connected to the network. [5] “As stated by Kai Hoffman he says, An IP packet is a unit of data in a network that contains information about the source and destination addresses and other control information need to transport the packet over a network.” So, this shows when devices will be connected to the network, they can send packets to other devices that will be connected to the system.  
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The internet protocol version 4 which stands for IPv4 is a 32-bit system which identifies a network interface on a machine. The other internet protocol version 6 which is IPv6. This is the next generation internet protocol which has the 128- bit system. This is the latest IP address system and it is used by many more companies these days. The IPv6 also allows more users to join the network as it has a wide range of IP address to use.   
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[bookmark: _Hlk158058818]These are the servers IP address that the administrator made the first IP address he made was the Swansea domain IP address which was 192.1.1.1. This server domain will control the Swansea workstation group that will be connected to the server. The administrator also made the IP address on the London domain which was 192.1.1.2, this domain server will control the London server group which will be connected to the servers.
[6] “As stated by Paessler they say, a sever is a computer or system that provides resources, data, services, or programs to other computers, known as clients, over a network. In theory, whenever computers share resources with client machines, they are considered servers.” So, this shows that a server is a system that handle people data and give users access to use the network on other devices. 
So, when the administrator made the IP address for both of the servers. The system is running with Ipv6 which is the latest internet protocol which is running in many companies. [7] “As stated by Linksys they say, the internet Protocol version 6 (IPv6) is more advanced and has better features compared to IPv4. It has the capability to provide an infinite number of addresses. It is replacing IPv4 to accommodate the growing number of networks worldwide and help solve the IP address exhaustion problem.” So, IPv6 has a lot of benefits as it has the latest internet protocol and it also provides more IP addresses than the IPv4 internet protocol.       
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This is where the administrator made the IP addresses for the workstations. The first workstation he made was the Swansea workstation. The IP address for this workstation was 10.1.0.2. So, he connected this workstation to the Swansea domain as the DNS IP address was 192.1.1.1. Therefore, this workstation was now connected to the Swansea domain server. So, the next thing he did is that he set up the London workstations. The IP address for this workstation was 10.2.0.2. So, the administrator connected this workstation to the London Domain IP Address which was 192.1.1.2. So, now this workstation was connected to each of their Domain servers.       
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[image: ]On this part the administrator set up the workstation PC names. So, the first workstation name he changed was the Swansea workstation PC to SW-PC. He has also done the same thing for the London Workstation PC to change its name to LD-PC. This naming will help people know which workstations they will be using in the future when the administrator will be making their users accounts.
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The first network card the administrator set up was the Swansea domain network card which was named SW-Domain. This will allow the domain to get a network connection. So, it will be able to give the users a network connection SW-PC Workstation. The administrator also has done the same thing for the London Domain as he added a network card. So, this would help the system connected to the network. This network will also give access to the LD-PC workstation as they will also get a network connection running through the server. [8] “As stated by Gustavus they say a network card, network adapter, LAN adapter or NIC (network interface card) is a piece of computer hardware deigned to allow computers to communicate over a computer network.” So, the role of a network card is to allow computers to communicate over the network. It also gives users access to connect other devices to the network.  
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In this screen shot the administrator tested the connections if they are working correctly or not. Firstly, he tested the Swansea domain server. So, first he commanded the IP config to the system to check if it is recognizing the IP address which he put in the system. So, the server recognized the IP address which he gave to the Swansea server. Then he Ping the Swansea-workstation and it sent the packets to the system and the connection was successfully. 
The next screen shot is where he tested the London domain server. On this server he also IP config the system to check if all the connections are correct and also it is recognizing the IP address. Then again, he pings the server to the London workstation. The ping was successful as it sent all the packets to the system and none of the packets were lost.
[9] “As stated by Microsoft they say, this command is most useful on computers that are configured to obtain an IP address automatically. This enables users to determine which TCP/IP configuration values have been configuration values have been configured by DHCP, automatic Private IP Addressing (APIPA), or an alternate configuration.” 
So, the command Ip config will show if everything is running properly. For example, the DHCP should automatically provide the IP address which are given to the workstations and server. [10] “As stated by Shiksha online they say, With the ping command, you can quickly determine whether a machine has internet access and can communicate with other computers or network devices. Ping also has additional features such as: Network connectivity testing and network interface card troubleshooting.”
 So, the command ping can help you to check if the network is connected with the servers and the workstations. It is a good test to check if the network is connected to the system or not. It can also be used for network interface card troubleshooting tasks. 
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In conclusion, the Administrator (IT-professional) looked at different hypervisors and chose the one that suited him for the task he was given. He also set up the workstation for the Swansea workstation and the London workstation. Then he set up the servers and gave them names which were SW-DC and LD-DC. Then he gave the two severs IP addresses and the workstation. After giving them IP addresses, he tested if the network is running correctly with the system. So, this is a very efficient and reliable system for any users. 


Bibliography

[1] 	VMWare, “Implementing a new security approach with VMware,” VMWare, Friday January 2024. [Online]. Available: https://www.vmware.com/welcome/better-protect-apps.html#:~:text=VMware%20security%20solutions%20turn%20points,and%20responds%20to%20advanced%20attacks.. [Accessed 26/01/2024 January 2024].
[2] 	H. Ashtari, “What Is VirtualBox?,” Spiceworks, Saturday January 2024. [Online]. Available: https://www.spiceworks.com/tech/cloud/articles/what-is-virtualbox/#:~:text=Oracle%20VM%20VirtualBox%20is%20a,architecture%20has%20the%20resources%20for.. [Accessed 27/01/2024 January 2024].
[3] 	RedSwitches, “What are the main VMware benefits?,” RedSwitches, Tuesday January 2024. [Online]. Available: https://www.redswitches.com/blog/vmware-benefits/#:~:text=VMware%20provides%20better%20disaster%20recovery,and%20helps%20with%20resource%20management.. [Accessed 30/01/2024 January 2024].
[4] 	E. Matzelle, “What is a server Administrator,” CompTIA, Monday May 2023. [Online]. Available: https://www.comptia.org/blog/your-next-move-server-administrator#:~:text=A%20server%20administrator%20configures%20and,network%20maintenance%20standard%20operating%20procedures. [Accessed 30/01/2024 January 2024].
[5] 	K. Hoffman, “What is an IP packet,” Civo, Tuesday January 2023. [Online]. Available: https://www.civo.com/learn/ip-packets#:~:text=An%20IP%20packet%20is%20a,the%20packet%20over%20a%20network.. [Accessed 30/01/2024 January 2024].
[6] 	Paessler, “What is a server,” Paessler, Wednesday January 2024. [Online]. Available: https://www.paessler.com/it-explained/server#:~:text=A%20server%20is%20a%20computer,as%20clients%2C%20over%20a%20network.. [Accessed 31/01/2024 January 2024].
[7] 	Linksys, “Difference between IPv4 and IPv6,” Linksys, Thursday February 2024. [Online]. Available: https://www.linksys.com/in/support-article/?articleNum=139604#:~:text=The%20Internet%20Protocol%20version%206,the%20IP%20address%20exhaustion%20problem.. [Accessed 01/02/2024 February 2024].
[8] 	Gustavus, “Network Card,” Gustavus, Wednesday January 2024. [Online]. Available: https://gustavus.edu/gts/Network_card#:~:text=A%20network%20card%2C%20network%20adapter,communicate%20over%20a%20computer%20network.. [Accessed Wednesday January 2024].
[9] 	Microsoft, “Remarks,” Microsoft, Thursday February 2024. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/ipconfig. [Accessed 01/02/2024 February 2024].
[10] 	S. online, “what is a ping,” Shiksha online, Thursday August 2023. [Online]. Available: https://www.shiksha.com/online-courses/articles/ping-and-why-to-use-the-ping-command/#:~:text=With%20the%20ping%20command%2C%20you,Network%20interface%20card%20troubleshooting. [Accessed 03/02/2024 February 2024].




2

image4.png
Manage

P P w. work Connections. Y
1 s =

Disable this network device g

Netwotig + only using Windows Update
Ethemets .y Intemet rotocol Version 4 (1CP/1Py

§ co Protecton: On
Y00 can get P setings ssgned automatialy f your netork sigports

T e capabity. Otherwee, you need 1 ask o network admnstatr
for e scoraprote 7 sefrgs

i, Ednburgh Lsbon London
) Obtan an 1 addess automatcaly

© e the folowng 1P adress:

1 adress w2111
T submetmas 5 0 ™ m
{ Detastoevay

© e the folowng S serve adresses:
Prefered O server: [CIE

Atermate ONS server:

» [Cvatdate setsngs on





image5.png
e 9

P« Netw. > Network o Newating
Organize ~ S
£ Intemnet Protocol Version 4 (TCP/IPv4) Properties
Ky e - S~
7 Intel(R) 825741 Gigabit Network C. TH  You can get P settings assigned automatically i your network Never
Sipors s oy, s, you o sk yornewr

adminitator for the appropriate P settings.

Downioad updates only, using Windows Update
25/0172024 1207
O 0btan an 1 actress automaticaly

s the fllovnng I aderes:

P adress E " Real-Time Protection: On
Settings
Subnet mask: 255255 055 0 |
on
ocfaut gatevay: w201 (UTC+00:00) Dublin, Edinburgh, Lisbon, London
Obtan 01 sever s

Not activated
r—
s th fllouring ONS server adcresses

prefered DS servr:

w112
Titem

Alternate DHS server: |

[vatdate setngs upan ext — oes
=





image6.png
ver Mana )| P manage

i PROPERTIES

For SW-Domain TaSKs

omputer name SW-Domain ast installed update Never
Domain nosslocal Windows Update Download updates oy, using Windows Update.
Never

& DNs
B File and Storage Services Public: Off Windows Defender Antiirus Resl-Time Protection: On
Enabied cedback & Disgnostics Settings
Remote Deskiop Disabled I Enhanced Secuity Configuration’ On
NIC Teamin Disbled e (UTC+aD00) Dubiin, Ecinburgh,Lisbon, London
nernetd 192111, 106 enabied Not actvated
themer 10,102, 1 enabled

Operating sy indows Serve sors T 7116

Hardware nformation VMare,Inc. ivarez) installed memory (RA

EVENTS

Aeverts
o

ServerName D Severiy Source Date and Time





image7.png
R, Server Manager

DI P womage oo
PROPERTIES

W o ioomar s~

Computer name LD-Domain Lastintalled update Never

i Al Servers Domain nossioca Windous Updte Dounload updstes ony, sing Windows Updte

25/01/2024 1207

Last checked for up

£ DNS

W§ File and Storage Services > Windows Defender Firewall  Domain: Off Windows Defender Antivirus Real-Time Prote

Remote management Enabled Feedback & Diagrost Settings

on On
(UTC+00:00) Dubiin,

Ethemet 192.1.12,1Pv6 enabled Prod Not actvated

10202, 1Pv6 enabled

tion: On.

Remote Deskiop Disabled 1E Enhanced Securi
NICTe:

ing Disabled

inburgh,Lisbon, London

Operating system version  Microsoft Windows Server 2019 Datacenter  Processor: 1th Gen Intl(R M) 7-116567 @ 280GHz, 11th Gen Itel{R Core(TM) i7-116,

Hardware information VMware, Inc. Miware20, Installed memory s1Ge

EVENTS

All events |89 total s~
o o vy @« S

Server Name D Severty Log Date and Time.

21
de ENG o

1/01/2024

"
o
T
|
[

§





image8.png
T % « Netw.. > Netwo.. > MUIRE L

Oumise~  Diabletisretuondice > F - [

Suetooh Network Comection ¥
Ak (o
K © suetooth Device ersonal Avea i

e
Bl eniied nevor o

@ el 2574 Goabit NetworC {

Intemet Protocol Verson 4 (TCP/IPve) Propertes
General

o0 can get P setings assigned utomatcaly  your netvork supports
e capabity. Obernce, youneed o ask yaus network syt
for the appraprite  sfoncs

(O 0btan =117 sddess vtomatcaly

Defadtgatenay:

(® Use th flowing NS server adresses:
Preferrad DN server w111

Atemate DS server:

Cvaidte settngs pon ext

i

e 10 Ed




image9.png
"« Netw. > NetworkCo.

anse = Disable s network dedce  Diagnose tiscomeaion_ > [N @

Bluetoom Nework Comction

Version 4 (TCPIPvA) roperte

Y o get 9 st assged atomatealy € your etk agports
s oty Othernse, s need 1 sk Yt hetworksdmrsokr
o e soroseate 5 setrge

© s the oo acress:

Suret sk .0.0.0
Defast gaenay: .2 0.1

s the ooy 00 serve aresss:

Prfered 1 server 112

At ONG serve

‘ ) vaidate settngs wpon ext

1 tem selected

1 o[ et





image10.png
1D-pC workstation 2

" 15> ControlPanel > System and Securty > System

Recycl Bin

‘Computer Name/Domain Changes

Youcan change hename and the mermberstip ofts compusr. vt |
Changes mgit aflctaccess o nowork 1es0ucos
soration. Al rigs reserves

Compuisrname.
ore
1115 Gen Intel(R) Core(TM) 17116557 @ 2806Hz 280 GHz (2 processors)
Fullcompuer name:
e 14168
64.bit Operating System,x64-based processor
No Ren or Touch Input s available for this Display
Membarr
Obeman Ind workgroup settings

pc

®Wokgoup wec
WORKGROUP

WORKSROUP.

Gancel B o acivate indous.

T Product1D: 00328 00000-00000-AASS0

Secuity and Maintenan

10 Education





image11.png
1 = > Control Panel > System and Security > System v
Control Panel Home y - .
View basic information about your computer

@ Device Manager Windows edition

@ Rem|

T P————— b == Windows 10

@ Adva

. Wit You can change the name and the membership of this computer.
the|  Changes might affect access to network resources.

Computer des fore(TM) i7-1165G7 @ 2.80GHz 280 GHz (2 processors)
Computer name:
sw-pC jystem, x64-based processor

Full computer
Full computer name: hput is available for this Display

Workgroup: | gy pc

To use a wiza More.
Network ID. \e @ Change settings
Member of
\e
To rename thi O Domain:
workgroup, cl
(@ Workgroup:

‘WORKGROuP

Software Licence Terms

oK Cancel Apply

@Activate Windows

See also

Security and Maintenance

1142

29/01/2024




image12.png
_ Horsuace optans

Server Manager

pr— e
s comeced 2 . .
2 18 connect at power on. - ) | r Manage  To
Ao ezt [esp—
froptt et corneca sy o ek S
PR ——
M s Vst rte e s i e bt | e
5 File and Storage Services > Outzren: rtecion:on
LAN Segments...| | Advanced. 3) Dublin, Edinburgh, Lisbon, London
B
e Core 711656 L2 1thGen el CoreTh
s~

o = v





image13.png
L Server Manager

Al Servers
ADDS

& DNs.

4 File and Storage Services >

Summry

o deser

Boomected
Bcomectatponeron

Nevork aoneczan
 idged: Comneced dvecly o the physcl revork

N used o sarete st P sdrss
Hos-oly: A et retwork hared it th host
Custom: Specti el neverk

O segmens:

Lt segens.

s~

lpctes onty, using Windows Update

protecton: On

1 Dublin, Edinburgh, Lisbon, London
]

HellR) Core(TM) 711657 @ 280Gz, 111h G




image14.png
SW-DC (2) server 1

minsrator Command Prompt

fuindous 1P configur:

sashboard

Local Server ethernet adapter Etherneto:

All Servers Connection-specific DS Suffix

ADDS Link-local 1Pv6 Address Fe80::7c8c: dale: ads1:4577%2
TPva Address. 192.1.1.1

NS Subnet Mask 255.255.255.0

z c Default Gatevay 0.0.0.0
le and Storay
le and Storage 10.1.0.1

Fthernet adapter Ethernetl

Connection-specific DS Suffix

Link-local TPvG T feB0::a11f:a58b:
Ipua Address.

Subnet Mask

Default Gatevay

\Users\Adwinistrator> ping 10.1.0.2

pinging 10.1.0.2 with 32 bytes of data
Reply from 10.1.6.2: bytes-32 timecins
reply from 10.1.0.2: bytes=32 time<ins
Reply from 10.1.0.2: bytes-32 tineclns
Reply from 10.1.0.2: bytes-32 timecins

ping statistics for 10.1.0.2

Packets: Sent - 4, Received - 4, lost - @ (0% loss),
oproxinate round trip tines in milli-seconds:

Minisum ~ Gus, Maximm - ons, Average = on:

S € m o | mF ARG, 0

31/01/2004





image15.png
Y. - \Users\administrator>ipconfie

Juindows 19 Configuration

e thernet adapter Etherneto.

Connection-specific DS Suffix
Link-local IPv6 Address FeB0: 1ec59: £42£:9236: 8511
IPva Address. . 192.1.1.2

Subnet Mask 255.255.255.0

Default Gateway 10.2.0.1

Blcthernet adopter Ethernety

Connection-specific DS Suffix
Link-Tocal 1Pv6 Address fe80::adea: 3387:9387:8810812
Ipva Address.
Subnet Mask

ault Gats

ay

fc: \Users\adninistrator> ping 10.2.0.2

pinging 10.2.0.2 with 32 bytes of data
om 10.2.0.2: bytes=3 timecims

from 10.2.0.2: bytes=32 tineclns

BB ..y fron 10.2.0.2: bytes-32 tineclns
Reply from 10.2.0.2: bytes-32 tineclns

ping statistics for 10.2.0.2:
Packets: Sent - 4, Received - 4, Lost - @ (6% loss),
Jroproxinate round trip times in milli-seconds
Hininum = Ons, Maximum - Ons, Average - Ons

P H 6 me L & Nl erec ML |

31/01/2024




image1.png
[}

file

it

w M Taos Help

Server Manager * Dashboard

'WELCOME TO SERVER MANAGER

B Loca Serer
i Al servers Configure this local server

& Dns

R Add roles and features

s to manage
= & server group

Connect this server to cloud se

ROLES AND SERVER GROUPS

File and Storage

DNS
Services

@ Manageabilty Manageabilty Manageabilty
Euents Events Events

Performance Performance Performance.

Manage





image2.png
SW-PC workstation 1

8, Change Password

« v 1 & > Control Panel > User Accounts > User Accounts > Manage Accounts > Change an Account > Change Password v O

P

Change Administrator-pc1's password

Administrator-pc1
JoR Local Account

Administrator

Password protected

If the password contains capital letters, they must be typed the same way every time.

fiype a password hint
The password hint will be visible to everyone who uses this computer.

Change password Cancel

13:59
30/01/2024

) B




image3.png
B Dashboard

B Lol Server

ADDS

Manageat
Euens
Servces

Pertorman:

B resut|

WELCOME TO SERVER MANAGER

B ChangePssuors )

« 8« Change

oo Cangebumed w0

Change Administrator's password

Administrator
Pastaed prcected
ou r hangng th pcsword o At 60 o Adeiisto il s 55 ancyped

e —

Wibe asorrd contis ol et they st betyped e same vy every e

The passord it Wil be vl o evryone who s i computr

Al Servers 1

=)

range posond

Manageabitty
Euents
Servces
Ferformance.
BrAresuts





