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For this assignment we are going to discuss the potential vulnerabilities, threats and other attacks that could happen to a worldwide networked system of a fictional company called Che-Si who operate on 24-hour 7 day a week business. They use a network that staff members, vendors and clients can access. We will then look at what techniques can be used to mitigate those threats to the system. Then by use of packet tracer design a system to detect some possible attacks to the system. We will then discuss the use of digital signatures and data encryption principles. Finally, we will develop a strategy for the IT security creating a policy to mitigate the flaws of the system.
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Che-Si currently allows users to access their data from external networks and from personal devices. Devices can include the following:
· PC/Personal computer: either home or company
· Laptops: again, either home or company
· Smart phones: usually personal could be company issued.
· Tablets.
· Smart Watches: personal.
The networks that they can access will also vary. These could be:
· LAN: local area network, usually in the home or business.
· Private networks
· Business networks
· WAN: Wide area network
· Could be multiple LAN’s.
· WLAN: Wireless local area network: typically, IEEE 802.11 standard
· Allows portable devices to move around.
· Within home or business location.
· Public access in shops, city areas etc
· Should be avoided as very unsecure.
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As Che-Si’s network can be accessed from many different locations and devices there is the potential that exploits from local or remote systems can be used to perform an attack. There are a number of ways this can be achieved: -
· Malware [1][2]
· Virus
· Copies itself from program to program.
· Can move from one device to another.
· Spread by USB, DVD, across networks and email.
· Worm: Installed from email, exe file or trojan
· Can create backdoors.
· Can perform DoS attack.
· Can move from system to system by themselves.
· Trojan Horse: has many types of attack some of which are: -
· Disguises itself as legitimate program.
· Can provide remote access to system.
· Can send passwords/usernames and other sensitive data to the attacker.
· Can delete files or corrupt data.
· Can prevent security software from functioning.
· Ransomware: Will deny access to a device until a ransom is paid.
· Social Engineering: This is a deception type of attack that trick the user through various means.
· Pretexting: Calls user and uses lies/trick to get user to divulge sensitive data.
· Something for something: offers something to get sensitive data.
· Impersonation/Hoaxes: Attacker pretends to be someone else, e.g., Bank.
· Piggybacking/Tailgating: The attacker tags along with user.
· Email and Web based trickery: forwarding of hoax email, funny clips, and other non-work information.
Once the device or system has been exploited the attack [3] can then be performed from a number of different ways:
· Denial of Service or DoS: Will cause an interruption of network services.
· Sniffing: This attack eavesdrops on the user.
· Spoofing: In this attack the user is impersonated by the attacker allowing him access without having to authenticate.
· Man-in-the-middle: The attacker intercepts communications between systems.
· Keyboard Logging: The attacker’s program will spy on the user as they type. 
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As Che-Si has many devices and users that access their networks they will require that their system security has an integrated approach and will need several strategies to protect themselves. [4] [5]
· Antivirus and firewall software
· Install software on all devices.
· Update regularly.
· Can be managed from central location.
· Multi-Factor Authentication
· Provides heightened security.
· Internal Controls
· Good security and BYOD policies.
· Update access immediately when staff, clients or vendors leave.
· Dedicated monitoring
· Third-Party Security
· Ensure clients and vendors follow security procedures.
· Staff Education
· Ensure new employees trained in cybersecurity procedures.
· Annual training sessions
· Backup & Encrypt data
· Make regular backups of data.
· Reduces downtime if an attack happens.
· Encrypted data useless to attackers.
· Update Systems
· Ensure all software is updated with latest patches and updates.
· Vulnerability Management [6]
· Process of identifying, evaluating and then mitigating vulnerabilities in the network.
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As a business Che-Si needs to have confidence and trust in the transactions and messaging activities it makes. Digital Signatures or e-signatures can help to improve security and confidence of their communications. They are able to prove the origin of communications are from a legitimate location also show if any data has been altered and to keep messages confidential. An e-signature is a way of digitally signing documents like you would use a pen to sign a letter or cheque. They can come in a number of forms such as:[7]
· Typewritten.
· Scanned.
· Electronic version of handwritten signature.
· Digital form of other forms of proof of identity such as fingerprints.
· Cryptographic signature.
These signatures can be divided into 3 groups:[7]
· Simple: such as scanned signatures/tick box declarations.
· Advanced: Signatory is uniquely linked. Able to detect changes to the data.
· Qualified: Created using e-signature creation device.
The better the e-signature the better quality of security such as:[7]
· Authentication: Links the information of the signatory.
· Integrity: any changes made to the information more easily identified.
· Non-repudiation: Where the e-signature has come from.
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The most common type of protecting data is encryption. There are a number of secure protocols that can achieve this such as HTTPS. Other methods are:[8]
· Advanced Encryption Standard
· Secure Hash Algorithm
· Triple Digital Encryption Standard.
With data breaches becoming more and more common, it is important to protect the data using encryption. This is achieved by cryptography using a scrambled code. The data is then only usable by the users with the key to unlock the data. Encryption will work across different devices as well and can ensure data integrity.[9]
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In this report we started by looking at various devices that are able to access Chi-Se’s networks, these being Pc’s to smart phones. We discuss some of the various networks that are used by Che-Si. We then moved on to discuss the different types of vulnerabilities and potential attacks that could be used against them. These being virus, trojans and worms, through various types of malwares. Or from deception types of social engineering, that preys on staff weakness. After that we outlined various staps that can be taken to mitigate against these attacks through the use of a number of strategies that can be applied from multi-factor authentication, staff awareness training and the use of various tools that are available.
We then simulated a possible attack to demonstrate how a vulnerability could be exploited. Following on from this we looked at digital signatures and how they can be used. Finally, we discussed the use of digital encryption as another way of protecting Chi-Si’s data from any potential attack. Also attached is an example policy that Che-Si can use for internet use.
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	Introduction

	The internet is a powerful and useful tool and Che-Si recognises that employee’s will require the use of and access to the internet where relevant and useful to fulfil their roles within the company.

This policy is designed to allow employees to know the rules for using the internet and outlines how staff are to behave while using the internet.

Other key policies should be read along side this policy such as the email, BYOD, and data protection policies.

	Why we created this policy

	The use of the internet can bring benefits to the Chi-Si and needs to be used in a responsible, safe, and legal manner.

It is intended that this policy will:
· Reduce online security risks to Che-Si.
· What can and can not be done by staff.
· Ensure that inappropriate content is not viewed.
· Ensure the legal obligations faced by Che-Si are met.


	[bookmark: _Toc77009785]Scope

	This policy will apply to all staff, vendors and clients who use Che-Si’s internet during work time.

It will apply whether the access is used while on company premises, working from home or travelling on company business.

It will apply to the use of the internet while any device that is owned by Che-Si, or other devices connected to the company network.

It applies to any device that staff members use at their desk, or connections made using tablet, smart phones etc.
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	Che-Si encourages the use of the internet as it is an integral part of doing business. But should be used where it supports Che-Si’s goals and objectives.

Examples of this are but not limited to:
· Booking of business travel.
· Office supply purchases.
· Market Research.
· Identifying suppliers or clients.


	Personal Use

	The internet has proliferated into everyone’s daily lives. Che-Si therefore allows staff to use the internet for personal reasons, within agreed provisions.
· Restricted to non-work times, such as breaks and lunch times.
· All rules apply equally to personal use, such as inappropriate content is inappropriate whether for personal or business use.
· Personal use should not impact other users, such as the downloading of large media files.


	Authorised Users

	Only the people at Che-Si who have been authorised to use the internet may do so.

Authorisation will be provided by line mangers or the IT department. It is usually granted to new employees and assigned login details for Che-Si IT systems.

Unauthorised use of Che-Si’s internet connection is strictly prohibited.

Use of the internet by unauthorised or supplying unauthorised access will have disciplinary action taken against them.
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	Internet Security

	There can be security problems caused by unwise use of the internet and can impact Che-Si’s data and reputation.
· Virus’s, Trojan’s, spyware, or other malware must not be knowingly introduced to the network.
· Employees will not access websites or networks for which they do not have authorisation, within the business or outside it.
· Che-Si’s data will only be uploaded and/or shared by approved services. Consult the IT department when wishing to move or share large amounts of data.
· Login details including passwords will be kept private, and should not be stolen, shared, or disclosed.

Employees will always consider Che-Si’s security of networks and systems. Further help and guidance can be obtained from Line managers or the IT department.


	Inappropriate use and content

	There is a wide variety of inappropriate content available online. Employees should be mindful of this information and refrain from viewing and/or distribution of such material.

Staff will not:
· Bring Che-Si into disrepute through their actions.
· Material that can potentially have Che-Si liable by creating or transmitting material that is defamatory.
· View, download, create or distribute any inappropriate material or content. This can include but not be limited to:
· Pornography.
· Racial or Religious deformation.
· Gender specific comments.
· Encouragement of criminal skills/activities.
· Illegal Drugs.
· Gambling.
· Terrorism.
This definition will also cover text, images or any other media that could offend someone through race, age, sex/sexual orientation, religious or political beliefs, national origin, disability, or any characteristic protected by law.
· Perform illegal or criminal activities.
· Distribute harassing or offensive material to others.
· Post or send messages that could potentially impair Che-Si’s reputation or image.


	Copyright

	Che-Si will always operate within copyright laws of the nations it operates in.
Employees will not:
· Third party software, media or material published or shared without the owner’s consent.
· Download illegal copies of music, films, software, or games.
· Use any device to breach copyright law.
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	Internet Monitoring

	All Che-Si IT equipment and internet resources are provided for legitimate use.

Che-Si reserves the right to monitor internet usage on any and all devices connected to Che-Si’s systems. Also, to examine and/or review data stored on these devices/systems.

Authorised staff will be the only persons who perform these operations.

Che-Si can be legally compelled to show any internet data written, sent, or received through the company’s systems by law enforcement or other official agencies, therefore this data will be kept on record.

All users will ensure that all business information sent or uploaded is legal, appropriate, ethical, and accurate.

	Potential Sanctions

	Knowingly breaking any of this policy can be subject to disciplinary actions which can lead to termination of employment.

Staff, vendors, or clients can be held liable for any policy violations.

The police or other law enforcement agencies will be involved where appropriate in relation to policy violations.
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