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1. [bookmark: _Toc237297074]Introduction: 
This report presents the design and implementation of a relational database for MedAssist Clinic, a private healthcare provider based in the United Kingdom. As the clinic expands, an efficient and secure database is required to manage patient records, appointments. Treatments and staff information. Replacing manual process with a structured database improves data accuracy, supports daily operations and provides authorised users with reliable access to information.
The project develops a database solution that meets the clinic’s operational requirements by applying established database design principles. The solution includes an Entity Relationship Diagram (ERD), a normalised relational database, appropriate constraints, sample data, stored procedure, triggers, transactions and indexing to support data integrity and performance. The report explains the main design decisions, evaluates how the database meets the clinic’s requirements and supports the implementation choices with relevant academic literature.

[bookmark: _Toc237297075]Part A - Scenario: MedAssist Clinic
[bookmark: _Toc237297076]2. Database Design
[bookmark: _Toc237297077]2.1 Requirements Analysis
The MedAssist Clinic database was designed to support the daily operations of a private healthcare by providing a secure and organised way to manage patients, doctors, appointments, treatments and feedback. The relational database replaces manual record-keeping with a centralised system that gives authorised staff efficient access to accurate information [1].
The system supports patient registration, appointment booking and patient feedback. The database also maintains data integrity, reduces duplication and provides a scalable foundation for future development.

[bookmark: _Toc237297078] 2.2 Entity Relationship Diagram (ERD)

[image: ]

 Figure 1. Entity Relationship Diagram (ERD) for the MedAssist Clinic database.
The Entity Relationship Diagram illustrates the proposed database structure for MedAssist Clinic. Primary and foreign keys have been incorporated to maintain referential integrity and ensure that related record remain accurate and consistent throughout the database. The design provides a structured foundation for managing patients, appointments, treatments and administrative processes efficiently.
[bookmark: _Toc237297079] 2.3 Entity Relationship and Design Decisions 
The database users a relational model to organise data efficiently data efficiently and accurately represent MedAssist Clinic’s daily operations. Each entity represents a specific function, reducing duplication while maintaining data integrity.
The Patient entity stores personal and medical information. As one patient cand attend multiple appointments, a one-to-many relationship exists between Patient and Appointment, with each appointment linked to a single patient [1].
The Doctor entity stores information about medical professionals. A one-to many relationships exists between Doctor and Appointment, allowing each doctor to manage multiple consultations. Doctors are assigned to departments such as General Medicine, Dermatology and Physiotherapy. Therefore, a one-to many relationships exists between Department and Doctor, where one department contains many doctors, but each doctor belongs to only one department.
The Appointment entity is central to the database, linking patient, doctors and administrative staff. The AdminStaff entity records the staff member responsible for each booking, supporting accountability in a multi-user environment.
Clinical information is stored separately in the Treatment entity to reduce redundancy and keep medical records independent of appointment scheduling. The Feedback entity stores patient comments and consultation ratings without affecting clinical records.
An AuditLog entity records significant database changes through triggers, providing and audit trail for sensitive healthcare information.
Overall, these relationships maintain referential integrity through primary and foreign keys, ensure data consistency and provide a scalable structure to support the clinic’s current and future needs [1].

[bookmark: _Toc237297080]2.4 Business Rules
The MedAssist Clinic database is based on business rules that reflect daily operations and ensure accurate, consistent data. These rules define entity relationships and maintain data integrity.
The main business rules are:
· Every patient is uniquely identified be a PatientID
· Every doctor belongs to one department, while each department may have multiple doctors.
· Every appointment is linked to one patient, one doctor and one administrative staff member.
· A doctor and a patient may have many appointments, but each appointment relates to only one doctor and one patient.
· Every treatment record must be linked to an existing appointment.
· Patients may submit feedback only after attending an appointment.
· Feedback rating must between 1 and 5.
· Every appointment must have a valid status (Booked, Completed, Cancelled or Missed).
· Email addresses must be unique for patients, doctors and staff.
· Primary and foreign keys enforce referential integrity and prevent orphan records [2].

[bookmark: _Toc237297081]2.5 Database Normalisation
Normalisation is an important stage in relational database design because it helps organise data efficiently, minimise redundancy and maintain data integrity. The proposed MedAssist Clinic database normalised to Third Normal Form (3NF) to ensure that information is stored logically and consistently [2].
First Normal Form (1NF)
The database satisfies First Normal Form by ensuring that each table has a primary key and that every attribute contains only a single, atomic value. Repeating groups have been removed, and each record represent one unique entity. 
Second Normal Form (2NF)
The database complies with Second Normal Form because all non-key attributes are fully dependent on the primary key of their respective tables. Since each entity uses a single-column primary key, there are no partial dependencies.
Third Normal Form (3NF)
The database has been further refined to meet Third Normal Form by removing transitive dependencies. Attributes that do not depend directly on the primary key have been moved into separate entities. For example, department details are stored only within the Department table rather than being repeated for every doctor, while treatment records and patient feedback are maintained independently from appointment information. This structure reduces data duplication, improves consistency and helps prevent update, insertion and deletion anomalies.
3. [bookmark: _Toc237297082]Database Implementation 
 The database was implemented in PhPMyAdmin using the relational design created during the planning stage. SQL statements were used to create each table with primary keys, foreign keys and constraints to maintain data integrity and establish relationships. Patent tables were created first, followed be dependent tables [2].
After the database structure was completed, sample data was added to test relationships and verify correct operation. This confirmed that patient, doctor, appointment, treatment and feedback records could be stored successfully while maintaining referential integrity

[bookmark: _Toc237297083]3.1 Creating Department Table
 The Department table was implemented first because it acts as the parent table for the Doctor entity. Creating parent tables before dependent tables ensures that foreign key relationships can be established correctly during database implementation. The table stores information about the medical departments available within the clinic, such as General Medicine, Dermatology and Physiotherapy. A unique primary key was assigned to each department using the AUTO_INCREMENT property, while the department name was defined as a unique mandatory field to prevent duplicate records [2]. 

Figure 2. SQL statement used to create the Department table.
[image: ]
Figure 2 shows the SQL statement used to create the Department table. Appropriate constraints were applied to improve data integrity by ensuring that every department is uniquely identified and that duplicate department names cannot be entered into the database.





Figure 3. Structure of the Department table in phpMyAdmin.
[image: ]
Figure 3 confirms that the Department table was created successfully within phpMyAdmin. The structure shows the primary key, unique constraint and field properties applied during implementation.

[bookmark: _Toc237297084]3.2 Create Patient Table
The patient table was created to store the personal and medical details of individuals registered with MedAssist Clinic. Each patient is assigned a unique identifier through the PatientID primary key. Mandatory fields were used for essential information such as name, date of birth and contact details, while a unique constraint was applied to the email address to prevent duplicate patient records. The MedicalHistory field uses the TEXT data type to allow more detailed clinical information to be recorded when required [3].









Figure 4. SQL statement used to create the Patient table.
[image: ]
Figure 4 shows the SQL command used to create the Patient table, including the selected data types and constraints.

Figure 5. Structure of the Patient table in phpMyAdmin.
[image: ]
Figure 5 confirms that the Patient table was successfully created. The structure displays the primary key, flied proprieties and the unique constrains applied to the email address.

[bookmark: _Toc237297085]3.3 Creating the Doctor Table
The Doctor table was created to store details of medical professionals working at MedAssist Clinic. Each doctor is assigned a unique identifier through the DoctorID primary key. The table includes a foreign key, DepartmentID, which links each doctor to the department in which they work. This relationship allows multiple doctors to belong to the same department while maintaining referential integrity within the database [3].

Figure 6. SQL statement used to create the Doctor table.
[image: ]
Figure 6 shows the SQL statement used to create the Doctor table, including the primary key, foreign key and field constrains.

Figure 7. Structure of the Doctor table in phpMyAdmin.
[image: ]
Figure 7 confirms that the Doctor table was successfully created. The table structure displays the primary key, foreign key index and field properties applied during implementation.

[bookmark: _Toc237297086]3.4 Creating the AdminStaff Table
The AdminStaff was created to stored to store details of the administrative employees responsible for managing appointments and supporting the daily operation of MedAssist Clinic. Each member of staff is identified by a unique AdminStaffID primary key. Basic contact information and the employee’s job title are recorded to support appointment management and ensure accountability for bookings made within the system [3].


Figure 8. SQL statement used to create the AdminStaff table.
[image: ]
Figure 8 shows the SQL statement used to create the AdminStaff table, including the primary key and field definitions.
















Figure 9. Structure of the AdminStaff table in phpMyAdmin.
[image: ]

Figure 9. confirms that the AdminStaff table was successfully created. The structure shows the primary key together with the field used to store staff information.

[bookmark: _Toc237297087]3.5 Creating the Appointment Table
The Appointment table was created to manage consultations between patients and doctors. It acts as the central entity within the database by linking patients, doctors and administrative staff through foreign key relationships. The table records the appointment date, time, reason for the visit and appointments status. Implementing foreign keys ensure that appointments cannot exist without valid patient, doctor and staff records, thereby maintaining referential integrity.






Figure 10. SQL statement used to create the Appointment table.
[image: ]
Figure 10 shows the SQL statement used to create the Appoinment table, including the primary key and the foreign key relationships with the Patient, Doctor and AdminStaff tables.

Figure 11. Structure of the Appointment table in phpMyAdmin.
[image: ]
Figure 11 confirms that the Appointment table was created successfully. The structure displays the primary key together with the foreign key fields used to connect the related tables.

[bookmark: _Toc237297088]3.6 Creating the Treatment Table
The Treatment table was created to record the outcome of each medical consultation. Every treatment record is linked to an existing appointment through the AppointmentID foreign key. The table stores the diagnosis, prescribed treatment and any additional clinical notes. Afield has also been included to indicate whether a follow-up appointment is required, supporting the management of ongoing patient care [4].


Figure 12. SQL statement used to create the Treatment table.
[image: ]
Figure 12 shows the SQL statement used to create the Treatment table. 

Figure 13. Structure of the Treatment table in phpMyAdmin.
[image: ]
Figure 13 confirms that the Treatment table was successfully created in phpMyAdmin..

[bookmark: _Toc237297089]3.7 Creating the Feedback Table
The Feedback table was created to store comments and ratings submitted after a consultation. Each feedback record is connected to an existing appointment through the AppointmentID foreign key. A check constraint restricts the rating to values between 1 and 5, helping to prevent invalid entries. The SubmittedAt field records the date and time of submission automatically, while the comments field remains optional because patients may choose to provide only a rating.
Figure 14. SQL statements used to create the Feedback table.
[image: ]
Figure 14 shows the SQL statement used to create the Feedback table. 

Figure 15. Structure of the Feedback table in phpMyAdmin.
[image: ]
Figure 15 confirms that the Feedback table was successfully created in phpMyAdmin. 
[bookmark: _Toc237297090]3.8 Creating the AuditLof Table
The AuditLog table was created to record significant chages made within the database. The table is intended to support database auditing by storing information about the affected table, the record involved, the type of action performed and the date and time of the change [4]. This information will be populated automatically by a database triger, helping to improve accountability and maintain a history of important database activities.

Figure16. SQL statement used to create the AuditLog table.
[image: ]
Figure 16 shows the SQL statement used to create the AuditLog table. 

Figure 17. Structure of the AuditLog table in phpMyAdmin.
[image: ]
Figure 17 confirms that the AuditLog table was successfully created in phpMyAdmin. 

[bookmark: _Toc237297091]3.9 Insert Sample Data
Sample records were inserted to test the database structure and demonstrate how information would be stored during normal clinic operations. Data was added in an order that respected the foreign key relationships, beginning with parent tables before records were entered into dependent tables.

[bookmark: _Toc237297092]3.9.1 Department
Figure 18. SQL statement used to insert Department data.
[image: ]
Figure 18 shows the SQL statement used to insert four medical departments into the database.

Figure 19. Sample records stored in the Department table.
[image: ]
Figure19 confirms that the department records were inserted successfully. 

[bookmark: _Toc237297093]3.9.2 AdminStaff Sample Data
Sample records were inserted into the AdminStaff table to represent employees responsible for managing patient appointments and supporting the daily operation of MedAssist Clinic [4]. The records include staff names, job titles and contact details to simulate realistic administrative data.

Figure 20. SQL statement used to insert sample AdminStaff data.
[image: ]
Figure 20 shows the SQL statement used to insert sample records into the AdminStaff table.

Figure 21. Sample records stored in the AdminStaff table.
[image: ]
Figure 21 confirms that the sample records were successfully inserted into the AdminStaff table. 

[bookmark: _Toc237297094]3.9.3 Patient Sample Data
Sample patient records were inserted to demonstrate how personal and medical information is stored within the database. The records include a range of demographic details together with brief medical histories to reflect realistic information that may be recorded during patient registration at MedAssist Clinic.

Figure 22. SQL statement used to insert sample Patient data.
[image: ]
Figure 22 shows the SQL statement used to insert sample patient records into the Patient table.
Figure 23. Sample records stored in the Patient table.[image: ]
Figure 23 confirms that the patient records were successfully inserted into the database.

[bookmark: _Toc237297095]3.9.4 Doctor Sample Data
Sample records were inserted into the Doctor table to represent medical professionals employed by MedAssist Clinic. Each doctor was assigned to a department using the DepartmentID foreign key, demonstrating how the relationship between the Department and Doctor tables operates within the database [4].
Figure 24. SQL statement used to insert sample Doctor data.[image: ]
Figure 24 shows the SQL statement used to insert sample doctor records into the Doctor table. 

Figure 25. Sample records stored in the Doctor table.
[image: ]
Figure 25 confirms that the doctor records were successfully inserted into the database. 
[bookmark: _Toc237297096]3.9.5 Appointment Sample Data
Sample appointment records were inserted to demonstrate how patients, doctors and administrative staff are connected within the database. Each appointment references valid records from the Patient, Doctor and AdminStaff tables through foreign keys, ensuring that the relationships defined during the database design stage are correctly implemented.

Figure 26. SQL statement used to insert sample Appointment data.
[image: ]
Figure 26 shows SQL statement used to insert sample appointment records into the Appointment table.

Figure 27. Sample records stored in the Appointment table.
[image: ]
Figure 27 confirms that the appointment records were successfully inserted into the database. 

[bookmark: _Toc237297097]3.9.6 Treatment Sample Data
Sample treatment records were inserted for appointments that had been marked as completed. Each treatment is linked to an existing appointment through the AppointmentID foreign key. The records include a diagnosis, prescription, treatment notes and an indication of whether further care is required [4].
Figure 28. SQL statement used to insert sample Treatment data.
[image: ]
Figure 28 shows the SQL statement used to insert sample treatment records. 

Figure 29. Sample records stored in the Treatment table.
[image: ]
Figure 29 confirms that the treatment records were inserted successfully. 

[bookmark: _Toc237297098]3.9.7 Feedback Sample Data
Sample feedback records were inserted to demonstrate how patients can provide comments and ratings following their appointments. Each feedback entry is linked to an existing appointment using the AppointmentID foreign key. The sample data includes both numerical ratings and written comments, illustrating how patient experiences can be recorded and reviewed.

Figure 30. SQL statement used to insert sample Feedback data.
[image: ]
Figure 30 shows the SQL statement used to insert sample feedback records into the Feedback table.

Figure 31. Sample records stored in the Feedback table.
[image: ]
Figure 31 confirms that the feedback records were successfully inserted into the database. 

4. [bookmark: _Toc237297099]Stored Procedure and Transaction Handling 
Stored Procedure 1 – AddPatient
A stored procedure is a pre-written SQL program stored within the database. It allows frequently used tasks to be executed efficiently without rewriting the SQL statement each time. Stared procedures improve consistency, reduce repetition and simplify database management.

[bookmark: _Toc237297100]Stored Procedure – AddPatient
The AddPatient stored procedure was created to simplify the process of registering new patients within the database [4]. Instead of writing an SQL INSERT statement each time, the procedure accepts patient information as input parameters and automatically insert a new record into the Patient table. This approach improves consistency and reduces repetitive SQL code.


Figure 32. SQL statement used to create the AddPatient stored procedure.
[image: ]
Figure 32 shows the SQL statement used to create the AddPatient stored procedure. 





Figure 33. Testing the AddPatient stored procedure.
[image: ]
Figure 33 demonstrates the successful execution of the AddPatient stored procedure

[bookmark: _Toc237297101]BookAppointment Stored Procedure
The BookAppointment stored procedure was created to simplify appointment booking. It accepts the patient, doctor, administrative staff member, date, time, reason and status as input parameters before inserting the information into the Appointment table. Using a stored procedure helps keep the booking process consistent and reduces the need to repeat the full SQL statement [5].


Figure 34. SQL statement used to create the BookAppointment stored procedure.
[image: ]
Figure 34 shows the SQL used to create the BookAppointmet procedure.

Figure 35. Successful execution of the BookAppointment stored procedure.
[image: ]
Figure 35 confirms that the procedure executed successfully and added a new appointment to the database.

[bookmark: _Toc237297102]Transaction Handling
Transactions were used to demonstrate how database operations can be managed safely. A transaction groups one or more SQL statements into a single unit of work. If the transaction is committed, all changes are permanently saved. If it is rolled back, the changes are cancelled, helping to maintain data consistency.

[bookmark: _Toc237297103]COMMIT and ROLLBACK
Figure 36.SQL transaction using COMMIT.
[image: ]
Figure 36 shows a transaction that updates the status of an appointment before using the COMMIT statement.

Figure 37. Updated Appointment table after COMMIT.
[image: ]
Figure 37 confirms that the appointment status was updated after the transaction was committed.

Figure 38. SQL transaction demonstrating ROLLBACK
[image: ]
Figure 38 shows the SQL transaction in which an appointment record was updated before the ROLLBACK command was executed.



Figure 39. Appointment table after the ROLLBACK operation.
[image: ]
Figure 39 shows the Appointment table after the rollback operation. 


4.1 [bookmark: _Toc237297104]Update Procedure
The UpdateAppointmentStatus procedure updates the status of an existing appointment. Transaction handling was included so the change is committed only when one matching record is found, otherwise, the operation is rolled back [5].

Figure 40. SQL used to create the UpdateAppointmentStatus procedure.
[image: ]









Test screenshot
[image: ]

Figure 41. Successful execution of the update procedure.
[image: ]



[bookmark: _Toc237297105]4.2 Delete Procedure (in Feedback)
The DeleteFeedback procedure removes a selected feedback record using its primary key. The transaction is committed when record is deleted, while an unsuccessful request is rolled back to avoid unintended changes [5].





Figure 42. SQL used to create the DeleteFeedback procedure.
[image: ]

Deleting one feedback (3)
[image: ]


Figure 45. Successful execution of the delete procedure.
[image: ]


5. [bookmark: _Toc237297106]Performance Tuning Enhancement
Performance tuning was applied by creating indexes on columns that are expected to be searched frequently. Indexes improve database performance by reducing the time required to locate records, particularly when tables contain many entries. For the MedAssist Clinic database, indexes were created on the LastName field in the Patient table and the AppointmentDate field in the Appointment table [5]. These fields were selected because reception staff are likely to search for patients by surname and view appointments by date. Although the database currently contains only a small amount of sample data, indexing demonstrates how query performance could be improved as the database grows.

[bookmark: _Toc237297107]Create an Index on the Patient table

Index patient (PhoneNumber)
[image: ]



Index patient (TownCity)
[image: ]


[bookmark: _Toc237297108]Index appointment (AppointmentDate)

[image: ]

[bookmark: _Toc237297109]Trigger (Audit Log)
An AFTER INSERT trigger was created on the Patient table to support automatic auditing. When a new patient record is added, the trigger inserts a corresponding entry into the AuditLog table, recording the affected table, record identifier, action type and time of the change. This provides a simple audit trail and improves accountability within the database [5].

Figure 46. SQL statement used to create the Patient audit trigger.
[image: ]

Test the triggrer
Figure 47. AuditLog record generated automatically by the trigger.
[image: ]


New patient has been added into database.
[image: ]

[bookmark: _Toc237297110]Database Function
The GetDoctorAppointmentCount function was created to return the total number of appointments assigned to a selected doctor. The function accepts a DoctorID as input, counts the matching records in the Appointment table and returns the result. This provides a simple reusable method for retrieving appointment totals without repeating the same query [5].


Figure 48. SQL statement used to create the GetDoctorAppointmentCount function.
[image: ]




Figure 49. Result returned by the GetDoctorAppointmentCount function
[image: ]






[bookmark: _Toc237297111]PART B
[bookmark: _Toc237297112]Develop a database-driven website to present dynamic content.

1. [bookmark: _Toc237297113]SQL file
[bookmark: _Toc237297114]Categories
The Categories table was created to organise recipes into different food groups, making the website easier to navigate and search. The table contains two fields: category_id, which is the primary key and is automatically generated using the AUTO_INCREMENT property and category_name, which stores the name of each recipe category. Sample categories such as Breakfast, Main Course, Dessert, Vegetarian and Snack were inserted to provide a structure classification system. This table acts as a parent and will be linked to the Recipes table through a foreign key, ensuring that each recipe is assigned to a valid category while maintaining referential integrity [6].


Figure 1. Categories table has been created
[image: ]

A foreign key relationship was created between the Recipes and Categories tables using the category_id field. This ensures that each recipe is assigned to a valid category while maintaining referential integrity. The relationship was configured with ON DELETE RESTRICT and ON UPDATE RESTRICT, preventing categories from being deleted or modified while they are referenced by existing recipes. This improves data consistency and reduce the risk of invalid or orphan records within the database [6].
Figure 2. Foreign key has been created
[image: ]

[bookmark: _Toc237297115]Ingredients
The Ingredients table was created to store the ingredients required for each recipe. It includes a unique ingredient_id as the primary key, together with the ingredients name, quantity and recipe_id, which acts as a foreign key linking each ingredient to a specific recipe. This one-to-many relationship allows a single recipe to contain multiple ingredients while maintaining data integrity and reducing duplication within the database [6].

Figure 3. Ingredients table has been created.
[image: ]

[bookmark: _Toc237297116]Recipes Table
The Recipes table serves as the core of the RecipeHub database by storing the main details of each recipe available on the website. It includes information such as the recipe name, a brief description, cooking instructions, preparation time and the associated image filename. The table also contains a category_id field, which links every recipe to a corresponding category. This relationship organises recipes into specific groups, making them easier to search, display and manage while maintaining data consistency across the database.







Figure 4. Recipe table has been created.
[image: ]
Figure 5.  Users Table (admin) has been created.
[image: ]

2. [bookmark: _Toc237297117]Website Implementation
5.1 [bookmark: _Toc237297118]Homepage and Dynamic Content
The RecipeHub website was developed using PHP, HTML, CSS AND MySQL to display recipe information dynamically from the database. The homepage retrieves recipe records using SQL queries and presents them in a responsive card layout. Each recipe card displays the recipe image, recipe name, short description, cooking time and category, together with a button that allows users to access the complete recipe. Because the information is retrieved directly from the database, any new recipes added through the administration area automatically appear on the homepage without requiring any modifications to the website code [6]. This dynamic approach improves maintainability, reduce duplication and ensure that the website always displays the most up-to-date information.

Figure 6. Homepage displaying recipes dynamically
[image: ]

5.2 [bookmark: _Toc237297119]Recipe Details Page
A dedicated recipe details page was developed to display complete information for each individual recipe. When a user selects the View Recipe button, the recipe identifier is passed through the URL and used to retrieve the corresponding record from the database. The page displays the recipe name, description, cooking instructions, cooking time, category and associated ingredients stored within the database. This approach allows a single PHP page to display information for every recipe stored in the system, reducing unnecessary code duplication while providing users with details recipe information in a clear and organised format [7].
Figure 7. Recipe details page
[image: ]

5.3 [bookmark: _Toc237297120]Search Functionality
A search feature was implemented to improve the usability of the website by allowing users to locate recipes quickly. Users can search by recipe name or category and the system retrievers matching records using SQL queries. The search results are displayed dynamically on the homepage, providing immediate feedback without requiring separate pages for each category [7]. This functionality improves user experience by making recipe navigation faster and demonstrates the interaction between the website interface and the underlying relational database.
Figure 8. Search functionality
[image: ]


5.4 [bookmark: _Toc237297121]Administrator Area
A secure administrator area was developed to allow authorised users to manage the recipe database. Access is controlled through a login page where administrator credentials are verified against records stored in the Users table. After successful authentication, a PHP session is created, allowing access to the administration dashboard. From this dashboard, admin can perform Create, Read, Update and Delete (CRUD) operations, including adding new recipes, editing existing records and removing recipes when necessary [7]. Once the administrator logs out, the session is destroyed to prevent unauthorised access to the management area.
Figure 9. Administrator dashboard
[image: ]

5.5 [bookmark: _Toc237297122]Security and SQL Injection Protection
Security was considered throught the development of the RecipeHub website to protect both user authentication and database operations. One of the most common threats to database-driven website is SQL Injection, where malicious users attempt to manipulate SQL quires by inserting harmful code into input fields. If user input is inserted directly into SQL statements without validation, attackers may gain unauthorised access to sensitive information or modify database records.
To reduce this risk, the website uses prepared statements whenever user input is processed. Prepared statements separate SQL commands from user-supplied values by using parameter placeholders. User data is then safefly bound to the query before execution, ensuring that it is treated only as data rather than executable SQL code [7]. This significantly reduces the possibility of SQL Injection attacks while improving the reliability and security of database operations.
Session management was also implemented to protect the administration area. When an administrator successfully logs in, a PHP session is created and checked before access is granted to protected pages such as the dashboard, add, edit and delete functions. After logout, the session is destroyed, preventing users from accessing restricted pages by typing the URL directly into the browser. These security measures provide a safer environment for managing recipe information while demonstrating good programming practice [7].


Figure 10. Login and session protection
[image: ][image: ]
[image: ]

5.6 [bookmark: _Toc237297123]Testing
The completed website was tested to ensure that all major functions operated correctly. Each feature was tested individually and compared with the expected result. The testing confirmed that the website successfully performs all required CRUD operations, user authentication and dynamic database interaction.

	Test Performed
	Expected Result
	Actual Result
	Status

	Homepage loads
	Recipes displayed
	Successful
	Pass

	Search recipes
	Matching recipes returned
	Successful
	Pass

	View recipe
	Complete recipe displayed
	Successful
	Pass

	Administrator login
	Access granted
	Successful
	Pass

	Add recipe
	New recipe inserted
	Successful
	Pass

	Edit recipe
	Recipe updated
	Successful
	Pass

	Delete recipe
	Recipe removed
	Successful
	Pass

	Logout
	Session terminated
	Successful
	Pass



The successful completion of these tests demonstrates that the website meets the functional requirements of the assignment and provides reliable interaction between the use interface and the MySQL database [7].

6. [bookmark: _Toc237297124]Conclusion and Reflection
The RecipeHub project successfully achieved the objective of developing a functional database-driven website using PHP and MySQL. The completed system demonstrates the integration of a relation database with a dynamic web application, allowing users to browse recipes while providing administrators with secure access to manage recipe information through Create, Read, Update and Delete (CRUD) operations. The implementation of prepared statements and session management also improved the security of the application by reducing the risk of SQL Injection and restricting access to authorised users.
Throughout the development process, I developed a greater understanding of database design, relational modelling and the practical application of server-side programming. I also gained experience in connecting PHP to a MySQL database, creating dynamic webpages, implementing user authentication and testing the functionality of a web application. Although some technical challenges were encountered during development, they were resolved through testing, debugging and careful evaluation of the system.
Overall, the project provided valuable practical experience in designing and developing a database-driven website that meets the specified requirements. It has strengthened both my technical skills and my understanding of how databases and web technologies work together to produce secure, reliable and user-friendly applications.
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