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1. Routing:
0. Routing in Swansea Network
Install Routing and Remote access Service and modify firewall rules to allow ICMP Traffic.
0. Routing in London Network
Configure persistent IP Forwarding and Routing 

What is an Excellent work?
Configure RRAS in Windows, Persistent IP Forwarding and Routing in London with Firewall Rules Customized for each required services in both Swansea and London.
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1. Domain Server (Swansea)
1. Create a forest named yourname.acca (For example: nitheesh.acca)
1. Create all appropriate A records for all servers on Swansea and London Network
1. Create a reverse lookup zone creating PTR records for all servers.

What is an Excellent work?
Configure DC with a secure password policy. Include A records for critical infrastructure even if not explicitly listed, anticipating a realistic network setup and Ensure zones are configured to handle future IP allocations within the subnets
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1. Encrypted Connection between Swansea and London
2. Configure Site-to-Site VPN to London Network. 

What is an Excellent work?
Setting up a successful Persistent connection between the two networks and using strong encryption with IKE etc 
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1. Users
3. Create user accounts for yourname.acca domain with all the parameters defined in the users_list_updated.xlsx document. This document will be shared by your lecturer. You must use first letter from first name with a dot and last name as SAM Account Name. 
Eg: First Name: Nitheesh Last Name: Kaliyamurthy. à n.kaliyamurthy.

What is an Excellent work?
Use PowerShell to bulk-create users from the Excel file, avoiding manual entry via Active Directory Users and Computers (ADUC) for efficiency and correct naming conventions are used.
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1. Domain Membership
4. Join L-CD, ClientS1, ClientL1 to the yourname.acca domain. 

What is an Excellent work?
Successfully joining all the systems to the domain, integrating with AD ensuring server authenticates users benchmarking industry best practices.
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1. DHCP Server
5. Configure S-DC as DHCP Server. The range is X.X.X.10 – X.X.X.20 for each network. Determine other DHCP options as per the infrastructure.
5. Configure L-CD as DHCP Relay Server.
5. All the Clients should receive IP Address automatically via DHCP Server

What is an Excellent work?
Successful allocation of IP Address from S-DC with Scope, Lease Duration, security in force. Using appropriate Group Policy to enforce client DHCP Settings is highly commended.
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1. Test and Troubleshoot
6. Test the network for Connectivity. 
Note that at this stage, the Swansea and London networks are connected and fully operational. If not, Troubleshoot.
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1. Disk Drive
7. Mount second disk drive to E:\SwanseaFiles. Share and assign required permissions. Only the Domain Users need to have full control permissions and other network users have read only access.

What is an Excellent work?
The Drive should be accessible in both the networks with appropriate permissions. 
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1. IIS Server
8. Create webs.yourname.acca website and enable windows internal authentication. 

What is an Excellent work?
The site should be https://webs.yourname.acca with all the domain users authenticated. All authenticated users should be presented a text “Welcome to Swansea Website”.
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1. Remote Desktop Services 
9. Configure remote access for S-DC from any other machines in the network. 


What is an Excellent work?
The Remote Desktop Services login page should be accessed via https://rds.yourname.acca and necessary certificates are signed.
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Interface: SCVpn

Status: @ Active
Public key: ~ tTmbxhxGTravaQBiXR/Fhu6SxaZIMaHzgMtin2+imQ=

Listen port: 51820

Addresses: 172.160.1/24

Deactivate.

Peer
Public key:

Allowed Ps:
Endpoint:

Persistent keepalive:
Transfer:

LIKMBsXN3GKEKEaNp26<TqhSfeVFFICOjs/qIBKOBFA=
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Debian GNU/Linux 13 L-DC.tash.acca ttyl

L-0C login: tash
Passuord:
Linux L-DC.tash.acca 6.12.69+deh13-amd6d #1 SMP PREEMPT_DYNAMIC Debian 6.12.69-1 (2026-02-08) xB6_64

The programs included with the Debian GNU/Linux sustem are free softuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/capyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
tashel-DC: ™% sudo ug
[sudo] passuord for tash:
interface: uzo
public key: mGnH1dHHSFIUVBOULNAGUEKZ ieus jK2e3dHrEds2 T2U=
private key: (hidden)
Listening port: 51820

peer: +ITmbxhxGTravalsriR/Fhue9xaz IMaHzett lwe+ind=
endpaint: 20.0.0.1:51820
alloued ips: 172.16.0.0/24, 192.168.1.0/24, 10.0.0.6/24
transfer: © B received, 58.54 KiB sent
persistent keepalive: every 25 seconds

tashal -DC: s
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importusers.ps1 X
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# Inport the Active Directory module
Import-Module ActiveDirectory

# 1. Update this path to the Tocation of your CsV file
Scsvpath = "C:\Users\Administrator\Downloads\users_list_updated. csv"

# 2. Set the default password (Excellent work: Secure and forced change)
SsecurePassword = ConvertTo-Securestring "P@ssword20261" -AsPlainText -Force

# 3. Tnport the data
Susers = Import-Csv -Path ScsvPath

=foreach (Srow in Susers) {
# Extract data using your Notepad headers
SfName = Srow. first_name.Trim()
$IName = Srow. last_name. Trim()
Sjob = Srow.job
Sdept = Srow. department

# Logic for SN Account Name: first initial + dot + last name
SfFirstInitial = $FName.Substring(0,1). ToLower )
SlastNaneClean = SINane. ToLower ()

SsamName = "SFirstInitial.SlastNameClean”

# Logic for UPN
Supn = "SsamNameGtash. acca”

# Check if user already exists
F (1(Get-ADUser ~Filter "SamAccountName -eq 'SsamName'")) {
try {
New-ADUser -Name "SfNane STName
~GivenName SfName
-Surnane S1Nane *
-SamAccountName SsanName *

nm
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iicrosoft Windgus [Version 16.0.19045.6456]
(c) Microsoft Yorporation. All rights reserved.

C: \Users\a.lee>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1:
Reply from 192.168.1.1
[Reply from 192.168.1.1
[Reply from 192.168.1.1:

TTL-128
TTL-128

ping statistics for 192.168.1.1

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = ims, Average = 6ms

C: \Users\a.lee>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

ping statistics for 192.168.2.1:
Packets: Sent = 4, Received = @, Lost = 4 (166% loss),




image33.png
iC:\Users\a.lee>nslookup rds.tash.acca
Server: 5.0C.tash.acca
Address: 192.168.1.1

Name:  rds.tash.acca
Address: 192.168.1.1
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