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Introduction
The internet and social media are now the primary sources of public information (Ofcom, 2023), creating a model of policing in which trust and confidence are shaped by real‑time digital discourse rather than institutional messaging (Horgan, et al., 2024). Viral and bystander footage intensifies the struggle over police image, driving narratives, mobilisation and scrutiny (Ellis, 2020). This environment demands new leadership skills, as online content routinely challenges official accounts and influences perceptions of legitimacy (Bullock & Dodsworth, 2025). This academic literature review examines how social media is reshaping UK policing, its implications for trust, confidence and legitimacy, the leadership challenges that follow, and the strategies required for an effective response.
How Social Media Has Changed Public–Police Interactions
For much of the modern era, professional journalists acted as the principal intermediaries between policing and the public, determining which information entered the public domain and how it was framed (Grygiela & Lysak, 2021). Although this system often produced institutionally sympathetic portrayals, it nonetheless operated within editorial norms that imposed verification, hierarchy and accountability (Lev-On, 2025; Reiner, 2014). The rise of social media has dismantled this mediated structure, enabling a broad array of non‑journalistic actors to shape public narratives about policing (Grygiela & Lysak, 2021). While these platforms allow forces to communicate with communities directly (Jones, et al., 2025), they also dilute organisational authority: police can issue messages, but they can no longer determine how those messages are interpreted, contested or reframed (Nielsen & Fletcher, 2020).  Ellis’s (2020, p. 187) “social media test” captures how instantly circulating bystander footage prompts real‑time judgements that often precede verification. Because such material persists and is repeatedly recirculated, past incidents continually shape current perceptions, intensifying public scrutiny (Ellis, 2020). This expanded, citizen‑driven visibility enhances transparency but also creates unfiltered, high‑stakes interpretation of police behaviour (Reiner, 2014). The result is a shift from a journalist‑filtered environment to a decentralised, participatory communication sphere in which narrative power is widely dispersed.
The consequences are most visible during major incidents, where misinformation spreads faster than official communication. The House of Commons (2025) report on the Southport murders shows how misleading and hateful content, amplified by engagement‑driven algorithms, rapidly outpaced police updates and contributed to disorder. This demonstrates how digital platforms—not public institutions—now set the tempo and tone of unfolding events. Scholars argue that such misinformation erodes confidence in authoritative institutions (Denniss & Lindberg, 2025), thrives on cognitive biases and echo‑chamber dynamics (Bhattacharya & Singh, 2025) and is facilitated by the ease with which images and narratives can be altered or decontextualised (Omezi & Jahankhani, 2020). Continuous public surveillance intensifies this dynamic, as unmediated footage circulates long before official statements and shapes interpretations through emotion and partial information. This real‑time visibility often anchors public judgement before verified accounts emerge (Goldsmith, 2010). Fake news corrodes the informational environment, producing confusion and weakening trust—particularly damaging for policing, which relies on public confidence (Levy, 2021).
These dynamics are intensified by the actors who produce and amplify misinformation. Social Media auditors provoke confrontations or film asylum accommodation to generate monetised content, often using sensational or misleading framing (National Protective Security Authority, 2025; Adelmant, et al., 2025). Digital vigilantism extends this, enabling individuals to identify and punish others outside formal justice systems, with false accusations spreading faster than verified information (Trottier, 2016). Hostile state actors also exploit social media to destabilise trust, with Russian bots estimated to have produced around a quarter of tweets during documented disinformation campaigns (Cartwright, et al., 2022; Bradshaw & Howard, 2019). Even well‑intentioned “armchair detectives” (Pantumsinchai, 2018) can cause harm, as seen after the Boston Marathon bombing when online speculation wrongly identified innocent people as suspects. Public officials may also contribute, as shown when Cheshire Police challenged David Davies for spreading inaccurate claims about the Letby investigation (Conn, 2026).
Not all scholars agree on the scale of the threat . Levy (2021) argues that reputable news sources remain more credible and that belief in fake news is often overstated, though he concedes that distinguishing genuine reporting from falsehoods is increasingly difficult. Intravia et al. (2020) add nuance by showing that algorithms personalise content, meaning users predisposed to trust or distrust the police encounter different narratives. They also note that online news remains more influential than social‑media posts, though cultivation theory suggests that repeated exposure to negative stories—accurate or not—can gradually erode trust (Intravia, et al., 2020). Meanwhile, rising public awareness of misinformation—evidenced by a 365% increase in use of the term “fake news” between 2016 and 2017—indicates that audiences are becoming more critical of online content (Omezi & Jahankhani, 2020). 
These dynamics have significant implications for police legitimacy. Tankebe (2014) defines legitimacy as a multidimensional judgement grounded in perceptions of procedural justice, distributive fairness, legality and effectiveness. Legitimacy therefore rests not only on police behaviour but on how that behaviour is interpreted. In digital environments—where reactions to circulating footage are rapid, emotional and largely ungated (Ellis, 2020; Grygiela & Lysak, 2021)—these interpretations become more volatile. Legitimacy is now shaped as much by real‑time online commentary as by direct encounters, often by people who were not present and rely on incomplete or misleading information (Grudz, et al., 2023). Bullock and Dodsworth (2025) add that perceived ineffectiveness is an emerging legitimacy threat: viral footage portraying police as weak or incompetent can be as damaging as procedural unfairness, illustrating the many ways forces can fail the “social media test” (Ellis, 2020).
Social media’s effect on operational policing and multi‑agency response
The Nicola Bulley case shows how social media can rapidly derail a live investigation, with a missing‑person enquiry becoming a national spectacle driven by online speculation rather than verified information. TikTok and YouTube were saturated with theories, amateur investigations and livestreams; at the peak, 6,500 news articles appeared in a single day and TikTok videos using Bulley’s name reached 270 million views. This digital attention created operational pressure as misinformation outpaced official updates, “armchair detectives” generated false leads and the family faced intense intrusion (College of Policing, 2023). The College of Policing review (2023) concluded that Lancashire Constabulary lost control of the narrative early, creating an information vacuum in which speculation flourished, with some content creators even attending the scene and interfering with the search area.
A similar pattern appears in major multi‑agency incidents. Both the Manchester Arena Inquiry (Saunders, 2022) and the Kerslake Report (2018) show how information vacuums across emergency services enable misinformation to spread. The Arena Inquiry found that no organisation assumed early ownership of strategic public messaging, leading to delayed and inconsistent statements that were quickly overtaken by eyewitness posts on social media. This fragmentation fuelled speculation, confusion and public anxiety, allowing online narratives to shape public understanding before authoritative information emerged. The Kerslake Report likewise stresses the need for coordinated, pre‑planned communication and close work with trusted local media. Unlike the Arena Inquiry, Kerslake found that Greater Manchester’s civic leaders and emergency services delivered clear, unified messaging that helped counter rumours—though social media still amplified both reassurance and distress (Saunders, 2022; Kerslake, 2018).
Challenges and Solutions
The Policing and Media Charter—developed over two years by senior leaders in policing, criminal justice and the media—offers a policy‑level response to the challenges identified in the literature. Produced after the Nicola Bulley review, it emphasises the media’s democratic role and the need for fast, accurate communication to prevent the information vacuums in which misinformation thrives (NPCC, 2026). Its focus on rapid rebuttal, collaboration with credible outlets and the use of evidential material such as body‑worn video reflects Levy’s (2021) argument that democratic trust depends on a reliable knowledge ecosystem, and it responds to Schneider’s (2016) concern that social‑media practices vary widely across forces, creating inconsistency in how narratives are managed. Barber (2022) similarly argues that contemporary social needs are too complex for single agencies to address alone; by encouraging coordinated communication with journalists, the Charter represents one attempt to meet this wider structural challenge (NPCC, 2026).
However, the Charter’s assumptions require critical scrutiny. Reiner (2014) argues that media coverage of policing is driven less by police influence than by journalistic routines—drama, immediacy and newsworthiness. These dynamics can inadvertently legitimise policing, but they also mean that highly coordinated communication strategies risk appearing overly managed or insufficiently critical, potentially weakening legitimacy. Yet Reiner’s (2014) analysis predates real‑time, algorithmic social media. His broadcast‑era focus on TV dramas, films and pre‑recorded formats remains useful but now needs updating to reflect collapsed gatekeeping, participatory surveillance and the speed of digital discourse.
Debates about misinformation complicate the Charter’s focus on rapid communication. Porter and Wood (2021) show that fact‑checking can reduce belief in false claims, drawing on methodologically strong studies that use numerous stimuli and cross‑national samples. However, their work measures belief rather than behaviour, so it demonstrates fact‑checking’s potential rather than offering a settled solution—highlighting the gap between controlled experiments and real‑world misinformation dynamics.
Berinsky (2017) further complicates confidence in fact‑checking, showing that rebuttals can backfire by repeating rumours and increasing their credibility through the fluency effect. Poorly designed corrections may therefore reinforce the very narratives they aim to challenge. He also finds that neutral, non‑partisan sources are less persuasive in polarised environments—raising concerns for a Charter that positions police–media coordination as the primary channel for public information. This aligns with Reiner’s (2014) warning that highly managed communication can appear insufficiently critical and risk legitimacy. Yet Berinsky’s (2017) otherwise innovative early work predates algorithmic amplification and networked virality. His experiments focus on healthcare misinformation—particularly vaccine hesitancy—where narratives are relatively stable and slow‑moving. Policing misinformation, by contrast, emerges within fast‑paced, emotionally charged incidents unfolding in real time, making his findings methodologically strong but contextually limited.
Roozenbeek and Van der Linden (2021) also highlight the limits of fact‑checking: falsehoods spread faster than corrections, echo chambers amplify them and truth is often ambiguous or manipulatively framed. Speed alone is therefore insufficient; reactive correction cannot match the velocity or emotional pull of viral misinformation. They propose inoculation theory as a preventative alternative, using prebunking to expose people to weakened examples of manipulation and build resistance. Psychological inoculation—delivered through games, videos and prebunking messages—has strong, scalable and cross‑partisan evidence, replicated across contexts and adopted by organisations such as Google and Meta (Roozenbeek & Van der Linden, 2021). However, it is not policing‑specific, and its medium‑ to long‑term orientation limits its immediate value in fast‑moving operational contexts. 
Johansson et al. (2023) extend the preventative logic through a three‑stage Prepare–Curb–Respond model that blends resilience‑building, platform‑level exposure reduction and targeted corrections, aligning with Roozenbeek and Van der Linden’s (2021) prebunking approach. The model’s layered design mirrors multi‑agency safeguarding frameworks familiar to policing and offers policymakers a usable conceptual tool. However, it is not a genuine systematic review, is generic, and relies heavily on platforms acting responsibly—an increasingly fragile assumption given global governance failures and hostile state activity (Bradshaw & Howard, 2019). The framework is also descriptive rather than theoretically grounded, making it more a conceptual map than a robust assessment of what works. Johansson et al. (2023) further note that misinformation research is fragmented across disciplines, limiting comparability.
Horgan et al. (2024, p. 480) present a policing‑specific model of “influence policing,” treating communication as behavioural influence rather than information delivery. They show how targeted messaging, behavioural nudges and largely invisible “crafted encounters” (2024, p. 500) shape public behaviour. Police Scotland’s “That Guy” campaign exemplifies identity‑based, micro‑targeted messaging seeded through peer networks and influencers. The framework is novel, addressing the under‑examined use of paid, micro‑targeted advertising and supported by substantial empirical and qualitative data (Horgan, et al., 2024). It aligns with prebunking approaches by Roozenbeek & Van der Linden (2021) and Johansson et al. (2023). Its limitations lie in its reliance on data solely from Meta, exclusion of platforms such as TikTok and Snapchat, heavy dependence on Police Scotland, and lack of outcome evaluation. Even so, it remains a rigorous and influential contribution with strong conceptual and empirical foundations.
A shared strength of Roozenbeek and Van der Linden (2021) Johansson et al. (2023) and Horgan et al (2024) is their recognition that reactive correction alone is insufficient in digital environments and that resilience‑building and proactive strategies are required. Horgan et al. (2024) extend this logic within a policing‑specific framework, however, the broader models still require careful translation into policing contexts and vary in their assumptions about institutional capacity, platform cooperation and public trust.
For policing, these insights have direct implications for legitimacy and for the assumptions underpinning the Policing and Media Charter. Whilst the Charter emphasises accurate, timely communication (NPCC, 2026), the research demonstrates that accuracy and speed are necessary but not sufficient alone for maintaining legitimacy in digital environments (Roozenbeek & Van der Linden, 2021). Police must avoid amplifying rumours (Berinsky, 2017), adopt preventative strategies such as ‘prebunking’ (Roozenbeek & Van der Linden, 2021) and navigate the ethical boundaries of influence‑based communication (Horgan, et al., 2024). When assessed against Tankebe’s (2014) multidimensional theory- that legitimacy rests on public judgements of procedural justice, distributive fairness, legality and effectiveness, these challenges become more acute as communication strategies must not only be accurate but also fair, transparent and morally aligned with public expectations (Horgan, et al., 2024).
From this perspective, Horgan et al.’s (2024) concerns about targeted messaging are especially significant: while influence‑based communication may work, it risks appearing manipulative or inequitable in low‑trust contexts, undermining procedural justice and moral alignment. Preventative approaches such as ‘prebunking’ are ethically safer but require sustained investment and cannot always meet public demands for rapid clarity during crises, creating tensions around perceived effectiveness (Roozenbeek & Van der Linden, 2021). Given Tankebe’s (2014) emphasis on effectiveness as central to legitimacy, the Charter’s focus on rapid communication addresses only part of the problem. Without preventative strategies of the kind proposed by Roozenbeek and Van der Linden (2021), Johansson et al. (2023) and Horgan et al. (2024), policing risks appearing reactive, overwhelmed or strategically naïve—eroding perceptions of competence and effectiveness.
Equally, the Charter’s (NPCC, 2026, p. 3) focus on collaboration with “credible” media outlets raises questions about distributive fairness. If police selectively engage with media sources that certain communities do not view as credible, this risks reinforcing existing inequalities in whose narratives are amplified. In Tankebe’s (2014) terms, such selective engagement may weaken perceptions of fairness and moral alignment, doing little to strengthen the legitimacy the Charter seeks to protect.
Across the literature, a persistent gap is the absence of operationally tested solutions. The frameworks proposed by Roozenbeek and Van der Linden (2021), Johansson et al. (2023) and Horgan et al. (2024) are evidentially strong but remain theoretical constructs, untested in live policing environments and therefore limited in practical utility. None adequately account for the rapidly shifting tempo of major incidents, the unpredictability of user‑generated content, or the influence of external events beyond police control. This underscores a clear research need: evaluating how these models perform when applied within real‑world operational settings.
A further limitation is conceptual. The academic literature—and the frameworks derived from it—focus almost exclusively on misinformation as deliberate narrative distortion. They are designed to counter false claims, manipulative framings, or coordinated attempts to mislead. Yet, as Bullock and Dodsworth (2025) argue, this captures only one dimension of the contemporary legitimacy threat. Viral footage portraying the police as ineffective, hesitant or overwhelmed can be just as damaging to legitimacy as procedural injustice or unfairness. Crucially, these moments do not rely on falsehoods; they derive their power from perceived performance failure, not narrative manipulation. None of the existing models address this phenomenon, leaving a significant blind spot in current thinking about digital-era legitimacy risks.
Conclusion 
Overall, the evidence shows that rapid, accurate communication is necessary but not sufficient for policing in digital environments (Roozenbeek & Van der Linden, 2021). Preventative strategies, ethical safeguards and sustained attention to fairness and legitimacy are also required to meet the challenges posed by misinformation and influence‑based communication (Johansson, et al., 2023; Horgan, et al., 2024). The Policing and Media Charter (NPCC, 2026) offers a useful collaborative framework, but it is neither a complete solution nor yet tested operationally. Police leaders must therefore remain grounded in legitimacy principles, ensuring communication is not only accurate but trusted, fair and morally aligned with public expectations. Research suggests that truth has not vanished; it now competes in a noisier, more chaotic marketplace. The task for police leaders is to ensure authoritative information can still be heard—and believed—amid the turbulence of digital discourse.
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