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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	A
	172.16.13.64/27
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	B
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	C
	172.16.13.96/29
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	D
	172.16.10.0/23
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	E
	172.16.13.0/26
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	F
	172.16.12.0/24
	255.255.255.0
	172.16.13.97
	172.16.12.254
	172.16.12.255



Features of IPv6

Internet protocols can be described as a set of rules that govern the exchange of data between devices across networks. Two of the primary protocol features are addressing and routing. Addressing is essential to ensure packets of data are sent to or received by the intended device, whereas routing is about ensuring (or trying to ensure) the best routes are taken between networks to deliver packets/data in the most efficient way possible.

IPv4 is perhaps the most well-known version of internet protocol. IPv4 utilises 32-bit addresses; the root cause of its biggest flaw – there simply aren’t enough available. There are between 4.2 and 4.3 billion IPv4 addresses in total which quite simply isn’t enough in modern society with personal computers, smartphones and smart devices. This address shortage is the primary reason that IPv6 was developed. Using 128-bit addressing, and using hexadecimals rather than ordinary decimals, IPv6 will support around 340 undecillion (340 trillion, trillion, trillion) addresses [1]. To put this figure into some perspective; IPv6 will provide approximately 667 sextillion addresses per square meter of the earth’s surface area.

In 2014, the internet and television association (NCTA) produced a graphic [2] (see below) that demonstrates the exponential growth in internet connected devices over time and a forecast (2014-2020) for the future number of devices.
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Contradictory to these claims/forecasts, IOT Analytics (2018) released an infographic [3] that provides an entirely different picture, demonstrating staggeringly lower figures. It should be noted that, a prediction produced in 2014 should generally be considered far less reliable than information produced in 2018. 
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Although the infographics demonstrating wildly different figures and predictions, and their reliability as highly accurate citations can easily be brought into question, they do clearly demonstrate the biggest perceived positive associated with IPv6 and greatest weakness of IPv4; the 4.3 billion IP addresses provided by the 32-bit IPv4 is not nearly enough, we have already greatly exceeded this number. It also demonstrates that, even when factoring in the potential for exponential growth; the 667 sextillion IP addresses per square meter of land on earth provided by IPv6 provides the internet with substantial and virtually limitless room to grow. 

While necessity (in a lack of available addresses) ultimately ensured IPv6 became a reality, there are several advantages and disadvantages to the new protocol too. Firstly, IPv6 no longer routinely utilises broadcast messages; instead, multi-cast functionality has been upscaled to meet user needs. A new type of casting, ‘anycast’, also launched with IPv6 which allows for far more efficient routing than was previously available. Another major advantage of IPv6 pertains to the structure of the addresses themselves. Contiguous and hierarchical in nature, the hexadecimal, 128-bit addresses are routed far more efficiently than their 32-bit IPv4 counterparts. The contiguous format also lends itself to enhanced readability, when considering the addresses are 128-bit, compared to the IPv4 format. Network masks are also less complex; the sheer volume of IPv6 addresses means there is less need to be conscientious with IP addresses. Hosts are always assigned 64 bits, and 64 bits are always assigned to the network, of these,16 bits are generally attributable to a subnet, and the remaining 48 are generally a global routing prefix. 

Enhanced integrated security, when compared with IPv4, is also a feature of IPv6. IPsec is a protocol developed by the Internet Engineering Task Force (IETF) and is a suite of security protocols. IPsec is a feature that ensures authentication, integrity and confidentiality. While it was available in IPv4, it was an optional feature. IPsec is a mandatory part of IPv6 and is reserved in the header. 

There have also been, however, several security risks associated with IPv6. These are, or were, chiefly related to the maturity of the protocol itself, rather than flaws in the protocol when compared with IPv4. Security products, for example, were perceived to have had less support on the IPv6 protocol, leaving users with less robust firewalls or network intrusion detection systems. This factor has decreased over time and will continue to decrease over time as security products become better equipped to service users utilising IPv6.

IPv6 is not backwards compatible with IPv4, which poses an issue as to this very day, less than 30% of traffic that was routed through google was routed via IPv6 (see below).
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This issue of non-backwards compatibility has forced internet service providers (ISPs) to utilise a ‘dual-stack’ approach to internet service provision. That is, IPv4 and IPv6 services must be operable simultaneously, in parallel to one another. It is quite easy to appreciate why ISPs were so reluctant to roll-out IPv6 when consideration is given to the fact that a dual-stack approach requires network administrators to configure two sets of protocols, network security administrators to configure two sets of protocols and so on. Network complexity is clearly considerably greater under dual-stack operation [4] and naturally increases ‘attack-surface’, potentially increasing vulnerability. The tunnelling paradigm is utilised to enable communication between networks of different protocols (IPv4 and IPv6). This technology is essential while IPv4 is still in use, however it does yet again increase complexity by providing black-hat hackers with opportunity in the form of denial of service attack vectors.

Ultimately, the transition to IPv6 was an essential one. The need for more space (addresses) super-ceded all other factors and ensured that the rollout of IPv6 took place. Many of the negative factors associated with IPv6 are only so because there is no backwards compatibility and IPv4 is still highly prevalent across the globe. Dual-stack operations create complexity and vulnerability while IPv4 addresses dominate, this will surely change over time as IPv4 are potentially ultimately phased out and IPv6 is the sole internet protocol in operation across the globe.
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