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[bookmark: _Toc194250337]Introduction
The rapid evolution of automated driving technologies placed more importance on developing and implementing smart control systems. Among them, Adaptive Cruise Control (ACC) has become a cornerstone component of modern Advanced Driver Assistance Systems (ADAS), bridging old cruise control with full autonomous driving. ACC systems also encourage comfortable driving and road safety by automatically maintaining a safe distance from preceding cars by controlling the speed of a vehicle. The technology is made possible through integration with advanced sensing technologies such as radar, lidar, and cameras with advanced control algorithms and real-time processing. The aim of this project is the simulation and modelling of an ACC system by means of MATLAB in areas of real-world implementation and theoretical framework. The system is modelled in a hierarchical architecture that is very similar to real vehicular control structure with layers focused on perception, decision-making, and actuation. The level of control is controlled based on a PID feedback controller with the gains properly tuned to a compromise between a fast response rate, tracking error, ride quality, and control effort. Different gain settings are simulated, and their impact on vehicle performances such as accuracy of velocity tracking and smooth throttle/brake actuation is examined. Apart from control system design, the project also addresses digital communication among different system modules, for instance, velocity sensors, driver inputs, and actuators, through encoding and decoding signals. The approach simulates embedded system operation through signal quantisation and processing in binary, mirroring the real-time constraints that dominate car applications. Besides, the article discusses ACC and Cooperative Adaptive Cruise Control (CACC) system security challenges, including cyber-attacks and vulnerability of communication protocol. Recent intrusion detection system studies, fallback security systems, and deep learning-based anomaly detection are reviewed in order to conclude the necessity for vehicular network environments' robustness.
[bookmark: _Toc194250338]
Task 1: Adaptive Cruise Control (ACC)
ACC is a premium driver assistance system that automatically controls a vehicle's speed to maintain a safe distance from the preceding vehicle and hence enhances driving comfort and security. The system utilises a combination of sensors such as radar, LiDAR, and cameras to monitor the distance and relative speed of other cars. All these sensors work together in harmony with sensor fusion techniques to provide accurate environmental perception, and this is the secret behind the responsiveness and reliability of the system. The control architecture of ACC systems is typically hierarchical and has three levels: perception, decision, and execution. The perception layer translates sensor input to understand the surroundings of the car, the decision layer uses the data to come to conclusions for the required acceleration or braking, typically applying control algorithms such as Model Predictive Control (MPC) for performance optimisation relative to safety bounds. The execution layer implements the decisions into movements by controlling throttle and brakes. (Liang Chu, Huichao Li, Yanwu Xu, Di Zhao, Chengwei Sun, 2023) Data exchange is facilitated by system constituents over vehicle networks like the Controller Area Network (CAN) bus that allows for certain and timely communication. Communication with everything Vehicle-to-Everything (V2X) is added in advanced applications so vehicles can share their state and environmental information between vehicles and infrastructure. This collaborative approach makes the system more responsive in sensing and responding to changing traffic conditions, making overall traffic flow and safety more efficient. ACC systems are designed and validated on simulation platforms such as MATLAB and Simulink, which provide the ability to model and simulate control algorithms under numerous scenarios before actual implementation. They are used to facilitate the creation of robust systems to perform under any driving conditions and hence create advanced vehicle technologies. ACC systems form a significant stride towards autonomous vehicles through the adoption of advanced sensors, control programs, and communications technologies to enhance vehicle safety and efficiency.
[bookmark: _Toc194250339]History of Adaptive Cruise Control (ACC)
ACC is commonly regarded as being among the first technologies to cross the threshold from traditional driver aid to autonomous driving. ACC traces its roots back to the early 1990s, when Mitsubishi first experimented with it using a rudimentary lidar-based warning system installed on the 1991 Debonair. It could see other vehicles in front but couldn't modify vehicle speed.
The initial real ACC application in 1995 was by Mitsubishi on the Diamante in the guise of its Preview Distance Control system. It involved a lidar on the front bumper, together with a camera mounted on a rearview mirror, to monitor distance from the vehicle ahead. It would automatically release the accelerator or downshift when approaching a vehicle ahead, but it could not brake. Limited by its 67-mph operating limit and poorer performance in adverse weather, the system still wasn't available outside of the Japanese market. Toyota evolved the idea further in 1997 with a Denso-designed system on the Celsior that used lidar. That model had improved sensing range to 100 meters but still lacked braking, so it was of little value at high speeds or emergency stops. Mercedes-Benz introduced the "Distronic" system on its S-Class (W220) for the first time in 1999. (Verpraet, 2018) It employed radar instead of lidar for the very first time and enabled safe operation in rain, fog, or dust. Radar was also cheaper and better suited to high-speed highways like Germany's autobahns. However, the Mercedes system was incorporated into the brand's Electronic Stability Program (ESP), enabling it to automatically brake, rectifying a dire limitation of the Japanese system. Other automakers soon followed similar radar-based systems, incorporating stop/start capability, vision from cameras, and lane-keeping support, pushing ACC to Level 2 driver assist. These additions transformed ACC from a basic longitudinal controller to a building-block technology for today's semi-autonomous vehicles and onto the road to the fully autonomous systems of tomorrow.
[bookmark: _Toc194250340]Two Layer System
ACC highlights the growing use of hierarchical control architectures that integrate advanced decision-making with robust low-level actuation. Both studies implement a two-layer system: an upper-level controller for decision-making and trajectory planning, shown below in Figure 1 and a lower-level controller for executing throttle and brake commands. The upper controller uses a MPC strategy enhanced by a potential field method that balances ride comfort, safety, driver preferences, and collision avoidance. It models collision risk as repulsive Gaussian fields and attraction toward desired speeds or distances. 
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[bookmark: _Toc194250344]Figure 1: Two-layer System (Zengfu Yang, Zengcai Wang, Ming Yan, 2021)
The lower controller which can be seen in Figure 2 below applies optimal torque vectoring to independently manage the four driven wheels and includes an anti-slip calculation to maintain vehicle stability under diverse traction conditions. Another system uses a similarly structured system, where the upper-level MPC controller is aided by an Acceleration Predictive Estimator (APE) that uses least squares to estimate changes in the leading vehicle’s behaviour, significantly improving tracking performance. The lower controller combines feed-forward control using a Vehicle Dynamic Model (VDM) with Active Disturbance Rejection Control (ADRC) for real-time adaptation to uncertain road and vehicle conditions. The ADRC compensates for errors due to slope, load changes, or dynamic modelling inaccuracies using a combination of observers and nonlinear feedback. Road tests in both studies confirm that these layered architectures deliver smoother acceleration, improved following behaviour, and greater robustness under real-world disturbances. This demonstrates that hierarchical, model-based ACC systems especially when augmented with prediction, torque vectoring, and adaptive feedback represent a significant leap forward in the reliability, safety, and efficiency of semi-autonomous vehicle control systems. 
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[bookmark: _Toc194250345]Figure 2: Lower-Level Controller (Zengfu Yang, Zengcai Wang, Ming Yan, 2021)
As vehicle technology advances toward full autonomy, ACC and CACC systems become increasingly susceptible to cybersecurity attacks as networked control, sensor fusion, and external communication (V2V and V2I) become more prevalent. Two recent articles explain how such vulnerabilities can be exploited and how system resilience can be enhanced.
The first study, authored by (Faezeh Farivar, Mohammad Sayad Haghighi, Alireza Jolfaei, Sheng Wen, 2020) focuses on concealed cyberattacks against the internal control architecture of ACC in smart vehicles. They are designed to be insidious but continuous, for example changing the vehicle's acceleration or tuning the reference distance to reduce the following gaps. These actions boost the collision hazard and system instability without being noticed by the driver. The authors mathematically simulate ACC behaviour and demonstrate how the attack impairs control performance. To mitigate this, the authors propose an Intrusion Detection System (IDS) based on a neural network-based system identifier. The IDS compares real-time behaviour with a learned model of a safe operation and flags discrepancies as potential threats. Upon detection, control is switched to a PID compensator, which restores normal behaviour. Simulink simulations confirm that the IDS is able to detect intrusions within less than 200 milliseconds and provide safe time headway following an attack, even in situations like steep slopes or heavy loads.
The source from, (Khattak, 2024) addresses cybersecurity in Cooperative Driving Automation (CDA) networks where CACC relies on digital communication between infrastructure and vehicles for synchronised, optimal movement. Such networks are very susceptible to communication-based cyberattacks, including Fake Basic Safety Messages (BSMs), Replay Attacks, and Denial-of-Service (DoS). Simulations conducted in VISSIM show that such attacks have severe system-wide consequences, such as a 35–37% increase in speed volatility, up to 13% fuel consumption increase, and 15–23% higher greenhouse gas emissions. The Fake BSM attack was the most detrimental, which impaired lane-merging manoeuvres and caused abrupt speed changes and traffic congestion. In response to these attacks, the paper proposes an LSTM-based deep learning anomaly detection system. The LSTM model is used to examine time-series data and identify unusual behaviour patterns in the vehicle and achieve 97–99% accuracy in detection compared to other classifiers like CNNs. After detection, the attack, the system enters a redundant control mode, using the history of drive data to maintain stable behaviour and ensure safe operations until normal communication is restored. Collectively, these studies highlight the multi-dimensioned threats of internal and external cyber-attacks on ACC and CACC systems. They show that future vehicular safety is not just dependent on sophisticated control algorithms but also on the integration of AI-based detection, fallback control logic, secure communication protocols, and real-time system health monitoring. With more autonomous and data-centric cars on the roads, cyber resiliency will need to be baked into all control system architectures in order to protect both people in vehicles and traffic infrastructure itself.
[bookmark: _Toc194250341]
Task 2: PID 
In the cruise control system, encoding and decoding functions are implemented to emulate digital communication between essential components, including the velocity sensor, driver demand interface, and throttle actuator. The velocity sensor output is first encoded as a 16-bit binary string using the getRawVelocity() function. This binary data is then decoded through a scaling formula that converts it into a physical velocity value within the range of 0 to 150 mph. Similarly, the driver’s speed demand is produced by the getRawVelocityDemand() function in binary format and decoded to a corresponding physical range between 30 and 110 mph. From there the control side follows, the output from the PID controller representing the required throttle or brake effort is encoded into a 16-bit binary signal by scaling its value from a physical range of -100 to 100 using the dec2bin function. This binary control signal is transmitted to the actuator using the sendControlCommand() function, replicating how such signals would be processed in a real-time embedded automotive system. With all this, the encoding and decoding process shows the constraints and behaviour of the system but also signal calculations, bit limitations and digital communication used in modern vehicle controls.
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[bookmark: _Toc194250346]Figure 3: Throttle/Brake Control Effort Graph
The cruise control system’s performance can be evaluated using the velocity response and throttle/brake control effort plots shown in Figure 3, both of which illustrate how effectively the system tracks driver speed demand using a PID controller with different gains (Kp = 2.0, Ki = 1.0, Kd = 0.3). The velocity response plot shows that the system responds accurately to multiple-step changes in speed demand, with the real vehicle velocity closely following the desired trajectory in Figure 4 below. Each transition results in a brief spike in error, which then degrade smoothly without oscillation, indicating effective damping and well-tuned controller parameters. The steady-state error is minimal, confirming the role of the integral term in eliminating residual offsets. Meanwhile, the control effort plot reveals that the system responds to sudden changes in demand with sharp control signals that often reach the actuator saturation limits (±100%). These aggressive responses help the system quickly minimise tracking errors, and the throttle actuator is shown to follow the control signal reliably and consistently. Between transitions, the control signal stabilises around mid-range values, suggesting efficient steady-state cruising. However, the frequent signal saturation implies a need for further refinement, potentially through anti-windup strategies (uses a feedback loop to unwind the PID controller) or gain adjustment, to improve actuator durability and ride comfort. Overall, the system shows strong tracking performance in the aspect it matches demand but has sizeable dips and takes too long of a time to reach the demand.
[image: A graph on a white background

AI-generated content may be incorrect.]
[bookmark: _Toc194250347]Figure 4: Velocity Response Graph
Figure 5 shows the response of the cruise control system with a PID controller having gains Kp = 0.1, Ki = 8.95, and Kd = 0.08. The figure shows how the vehicle's actual velocity (blue) tracks the driver demand (green) as time moves forward with the error (dashed black) being their difference. The response is also smooth and stable with very small overshoot of just 0.97% and settling time as the system quickly returns to setpoint velocity after each change in setpoint. The derived damping ratio of 0.645 verifies that the system is lightly underdamped with ideal compromise between responsiveness and smoothness. The error signal shows quick decay after each disturbance, which indicates that the high integral gain clears steady-state error quite well, but the low proportional and derivative gains maintain prevention of violent corrections within hand. The velocity response would normally indicate a well-tuned, stable, and comfort-centred cruise control system with accurate tracking without excessive oscillation or instability.
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[bookmark: _Toc194250348]Figure 5: Improved PID Control Graph


On the velocity-tracking side, the new PID controller (tuned to Kp = 0.1, Ki = 8.95, and Kd = 0.08) is seen to provide a good and stable response to the step transitions in driver demand. The vehicle velocity tracks very closely along the demand path with minimal overshoot (0.97%) and with quick settling times, all without any oscillatory tendency. The error signal never becomes negative, with damped short spikes during transitions which settle extremely quickly, with very high trackability and real-time compensation. All this smoothness and accuracy is truly the epitome of a well-damped system with responsive versus comfort nicely balanced. At the same time, the arrangement set earlier with greater proportional gain and more active control characteristics offered quicker response times at the price of smoothness and stability. Larger overshoots were created with error signals having deeper troughs, although the system still converged. It provided greater variability as well as a larger danger of bringing about discomfort. When throttle as well as brake control effort are also considered, the advantage of the new configuration is even greater. For the new configuration, the control signal is comfortably below the limit (around 40–70%) and is never saturated, thereby resulting in stable and smooth actuation of the throttle. There are no steep steps in the throttle position, and it closely matches the control signal, which leads to an extended life of the actuator as well as providing a smoother ride. With the existing configuration, the control signal was nearing saturation at ±100%, especially during transition. The abrupt step resulted in abrupt throttle inputs and brake requests, which can adversely affect efficiency and ride quality.
The sample time of a digital PID control system decides the rate at which the controller samples sensor data, processes it, and sends the actuator command. In this example 50 ms (0.05 s) sample time was utilised to obtain an optimal compromise between the system responsiveness and the time of computation. The sample time was set in such a way that the control loop reacts quickly enough to vehicle dynamics without wasting CPU memory or being overly noisy. As (Michał Łaskawski,Miroslaw Wcislik, 2015) observe, poor sampling rates result in significant loss of control quality unless accompanied by corresponding adjustments in PID tuning. The study shows that with an increase in the sampling interval, the controller is more prone to instability and performance degradation unless the gains are re-tuned for the discrete-time case. The resolution of the digital bit used in the signal determines the precision and smoothness of communication between system components such as actuators and sensors. In this example, 16-bit coding is used, giving 65,536 discrete levels. Having high resolution minimises quantisation error in signal encoding and decoding, especially in velocity and control signals. Smaller bit sizes (e.g. 8-bit or 10-bit) can lead to simpler representation of the signal, introducing step-like action or jitter into the control loop. There is also an underlying relationship between sampling period and bit depth high-resolution systems will require shorter sample periods in order to update quickly changing data accurately and to take full advantage of the available precision. Conversely, if signal resolution is poor, increased sampling speed will not enhance control quality and can even add quantisation noise. Therefore, the selected sample time and 16-bit resolution together provide smooth, accurate, and stable control, while demonstrating real-world constraints of practical fixed automotive systems.

[bookmark: _Toc194250342]Conclusion
This work has investigated modelling, implementation, and testing of an ACC system with MATLAB with emphasis on developing a digital control framework and enriching it with a feedback-based PID controller. Based on a careful survey of literature, it was studied how the ACC developed from initial lidar-based proof-of-principles to today's radar-augmented and cooperative systems and what hierarchical frameworks are behind them. Specific emphasis was placed on cyber-attacks and research conducted on the integration of anomaly detection systems with fallback control mechanisms with the aim of making the system operation immune to malicious interference. Implementation was done through the creation of an encoded and decoded digital control interface to mimic the actual responses of the real actual-time embedded system. A PID architecture was used to integrate the feedback controller, and different tuning approaches were tested and contrasted as an attempt to identify how they would affect system operation. The outcomes indicated that the best PID gain tuning considerably affects the capacity of the system to follow velocity commands without affecting ride comfort and avoiding actuator saturation. Using Kp = 0.1, Ki = 8.95, and Kd = 0.08 yielded well-balanced performance without overshoot, little steady-state error, and smooth throttle response at the expense of system responsiveness. Comparative evaluation revealed that though higher aggressive gain values result in faster convergence, they lead to instability, larger control effort, and discomfort. The optimised setting, however, showed very good stability, delicate control, and acceptable velocity tracking quality, making the exercise of sound engineering judgment in control system design worthwhile. In conclusion, the effort undertaken is justified in using MATLAB for control system design and proves that controller tuning as well as issues of safety count when handling the use of adaptive cruise control systems.
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