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[bookmark: _Toc153383237]1.0 Abstract

Throughout this report I have learned many things from my research. I have learned why software-based computing is becoming more heavily adapted and how that has affected network professionals such as developers and network engineers. I have also learned a lot more on the rise of cloud computing and how it has contributed towards the rise of software focussed computing through its many advantages over other methods of computing. My research has also taught me more about the features of REST web services and the features of JSON and why both are used in computing today. 
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The purpose of this report is to explain how computing industry has moved more towards software-based computing than hardware based. I will be using the rise of cloud-based computing as an example of this. This document will contain my explanation of this process accompanied by research I have gathered from a variety of sources on the topic of cloud computing, the evolution of the job roles of network professionals, why software defined networking has become heavily adapted and why standards, such as json and REST have been selected and utilised. All research used in this report will be cited and listed in the reference list at the end of the document. 
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How has the shift towards cloud computing impacted the industry?
Firstly, to start what is cloud computing? Simply cloud computing can be defined as the ability to access all computing services such as storage, servers, databases, software, networking tools and all other computing tools over the internet. The source, [1],  states that “cloud computing is the delivery of computing services—including servers, storage, databases, networking, software, analytics, and intelligence—over the Internet (“the cloud”) to offer faster innovation, flexible resources, and economies of scale.”. Popular examples of cloud computing services include OneDrive, google drive, adobe creative cloud, IBM cloud and Oracle cloud. 
So how has the shift towards cloud computing and away from traditional hardware effected the computing industry? The shift towards cloud computing has had many effects on the industry and many potential effects yet to come. One potential effect of the rise of cloud computing is the money that companies generate by selling hardware and software may decrease for products that have cloud technology alternatives, for example storage devices like hard drives may see a decline in sales. However, with the decrease in the sale of hardware/software we may be able to see an increase in the revenue generated through cloud-based subscription services.  The source, [2] states that “Hardware and software sales may drop as cloud use increases, while service revenues will increase.”. This source also states that “The trend shifting from hardware to services is evident in IBM’s quarterly numbers. The firm recently reported its overall earnings were up 12 percent, even though hardware sales were off by 20 percent (Fortt, 2009).”.  Another effect that this shift has had is a potential increase in productivity due to the elimination of the need to install new hardware and software. This also can mean that there is less time wasted on finding and fixing issues with hardware and software and that time can then be spent on an employee or organisations main given task. The source, [3] states that “By eliminating the need for hardware and software installations, cloud computing has made it easier for employees to work more efficiently. This has translated into increased productivity for businesses, as employees can focus on their core tasks instead of being bogged down by technical issues.”.  Another potential change in the industry we may see in the future is large companies switching from storing large amounts of data on physical storage devices to storing it on cloud-based services due to them offering more storage capacity. This would mean that data such as user and company data that is stored on many large storage devices globally would then be stored on cloud services meaning that the use of physical storage will decrease potentially. I believe this because the source, [4] states that “Cloud server providers expect to offer additional cloud-based data centers at lower prices as more organizations use cloud technology. Because there are so many cloud service providers on the market today, prices will be competitive, which will help businesses. This advancement will allow for seamless data storage without the need for a lot of physical space.”.  An additional effect on the industry is enhanced collaboration and efficient communication. Cloud based technologies allow teams who are working in different areas of the world collaborate on the same projects easily. This is due to the storage of documents not being limited to physical storage devices only certain people can access from said locations and instead being stored on the cloud allowing people to access and share resources from anywhere. The source, [5] states that “Cloud-based tools and applications enable real-time collaboration among team members, irrespective of their physical locations. Employees can access and share files, work together on projects, and communicate through integrated communication platforms.”.

How has the job role of network professionals evolved to meet the technical challenges of the cloud?
The rise of cloud computing has affected the role of network professionals in numerous ways. The first example of this is network professionals such as network engineers are now required to have a good understanding of cloud service provider propriety deployment models. The source, [6] states that “As cloud adoption grows and enterprises move more and more applications to the public cloud, network engineers and practitioners must have an understanding of Cloud Service Provider (CSP) proprietary deployment models, challenging for even the most seasoned network engineer.”. Another challenge that classic network professionals must overcome is the difficult and unique technical languages that differ from the ones traditionally used by network engineers. The source, [6] states that “Beyond the challenge of CSP deployment models, even the technical language and nomenclature for cloud computing can be somewhat foreign to the traditional network engineer that has historically deployed routers, switches, firewalls and load balancers.”. Another challenge that networks professionals must overcome with the rise of cloud computing is network virtualization. As cloud computing has become more common so has the practice of having network infrastructure become virtualised. This now means people who work in professions such as network engineers must now be familiar with physical and virtual network infrastructure. The source, [6] says that “In today’s cloud computing environments, network infrastructure is typically virtualized, meaning that network engineers must be familiar with virtualization technologies such as hypervisors, virtual switches and virtual routers.”. Another change that cloud technology has brought about is making security a shared responsibility. In cloud technology environments security becomes a shared responsibility between the cloud service provider and the customer of said services. This means that network engineers are now responsible for security within the environment of the cloud as well as securing network traffic sent between the cloud and the on-site infrastructure. This is according to the source, [6] which states that “In cloud computing environments, security is a shared responsibility between the cloud provider and the customer. Network engineers need to understand how to secure network traffic within the cloud environment, as well as how to secure traffic between the cloud and on-premises infrastructure.”. Another new challenge for network professionals is the requirement of automation. Cloud environments are required to have large amounts of its infrastructure be automated to handle the scale of cloud operations. Networking professionals are required to have a high-level understanding of how to use the most current tools and technologies to configure network infrastructure to the cloud. The source, [6] states that “As cloud adoption grows, automation becomes more important. Cloud environments require a high level of automation to manage infrastructure at scale. Networking pros need to understand how to use the latest tools and technologies to manage and configure network infrastructure to the cloud.”. 
Another consequence of the rise of cloud computing is that jobs as full-time IT Ops at end user organisations are in significantly less demand. The rise of cloud computing means that there is less requirement for network technicians, administrators, system operators and service personnel. With services and equipment moving away from the corporate data centre as will corporate IT jobs. This is according to the source, [7] states that “Jobs as full-time IT Ops employees at end-user organizations will be less in demand. There’ll be less need for network technicians, administrators, system operators (what few are left), and Help & Service Desk personnel. As services and equipment migrate out of the corporate Data Center, corporate IT Ops jobs will follow.”. 


How have RESTful Web Services have been used to facilitate changes to the industry?
First what is a RESTful Web Service? Well REST is a style of software architecture that was developed to aid in the design process of the world wide web. REST defines the constraints for the architecture of wide distributed internet scale media systems, such as the internet should behave. This is according to the source, [8] which states “REST is a software architectural style that was created to guide the design and development of the architecture for the World Wide Web. REST defines a set of constraints for how the architecture of a distributed, Internet-scale hypermedia system, such as the Web, should behave.”. How have these services been used to facilitate changes in the industry? As the REST services are used to define the constraints of computing architecture then they defined the constraints of the current changes to the industry. Also, RESTful web services are highly flexible, and they support complete client-server separation. This is according to the source, [9] which states that “RESTful web services support total client-server separation. They simplify and decouple various server components so that each part can evolve independently. Platform or technology changes at the server application do not affect the client application.”. Since the rise in popularity of cloud services API’s such as RESTful APIs are being used to expose and organize access to web-based services. REST is a good choice for API’S for cloud services because they allow users to connect to, manage and interact with cloud-based services in a flexible way in a distributed environment. This is according to the source, [10] which states that “With cloud use on the rise, APIs are being used by cloud consumers to expose and organize access to web services. REST is a logical choice for building APIs that allow users to connect to, manage and interact with cloud services flexibly in a distributed environment.”.



Why has software defined networking become so heavily adapted by industry?
Software defined networking (SDN) has been so heavily adopted by the industry due to its many advantages. Some examples of the advantages of SDN include that SDN reduces the cost of network infrastructure making networks cheaper to run, it simplifies the network design process and simplifies network operations and increases resource flexibility. This is according to the source, [8] which states “SDN also simplifies network design and operations, increases resource flexibility and utilization, and reduces infrastructure costs and overhead.”. Other examples of the advantages of SDN include SDN allowing the allocation of network bandwidth to be on a on demand basis, increased flexibility and allows for a wide abstraction of a network. This is according to the source, [8] which states “It enables innovation and flexibility, provides a wide abstraction of the network, and allows for the allocation of bandwidth on a demand basis.”.  A key feature of SDN is that it separates a networks control and data planes. The fact that the control and data planes are separated allows a network administrator to configure and govern a network easier than standard networking. This then leads to an increase in network agility and quicker response timing to potential changes in network traffic. This is according to the source, [9] which states “The separation of the control plane from the data plane enables network administrators to configure and manage the network more easily and in a more granular way, allowing for greater network agility and faster response times to changes in network traffic.”.  Another advantage of SDN is that devices on the network are programmable and can be reconfigured easily and quickly. This means network administrators can easily adapt a network to meet new requirements easily if needed. This helps increase the quality of network performance and efficiency. This is according to the source, [9] which states that “In an SDN environment, network devices are programmable and can be reconfigured on the fly to meet changing network requirements. This allows network administrators to quickly adapt the network to changing traffic patterns and demands, resulting in better network performance and efficiency.”.  An additional advantage of SDN is an increase in network security. This is because of the centralized control of the networks found in SDN’s make it easier to detect and react to security threats. This is according to the source, [9] which states that “The centralized control of the network in SDN makes it easier to detect and respond to security threats.”. Scalability is another advantage that has led to the widespread adoption of SDN’s. what this means is SDN’s are easier to scale to meet network traffic demands. This means network administrators can quickly adjust a network to meet increased traffic requirements without having to manually intervene with the network. This is according to the source, [9] which states “SDN makes it easier to scale the network to meet changing traffic demands. With the ability to programmatically control the network, administrators can quickly adjust the network to handle more traffic without the need for manual intervention.”.

Why Have standards, such as json and REST have been selected and utilised?
Firstly, what have json and REST been selected for? Well with computing becoming more software based, new methods were required for data transfer. This is where the selection of json and REST become more understandable. 
Json:
JSON (Javascript Object Notation) is a open standard file format and a data interchange format that makes data more readable by storing and transmitting it as readable text (in human language). This is according to the source, [13] which states that “JSON is an open standard file format and data interchange format that uses human-readable text to store and transmit data objects consisting of attribute–value pairs and arrays.”. So why has json been selected and utilized? Well, json has been selected for this purpose because it is easier to load, read and edit when compared to is alternative XML. This is according to the source, [14] which states that “Javascript Object Notation (JSON) is a fancy name for a simple idea: A web page can download data stored as javascript variables. It’s caused a buzz in the tech world because JSON is much easier to load, read and manipulate compared to XML. Also, parsing large XML files can be a large performance hit – JSON gives you an object, packaged up and ready to go!”.

REST:
REST API’s and REST service are popular in the industry because they are more scalable and simpler than other alternatives. REST services are also faster than alternatives and have the ability to handle all different data types. This is according to the source, [15] which states “RESTful APIs are the most commonly used APIs in the world of web services. They use Hypertext Transfer Protocol (HTTP) requests to create, read, update, and delete (CRUD) data. They are popular because of their simplicity, scalability, speed, and ability to handle all data types.”.
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So, in conclusion the shift towards more software orientated computing in the modern day has been caused by numerous factors. The most prevalent of which is the efficiency and convenience that software-based computing models provide to their users. A good example of this being cloud computing which has made the sharing of resources globally easier to achieve. Software based computing has made collaboration with groups around the world a normal part of work and social life in the modern day. This has had effects on the jobs of network professionals who have had to adapt by becoming more knowledgeable of different methods and languages to keep up with the times. 
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