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[bookmark: _Toc49941270]Background of cloud computing
	Over the direction of the beyond decade, cloud computing has developed from being one component carrier providers informed companies they should be adopting to becoming the technological lifeblood that runs thru maximum current enterprises. (Mohamed, 2018)
Cloud computing is simply any other step withinside the records of communique or - to be extra specific - language. Cloud computing is a massive step. It saves a number of times, if we forget about the truth that must earn cash running as a minimum dozens of hours every week first, so as to shop for device required to apply cloud computing. Apparently, the higher pleasant of the device is, the better the charge gets. The better the charge gets, the longer incomes that specific amount of cash takes.
	Cloud computing could be a computing vogue during which ascendable and versatile IT processes are transported as a service to external users through internet technologies. Cloud computing is not a revolutionary concept; Rather it is an evolutionary concept that integrates numerous existing technologies to supply a helpful new IT provisioning tool. (ISTF, 2011)
[bookmark: _Toc49941271]	Cloud Computing Terminologies
With the fast rise in cloud adoption, it is vital to recognize of the important thing cloud computing terminologies and definitions. Many people are nevertheless looking to wrap our heads around cloud. The terminology featured on this listing refers usually to cloud infrastructure answers consisting of public, private, hybrid, and multi-cloud servers, storage, and networking services. (Price, 2020) Here are some Cloud Computing Terminologies: 
· Private Cloud
Private cloud is a form of cloud computing that grants comparable benefits to public cloud, consisting of scalability and self-carrier, however thru a proprietary architecture. Unlike public clouds, which supply offerings to more than one organization, a personal cloud is devoted to the desires and dreams of an unmarried organization.
· Public Cloud
The maximum recognizable version of cloud computing to many clients is the general public cloud version, below which cloud offerings are furnished in virtualized surroundings, built the usage of pooled shared bodily assets, and handy over a public community consisting of the net.
To a few quantities they may be described in settlement to personal clouds which ring-fence the pool of underlying computing assets, growing a wonderful cloud platform to which best an unmarried company has gotten entry to. Public clouds, on the alternative hand, offer offerings to more than one customer the usage of the equal shared infrastructure. 
· Hybrid Cloud
Hybrid cloud is a cloud computing surroundings that makes use of a mixture of on-premises, personal cloud and third-party applications, public cloud offerings with orchestration among the 2 platforms. By permitting workloads to transport among personal and public clouds as computing desires and prices change, hybrid cloud offers agencies more flexibility and extra records deployment options.
· PaaS, SaaS, BDaaS
PaaS refers to Platform as a Service. It is a class of cloud computing wherein builders and agencies are furnished with platform or surroundings for constructing packages and offerings over the net. With PaaS version, the cloud issuer affords working system, programming surroundings, database and webserver.
SaaS stands for Software as a Service. SaaS if frequently known as on-call for software program wherein customers are furnished with get entry to software program and databases.
BDaaS is BigData as a Service that consists of offerings that gives statistical and analytical gear or records over the net as cloud hosted offerings.
· XaaS
X stands for whatever and XaaS is any range of offerings introduced over the net. SaaS, PaaS and IaaS are all not unusual place examples for XaaS.

· Cloud Bursting
Cloud bursting is the idea of the usage of the outside cloud on an on-call for basis. Suppose you ran from your computing assets in your personal cloud. Then you can ‘burst’ the greater requirement to public cloud on call for. Cloud bursting is some other mixture of personal and public cloud environments. 
· Elastic Computing
Elastic computing is an idea in cloud computing wherein computing assets may be scaled up and down without problems through the cloud carrier issuer. Elastic computing is the capacity of a cloud carrier issuer to provision bendy computing energy whilst and anyplace required. The elasticity of those assets may be in phrases of processing energy, garage, bandwidth, etc. 
· Vendor Lock-In
Vendor lock-in in cloud computing refers back to the incapacity of switching carriers because of various protocols, records systems and models. 
· Cloud issuer
A cloud issuer is an enterprise or a 3rd birthday celebration that gives cloud computing offerings. They also are known as CSPs, cloud carrier carriers. Cloud carriers usually use a pay-as-you-cross version. The first-class instance for a cloud issuer is Amazon, providing Amazon easy garage offerings. 
· Cloud Sourcing
Cloud sourcing is the shipping of outsourced IT property thru a cloud-based, or net, platform. Rather than making an investment in hardware, software program, and unique IT help body of workers for each software used to run agencies techniques on site, the software is outsourced thru the cloud. You keep away from the big capital outlay and on-going price related to maintaining each procedure in-house.
[bookmark: _Toc49941272]Characteristics and benefits
[bookmark: _Toc49941273]	Characteristics
· On-demand Self-Service
	One of the maximum outstanding aspects of cloud computing is on-demand self-service. This means that cloud computing networks can offer computing facility. This consists of server time, network storage, virtual machine, and database. Any internet site can depend on the aspects of cloud computing. If it might want more computing services, on-demand services will run the business.
· Broad Network Access
	Broad network access is an advantage. It is one of the aspects of cloud computing that boosts productivity. This is real to any enterprise using its broad network access. The Internet authorizes a cloud computing network. It offers easy access to all of the records uploaded into the cloud. This allows access to records through any device.
· Resource Pooling
Cloud computing is a favored computing support provider due to its low-cost. The price of infrastructure that cloud computing is responsible for is costly. Thus, it is able to provide lower pricing in comparison to dependable conventional computing services. Also, it's far vital to observe the role of resource pooling for cloud computing services. It is one of the aspects of cloud computing that is advantageous. It benefits enterprises through reducing cost.It’s one of the critical aspects of cloud computing through providing reliability.
[bookmark: _Toc49941274]Benefits
· Flexibility
Cloud computing permits enterprises to make bigger or settle with computing power as required and permits "bursts" of computing power to be utilized on an "on-demand" basis. This flexibility helps make sure resource-intensive processes will now no longer slow down different enterprise processes and computing services are constantly running at most reliable cost.
· Scalability
Cloud computing permits enterprises to quickly rescale their IT operations as provisioning of latest computing resources and software applications will be delivered at a desired pace. moreover, constraints on pre-purchasing of resources to satisfy peak demand in conventional IT no longer exist. 
· Economics
For any organization to acquire the best amount for the enterprise, it should clearly confirm in what way cloud services will have an effect on IT budget, security and IT infrastructure. There is no challenging and rapid formula to figure that, it all count on the evaluating the prices relating infrastructure, administration, employee needs, research and development (R&D), security and support. All these elements are taken in consideration to see if migrating to the cloud makes logical next breakthrough as per organization’s particular assets and demands.
· Highly automated
Cloud computing services are preserved through committed IT experts of cloud service providers. As a result, universities IT staff no longer need to fear about complicated details in the back of the delivered computing services, consisting of hardware maintenance, consistent software update, etc.
[bookmark: _Toc49941275]Service Models
	Cloud computing is offered in three distinctive service models which each fulfill a completely unique set of enterprise requirements. These three service models are known as Software as a Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a Service (IaaS). (Saratchandran, 2018)
[bookmark: _Toc49941276]	Software as a service
Software as a Service (SaaS) is a methodology of software program delivery that permits information to be accessed from any device with a web connection and an internet browser. on this web-based model, software providers host and maintain the servers, databases, and additionally the code that creates up an application.
	Software as a Service (SaaS) is especially well matched for small enterprises. Rather than investing in extra in-house server capacity and software licenses, corporations simply will adjust their Software as a Service subscription on a monthly basis, scaling consumption necessities up and down based on project demands and different variables. There is additionally a rise in human bandwidth: In-house IT staffers are liberated from the tasks related to on-premises hardware and software, permitting them to tackle projects more important to the company’s future growth. And since the IT infrastructure resides within the service provider’s data center, your organization will get back up and running instantly within the event of a service outage or more dramatic disruption. (Vladimirskiy, 2016)
	Here are some of the most innovative and popular SaaS applications: 
1. Salesforce.com - The customer relations management answer permits enterprises to gather all data on customers, prospects and leads within one online platform, enabling licensed staff to access important data on any connected device at any time.   

2. Microsoft Office 365 - Top of Form
1. Users now can create, edit and share content from any device in real-time, connect with colleagues and customers across a spread of tools from email to video conferencing and leverage a range of cooperative technologies supporting secure interactions each inside and outside of the organization.

3. Amazon Web Services - Amazon Web Services currently encompasses more than 70 services in all, including computing, storage, networking, database, analytics, deployment, management and tools for the Internet of Things.
4. Bottom of Form

[bookmark: _Toc49941277]	Platform as a Service
	Platform as a Service (PaaS) is a cloud computing model that presents to users an entire platform for developing, running, and managing applications without the cost, complication, and obstinacy of building and upholding that platform on-premises.
The Platform as a Service (PaaS) supplier hosts everything at their data center. The client utilize it all for a for a periodical cost, supported usage and may invest in additional resources on-demand as required. In this approach, PaaS lets your development organization to build, test, maintain, and update applications significantly faster and less costly than they might if you had to build out and manage your own on-premises platform. (Anonymous, 2019)
[bookmark: _Hlk49849181]	Here are some of the most innovative and popular PaaS applications: 
1. Oracle Cloud Platform (OCP) - You can build up applications, deploy, run, and manage operations simply on OCP. The platform has essential self-repairing capacity, designed with machine learning and Artificial intelligence (AI). Excellent data encryption, a capability to accommodate all of your applications smoothly, and a one-stop market to conduct your entire application portfolio make OCP a sturdy PaaS.

2. Google App Engine – It is integrated with Google Cloud Platform, that uses a similar infrastructure as the Google search engine. You develop, deploy, and manage your applications on a totally managed cloud platform.

3. Microsoft Azure - Their PaaS providing contains all the basic options, for example infrastructure, networking, storage, security solutions, middleware, operating system, databases, servers. A free experimental stage, ‘pay as you go’, a value estimation device and elaborate pricing of all services on their website make it no problem for one to decide. There's excellent documentation ready to use for this fully-managed cloud PaaS.

[bookmark: _Toc49941278]Infrastructure as a Service (IaaS)
	Infrastructure as a Service (IaaS) is a cloud computing service where companies lease servers for compute and storage within the cloud. Users will run any OS or application on the leased servers without the preservation and operating expenses of these servers. Alternative benefits of Infrastructure as a Service include offering clients connection to servers in geographic areas close to the end users. IaaS systematically scales, respectively up and down, counting on need and supplies assured service-level agreement (SLA) each in terms of uptime and performance. It removes the necessity to hand-operate provision and administer physical servers in data centers. 
	Here are some of the most innovative and popular IaaS applications:
1. Terraform – it is designed to assist businesses with cloud migration, version control, self-service workflows, and infrastructure provisioning. It lets users modify provisioning via collaborative workspaces, reuse codes with granular variables, remote state storage, and multi-cloud governance by using policy as code framework.

2. Google Cloud Platform - users can save big amounts of data in cloud storage and scalable data warehouses with integrated machine learning. Additionally, users have access to relational and non-relational databases for transactions, complex queries, streaming, offline sync, and more. The platform additionally consists of data migration services such as data import for BigQuery, big scale network transfer of data, and a rack able storage server for big volumes of data.

3. Amazon Elastic Compute Cloud (Amazon EC2) - is a web service that provides resizable compute capacity in the cloud. It is designed to facilitate web-scale computing for developers.
[bookmark: _Toc49941279]Deployment models 
	A cloud deployment model is a particular configuration of environment parameters along with the accessibility and proprietorship of the deployment infrastructure and storage size. It means that deployment sorts vary relying on who controls the infrastructure and where it resides.
	There are four types of deployment models: public, private, hybrid and community clouds. In addition, there are also distributed clouds, multiclouds, poly clouds and other models, but they are not so widespread. (Shaptunova, 2018)
1. [bookmark: _Toc49941280]Public Cloud
The public cloud is described as computing services provided through third-party vendors over the public Internet, making them available to everyone who wants to use or buy them. They can be free of charge or sold on demand, permitting customers to only pay per usage for the CPU cycles, storage or bandwidth they consume. 
2. [bookmark: _Toc49941281]Private Cloud
Private cloud (additionally referred to as an internal cloud or corporate cloud) is a cloud computing environment in which all hardware and software resources are dedicated completely to, and accessible only by, a single customer. (Anonymous, 2020)
3. [bookmark: _Toc49941282]Community Cloud	
Community cloud computing refers to a shared cloud computing provider environment that is targeted to a restricted set of businesses or employees (such as banks or heads of trading firms). The organizing principle for the community will vary, however the members of the community usually share similar security, privacy, performance and compliance requirements.
4. [bookmark: _Toc49941283]Hybrid Cloud
Hybrid cloud refers to a combined computing, storage, and services environment made from on-premises infrastructure, private cloud services, and a public cloud with orchestration among the various platforms.

For a Small & Medium Enterprise I think the best solution will be the hybrid cloud, it has a good security and privacy of data, it is cheaper than a private cloud,  good reliability and scalability. It requires a little bit of IT proficiency and it costs more than a public cloud. But it will make the enterprise more secure. 
[bookmark: _Toc49941284]Virtualization
Virtualization is the procedure of running a virtual instance of a computer system in a layer abstracted from the actual hardware. most ordinarily, it refers to running multiple operating systems on a computer system at the same time. To the applications running on top of the virtualized machine, it might appear as though they are on their own dedicated machine, wherever the OS, libraries, and different programs are unique to the guest virtualized system and unconnected to the host OS which sits below it. (Anonymous, 2020)
How does it work ? Software called hypervisors separate the physical resources from the virtual environments. Hypervisors will sit on top of an OS or be installed directly onto hardware. Hypervisors take your physical resources and divide them up in order that virtual environments will use them.
[bookmark: _Toc49941285]	Types of Virtualization
1. Data Virtualization – is a logical data layer that integrates all organization data siloed throughout the disparate systems, manages the unified data for centralized security and governance, and can provide it to enterprise users in real time. 
2. Desktop Virtualization – is a technology that lets users simulate a workstation load to get admission to a desktop from a connected device remotely or locally. This separates the desktop environment and its applications from the physical customer device used to get admission to it.
3. Server Virtualization – is the method of making more than one server instances from one physical server. Each server instance represents an isolated virtual environment. Within every virtual environment, you may run a separate operating system. (Simic, 2019)
4. Operating System Virtualization – refers back to the use of software to permit system hardware to run a couple of instances of different operating systems concurrently, permitting you to run different applications requiring different operating systems on one computer system. The operating systems now no longer interfere with every other or the various applications. (Sharma, 2018)
5. Network Functions Virtualization - is the decoupling of network features from proprietary hardware appliances and running them as software in virtual machines . (Anonymous, 2013)

	 Virtualization plays a really important role within the cloud computing technology, usually in the cloud computing, users share the data present in the clouds like application etc., however actually with the assistance of virtualization users shares the Infrastructure.
[bookmark: _Toc49941286]Migration Strategies of Cloud Computing
	Top of Form
A cloud migration strategy is the plan an enterprise makes to manoeuvre its data and applications from an on-premises architecture to the cloud. Not all workloads have the benefit of running on cloud-based infrastructure, thus it is important to validate the foremost efficient way to prioritize and migrate applications before going live.
· Bottom of Form
Here is a step by step for the cloud migration process:
· Planning your migration – before starting, you need to be clear of the reasons that you want to move to cloud, and which strategy is the best to support them.
· Choosing your cloud environment – after you are sure what you need to success, you are ready to decide what cloud model you want.
· Migrating your apps and data – if it is planned accurately, the actual migration should be very easy.
· Validating post-move success – after the migration is ready, you can say it is a success only after you check it is working as expected. 
[bookmark: _Toc49941287]Concerns of security
	The contrary aspect of the benefits coin for running on the cloud is the disadvantages. The growth of data being saved withinside the cloud will increase the attack surface of cloud clusters. This makes security an even more important factor to focus on while deploying to the cloud. Despite the growing focus of the significance of cloud security, there are still numerous common security problems to anticipate. 
	Due to its architectural design and characteristics, cloud computing imposes a number of security benefits, such as centralization of security, data and process segmentation, redundancy and high availability. Unfortunately, there are also risks that you have to understand and take care as much as you can, as fast as you can. Here are some of the common cloud storage security risks:

1. Data Privacy – when migrating to the cloud, your data is not stored in your drive anymore, it will be stored in cloud. It is easier to take care of your data when you know where it is, but when it is stored in a different place, it might be impossible to know just how closed off it is. Be aware that you might be losing essential privacy controls when moving sensitive data to the cloud. 
2. Lack of Control – when migrating to the cloud, you will not have to manage your data anymore, but on the other hand, somebody else will manage it. If something will affect your storage provider, that will directly impact access to your data. There is nothing you can do about it; you have to rely on the provider to fix the issues.
3. Shared Servers – when saving data to the cloud, your provider still uses servers to hold data, but the users will not physically access them. The problem is, the providers will not build a specific server for each user, they will have one server and it will be shared between different customers as needed. Putting your data in the cloud may be a risk if the other customers using the same server uploads hazardous information.
4. Lack of backup Services – depending on the provider, they might not offer automatic backup functionality for your cloud. They expect you to make your backups of the data you store on the cloud yourself. (Hein, 2019)
[bookmark: _Toc49941288]Ways to prevent the risks
	When migrating to the cloud, all of these risks will be there all the time. It is not so much you can do after you moved, but before actual moving, check out the providers for the cloud, what are they offering, what other people think about them. Check for backup service to be included, the privacy is the most important thing, what servers are they using. You need to read and inspect a lot about them before actual migrating. Choosing a good cloud provider will be the best thing to do to actually prevent the risks.
	After migrating, doing regular backups of the data needs to be your first thing. By doing this, if the cloud providers has some problems, you will still have the data from the backup, so you will not lose everything. You will need to be aware of all the risks listed above; but doing regular backups will be your way to prevent them.


[bookmark: _Toc49941289]Implementation for Software as a System
	At first, we need to start by evaluating the environment, do we want to move everything into the cloud, or just some applications, or maybe just the database. My suggestion is to move everything into the cloud, by this being more reliable and secure. Then, selecting the cloud environment and the cloud provider. By the examples given before, hybrid cloud will be the go, it is cheaper than a private cloud and it is more secure than the public cloud. Choosing the right provider might be challenging, there are a lot of things to take in consideration when choosing it, such as quick customer service, the assured Service-Level Agreement (SLA), the computing power, storage requirements, etc. Do not jump into the first one you find, do a good evaluation and choose the right one.
	After choosing the right cloud provider, we need to get the applications cloud ready. Migration may be a meticulous step, but we need to check that everything is ready for the cloud. The process of migrating the data infrastructure to the cloud should not be in one step, it is better if it is happening gradually. The aim here is to make sure that everything is done step by step and that is working properly. A backup of the existing servers and data before migration is essential. Migrating the present data to the cloud may require some changes to fit and will take time. Always check that they are working properly after testing all the connections. Choose simpler applications that do not deal with highly sensitive data, with a high chance of success to start. Moving users gradually into the cloud also helps with a good migration. Finding small problems in the applications is always better than finding a big problem on launch. 
	After the migration is done, allow customers to access the new database when the cloud version becomes the main database. You can do this by using an on-premises database with one-way synchronization to the cloud-based database. After this step all you need to do is check that everything is working properly, and your application have no problem. (Menon, 2019)
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