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Introduction
The report is evaluating the factors, which are related to problem resolving and right decision-making. The mentioned factors are analyzed in detail with respect to the medical profession by highlighting the professional problems. The impact of the workplace challenges specifically on the stakeholders like service users, regulators, and providers are discussed in the following sections in detail. Decision-making processes are designed effectively with respect to the national legislation, which help in proposing alternative solutions as well. The current report also highlights decision-making tool, which helps to analyze the significance of designed solutions. Moreover, the study discusses the process of communication and implementation of solutions before intended stakeholder groups along with reviewing and monitoring techniques.   


[bookmark: _Toc69910100]Overview of healthcare problems
Decision-making for solving emerged problem is proved to be one of the important skills, which the employees needed to possess for making the overall working experience easy. By the right decision-making skills, the service providers can enhance the experience of their service users and develops the accountability of the organization. 
In the field of healthcare, the management recently faces certain challenges, which are considered in the following discussion in detail.

Cybersecurity

The Covid 19 pandemic in 2020 has revealed the vulnerable sensitivity of patient’s health information. The healthcare providers have required to initiate digital healthcare facilities to their patients in the pandemic situation, like doctor’s visit on telehealth, which can be considered as the major contributor towards severe enhancement in breached records of patients (Coventry and Branley, 2018). Moreover, it is sensed that due to the dependence on digital healthcare has been increasing, the cyber security needed to be maintained effectively by the healthcare providers to protect the data sets about their patients. 
[image: ]
Figure 1: Rate of data breach in healthcare recently
(Source: Coventry and Branley, 2018)




Telehealth

Successful following of cyber security, it is found that due to pandemic, the healthcare sector turns towards telehealth facilities for minimizing the in-person interaction. Reports indicate that almost 46% of patients have already adopted telehealth, which is high than the previous (almost 11% in 2019) times (who.int, 2021). Additionally, the uncertain future implication of Covid 19 also fuels in telehealth implication. However, this proves to be challenging for certain healthcare sectors, as many of the service users are not fully skilled to apply telehealth in their profession so far, which creates issues in treatment. Moreover, it is commented by Shachar et al. (2020), telehealth hardly replaces direct interaction of patients with their doctors, especially in senior care, dementia care, and other critical treatments.  






















Advance payment styles

Recently, it is found in medical trend that financial incentives are issued upon patients’’ outcomes rather quantity of service. Contextually, both the patients and the payers are demanding for innovative payment models, like bundled payments, disbursement of care providers, who are offering patient-centric care, shared savings, and global payments (Bhuyan et al. 2020). By these models of payments, the service providers can coordinate with their service users in a close quarter to satisfy them in a positive manner about the treatment. However, the process is not free from challenges. The advanced metrics are needed to be examined for performance measurement. Contextually, the large organizations and early adopters are required to be monitored for understanding the best way to develop patients’ outcomes and reduce costs while maintaining profits.  

Figure 2: Challenges of healthcare
(Source: Shachar et al. 2020)





[bookmark: _Toc69910101]Discussing specific workplace problem and its scope
[bookmark: _Hlk68348060]After gaining relevant information from the above discussion, it can be sensed that the cyber security thread in healthcare resulted the most challenge for the professionals, as the individuals failed to maintain the privacy of their patients’ data sets. As opined by Al-Muhtadi et al. (2019), in recent times, due to pandemic situation, the patients generate large amount of data about their health in their digital payment system. This needed to be maintained by the caregivers and the medical professionals for managing the treatment for the individuals in the future and the emergency treatment for critical patients are managed effectively. Due to the security challenge, the patient’s information sets can be accessed unauthorised manner by the third party for identity theft and even blackmailing the patients based on their individual’s medical reports. In a collective note, it is understood that the low level of security services in cyber information keeping, the overall process turns easy for the third-party vendors for accessing the information sets about patients and this affects the privacy of the patients in the digital treatment (Shachar et al. 2020). 

Figure 3: Issues related to cyber security in healthcare
(Source: Shachar et al. 2020)
 



Fishbone analysis
Step 1: problem identification
In this stage, the manage needs to concentrate on evaluating the problems, which are related to cyber security for patients’ data management.
Step 2: major involved factors identifications
In this stage, the management of healthcare sectors is required to identify major factors like interaction of hackers, and data insecurity, which resulted data breaching in cyber space.
Step 3: possible causes identification
In this stage, the evaluated causes are deeply analysed for better understanding the causes of accessibility of hackers and data breaching in healthcare.
Step 4: analysis
Here the management further analysis the evaluated problems for identifying the root causes of organizational problems by surveying patients and healthcare professionals. 
PESTLE analysis

	Factors
	Discussion

	Political
	· Tax legislations change. 
· Employment regulations
· Consumer protection

	Economic
	· Inflation rate
· Unemployment rate
· Interest rates

	Social
	· Beliefs of customer groups
· Demographic changes

	Technology
	· Technological advancement in online data management
· Online consultancy of patients by LEED certification

	Legal

	· Pending lawsuits
· HIPAA compliance
· Hospital mergers

	Environmental
	· Corporate Social Responsibility
· Environmental-friendly building
· Waste disposal 




Thus, the process needed to be enhanced for stable future. The caregivers need to install a strong firewall in their clinic, in which the patients’ vital medical reports can be secured and only the authorised medical professionals have the access to those data sets according to requirements (Dogaru and Dumitrache, 2017). Besides this, the management needs to keep their devices updated and enables two-factors authorisation facility for protecting the patients’ actions in medical treatment. Moreover, regular monitoring of the cyber performance is needed to be ensured by the developers and design an online platform, where the users can express their experiences ion online actions, which can be helpful for specific troubleshooting. These factors collectively improve the future scopes of cyber security in medication.     
[bookmark: _Toc69910102]Impact of the issue on stakeholders
Service users
Service users are considered as the most affected group in cybersecurity challenge. Based on the comments by Coventry and Branley, (2018), less secure cyber platform in treatment helps the hackers or unauthorized users to access the relevant data of individuals, especially their health-related information in an illegal way. This affects the service users’ overall experience of using online platforms for treatment, as their data privacy is terminated by the third-party users, which also affects in medication process as well. The loss of confidentiality in cyber platforms, the users, especially mental patients easily become anxious, and this affected the health condition of the patients in a negative note. In other words, the cyber-attacks make the patients or service users defocused from the accessibility and this affects the health condition of the individuals, as they cannot avail face-to-face interaction with their physicians in this pandemic situation.










Professionals
Besides the service users, the professionals in healthcare are affected by insecure cyberspace. Due to unauthorized access from the third parties, the professionals are failed to track down the patients’ medical factors and this affected their overall medication process as well. The continuity in quality medical support is interrupted by this and this affect the medication success also. Moreover, the security malfunction also offers hindrances towards data storage system of the healthcare professionals for future usage and decision-making. Thus, the overall medication process is affected, which impacted the professional excellence in medical assistance. As commented by Stobert et al. (2020), track down the patient’s health condition after discharge from hospital cannot be maintained and the cyber security also resulted hindrances in communication between patient’s family and the doctors for real-time monitoring to the patients with dementia and other complex health issues.  

Figure 4: Impact of challenge on stakeholders
(Source: Stobert et al. 2020)







Regulators
Besides the service providers and users, the cyber security challenge also affects the regulatory bodies as well. The regulators failed to maintain the integrity of the cyber platforms due to unauthorized accessibility. According to Perols and Murthy, (2018), the data privacy of the users cannot be maintained by the regulators, which affects the mindset of the users and make them defocused from the offerings from the concerned online platform. This hindrance the overall development of the online-treatment process in the future.     
[bookmark: _Toc69910103]Decision-making processes and related legislation
Based on the overall analysis, it can be advocated that the regulators need to make decisions regarding security management for the users for strengthening their cyber security. This decision-making is well backed up by the human rights. Based on this legislation, the management needs to protect all the private data of the users while suing the online platforms for treatment in this pandemic situation (Cavelty and Kavanagh, 2019). Moreover, the data protection needed to be managed in multiple interface security with working and strong firewalls for restricting the activities of authorized external users. This decision-making process is well supported by GDPR (General data Protection Regulation, DPA (Data Protection Act 2018), and NISR (Network and Information Systems Regulation 2018) by the government of UK (Strielkina et al. 2018). Besides these, the healthcare homes can charge the unauthorized third parties for their data breaching under the regulations of The Fraud Act 2006 and The Copyright, Designs, and Patents Act 1988 of the country for ensuring future security (Mysoor, 2019). Adds to these factors, the healthcare management bodies can protect their organizational computers from the access of their third-party partner companies under the Computer Misuse Act 1990 for managing the security factors related to customers in official devices (Button et al. 2020). Thus, it is advocated that the aforementioned factors are controlled effectively by the regulations of country for better management. 
[bookmark: _Toc69910104]Proposal for alternative solutions
Besides the legislative solutions, the workplace problems in healthcare needed to be mitigated by other ways as well. Legal structure sometimes fails to expose the victims effectively and this fuel the intention of the unauthorized. thus, it is proved that besides the legal support, the management of healthcare requires to resolve threads by designing strategies for overall development of the mindsets and the skills of the users. According to Veale et al. (2018), by this, the breaching of data can be managed effectively, and the privacy of the patients can be maintained. Moreover, the management can apply Burke-Litwin change model as well for better decision making related to organizational changes. 

[bookmark: _Hlk68864671]Burke-Litwin change model.
	Factors
	Details

	External environment
	This refers to economy, social norms, market situation, and other factors (Olivier, 2018). These are important to identify the current market trends and develop understanding about the cyber security issues

	Strategy and mission
	This needed to be defined specifically for informing the employees about the organizational standards of working and their basic goals of serving patients

	Leadership
	This is the key, by which the employees can be motivated to change their commitment level and working style regarding privacy management of patients’ document

	Organizational culture
	This refers to the working style and culture within the organization (Bejinariu et al. 2017). This is needed to be analyzed specifically for evaluating the current working challenges and plan the change in real note

	Structure
	This is transactional factor, which denotes departments and hierarchy of an organization. The structural development of an organization is needed to design an overall change within organization

	Systems 
	This tangible factor is needed to be understood by employees for realizing the standards of organizational functions and identify the factors, which drive towards system change 

	Management practices
	This is important, as by managing the activities of the managers within the organization, the desired change in record keeping and other factors can be changed for developing online safety (Bejinariu et al. 2017)

	Climate for work
	Factors like attitude of individuals towards their job are associated with this, which helps the healthcare management to plan their changes (Stone et al. 2018)

	Skills and tasks
	By judging the individual’s skills to complete any task is required to understand the capacity of the employees and then plan the desired change in their working

	Individual needs and values
	By completing the basic needs of the caregivers and other healthcare professionals like remuneration, working culture, and others, the management can motivate them to upgrade their current working process and efficiency (Gallego, 2017)

	Motivational level
	Employees’ dedication and motivation to work for their organizations is essential to calculate, as by this the management can establish innovative equipment to control online data breaching

	Organizational and individual performance
	This refers to the task completion level of individuals and overall organization. The achievements of the organization and individuals are needed to be analyzed for change to strategize the development rate (Gallego, 2017)



Table 1: Burke-Litwin change model.
 (Source: Stone et al. 2018)















PMI
Managemental change can be handled by five factors, like smooth approval, by which the management can approve the required and desired organizational changes smoothly. This is effective for greater implementation within the workplace as well. The approval is followed by automation process (Shirazi et al. 2017). By an effective automation process, the change information can be transformed to each employee in real-time and this motivates the individuals to accept the change. The change can be managed effectively by offering adequate information sets to the workers, which can be managed by better governance (Efe and Demirors, 2019). Accessibility of change data is another significant thing for the employees and the service users in the healthcare sectors, as by the right sets of data, the change in the organizational policies and working style can be presented by the management. Moreover, the desired goal to secure patients’ data in cyber space can be implemented effectively in healthcare sectors by Change Advisory Board (CAB) facility enabling within the organization (Hechler et al. 2020).  

SWOT
	Factors
	Details

	Strengths
	· Organizational expertise in patient management
· Technology uses in data control
· Professional excellence (Zon et al. 2019)

	Weaknesses
	· Data breaching
· Casual approach of employees
· Not having adequate knowledge about trends 

	Opportunities
	· New technology usage
· Skilled professional requirements

	Threats
	· Skilled hackers
· Technology non-friendly patients (Norwood et al. 2017)


  
Table 2: SWOT analysis for healthcare sectors
(Source: Norwood et al. 2017)


[bookmark: _Toc69910105]Application of decision-making tool for most relevant solution
Adds to the aforementioned factors and tools, the overall decision-making process against cybersecurity issues are needed to be done in a classified manner, which covers all the related factors in a detailed note. It is suggested that the healthcare management can implement tools like AHP (Analytical Hierarchy Process) for turning the decision-making process into easy application for the management team. As opined by Goepel, (2018), the mentioned tool is helpful for the management, as this can divide the problem into five factors, like define alternatives, problem definition and criteria identification, and prioritizing the right criteria from available options. After the selection of the right set of criteria against the emerging emergency, the concerned tool gets relative weight of the solution and contributed to decision-making process. According to Ho and Ma, (2018), these five steps collectively help the applicant to understand the issue and can handle the emergency from the available sets of solutions. 

	Steps
	Discussion

	1: Define alternatives
	In the initial stage, the AHP tool concentrating on the available alternatives irrespective of their nature and application differences towards the situation. This is effective for the management to make a right decision by understanding the facts and nature of the alternatives. Besides this, the list of alternatives can be effective for planning the overall decision-making process (Ho and Ma, 2018)

	2: Problem defining and criteria analysis
	In this stage, the used tool breaks down the overall problem into sub sections. This style of breakdown of problems can be helpful for the decision-makers for analyzing all the related factors against an arising problem in a detailed manner for understanding the nature of the problem and this helps in decision-making (Darko et al. 2019). By this root cause analysis, the problem can be defined in a detailed and most desired manner for gaining insight about the solution making for future

	3: Priority establishment
	This tool implements pairwise comparison amongst the available solutions based on the requirements and the situation. This style of comparison, the management can calculate the right sets of actions to resolve a problem. The decision-making process can be managed in an informative manner for stabilizing the overall situation for the long run

	4: Check consistency
	After resolving the problem, the mentioned tool also contributes to consistency measurement of the decisions by the management for the future usage as well (Şahin et al. 2019)

	5: relative weights
	This tool will continue mathematical calculation depending on data sets along with relative weights, which are assigned with the criteria.  


     
Table 1: Application of AHP tool for decision-making
(Source: Darko et al. 2019)

[bookmark: _Toc69910106]Process of solution implementation and stakeholder communication
[bookmark: _Hlk68348094]After the evaluation of possible solutions, it is important to circulate that amongst the stakeholders for ensuring future application of designed solution. Contextually in cybersecurity management, the hospital management would like to arrange an inter-organizational meeting amongst the employees to inform them about the developed solutions and improve their existing style of working with respect to the security requirements (Bhuyan et al. 2020). The communication can be managed effectively by classifying the dos and don’ts for the employees in the official website as the employee guidelines while recording the data sets about the patients. Besides the employee training, the healthcare professionals also trained their clients and their family members about the right set of work in sharing the personal information while booking an appointment for their physicians. The style of online consultancy offering will be needed to be changed by the healthcare professionals to ensure security for the clients. 
Besides the medical professionals, the information against cybersecurity management can be communicated amongst the intended stakeholders by local governing bodies. By their direct involvement, the stakeholders can understand the factors in detail and redesign their actions according to the situation. The governing bodies can make the clients aware about the cybercrime and its impact over the individuals’ confidential data sets and advise them about the right sets of actions by advertisement against the challenge (McLeod and Dolezel, 2018). Moreover, the champaigns, seminars, and other aspects can be considered as other sources of communication between service providers and users to make the online medical treatment process easy in the future. Moreover, the implication of situation can be made by offering adequate training sessions to the caregivers and even the patients and their family members for updating their skills to manage the online portals and understand their required actions, by which they can restrict the illegal actions of hackers and other third parties regarding the online data breaching of the patients (Perols and Murthy, 2018). This will make the online medication process easy and well applied in the current pandemic situation.       
[bookmark: _Toc69910107]Review and monitoring techniques for ensuring successful solution implementation.
After going through all the above sections, it can be well established that to make the online information seeking platforms risk-free for the users, it is required to set-up a monitoring process, by which the illegal actions by the third parties can be managed. In this section, the appropriate techniques for monitoring of situation are discussed in detail. Contextually, the monitoring can be ensured by the management by establishing an online team with skilled employees, who are significantly observing the actions of clients in their online platforms and resolve individuals’ questions about their services in real-time. This observation style of monitoring can be effective for the service users to record their personal medical data sets securely in online portal of any care giving organization. Moreover, the monitoring also can be done by talking with users. This action can be managed by service providers and the local governing bodies. By this, a better communication can be developed amongst the service users and the providers and this transparency in communication can be satisfying for the clients but also guide the users towards the right set of actions, by which they can record their confidential data sets in online portals without involving many difficulties and help their physicians to use the data for the treatment securely even in the future as well. An effective monitoring process also suggests that the service providers can destruct the data sets, which are no longer in use for them. This process is proved to be effective for the management of healthcare organizations to keep their patient’s data secure from being breached in the future and this motivates the service users to access online medical services more for real-time medication decisions. Besides the monitoring, the reviewing of the official sites is important as well. This can be helpful for the management to identify their short comings while serving their users and helps them to design mitigation plans for strengthening their existing services in the future times before their customers. All the styles of monitoring and reviewing can help the service users to stabilize their online actions, which can attract and motivate users to access for medical support seeking. This is important for the patients with critical health problems to communicate with their physicians remotely to maintain in-person interaction in this current pandemic situation. 
After accumulating all the relevant information from the sections, it can be well understood that the concerned report is dealing with the possible factors regarding problem solving and decision-making skills for the medical service providers. The problems are evaluated in the study with respect to the medical profession and analyze its impact on stakeholders. Decision-making skills with solution techniques are proposed in the above sections. Relevant legislations are evaluated for supporting the decision-making processes as well, which improves the accountability of the report in the future. Communication process and monitoring process are discussed for the stakeholders as well for better understanding of the factors.
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