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[bookmark: _Toc235738480]1. Introduction / Background to the Proposed Research
[bookmark: _Toc235738481]1.1 Working Title
Explainable AI for Multi-Attack Detection in Cloud Networks
[bookmark: _Toc235738482]1.2 Background and Literature Review
Cloud networks face several cyber threats, including DDoS, brute-force attacks, and port scanning [5]. Traditional signature-based intrusion detection systems (IDS) can struggle to detect new attack variants, making machine learning (ML) useful for identifying attack patterns from network traffic [2].
The CICIDS2017 dataset provides realistic benign and malicious traffic for intrusion detection research [5]. Random Forest has shown strong classification performance [1], while Multi-Layer Perceptrons (MLPs) can detect complex patterns but are often harder to interpret [2].
Although AI and ML are increasingly used in network security [3], many models operate as “black boxes,” making their decisions difficult to understand [4]. While existing studies focus on classification accuracy [1], [2], fewer explain which traffic features influence specific attack predictions. This research addresses this gap using explainable AI (XAI).
[bookmark: _Toc235738483]1.3 Rationale
This research is important because DDoS, brute-force, and port-scanning attacks remain significant threats to cloud networks [5]. It addresses a research gap in the explainability of multi-class ML-based intrusion detection systems [3]. Understanding why a model detects a specific attack can improve analyst confidence and support better security decisions [4].
The study also has practical value by helping security teams understand attack-related network features and respond more effectively to security incidents.
[bookmark: _Toc235738484]1.4 Aim and Objectives
Aim: To evaluate and explain the effectiveness of machine learning algorithms in detecting and classifying DDoS, brute-force, and port-scanning attacks, using explainable AI techniques to identify the features that influence each classification.
Objectives:
To review existing research on ML-based multi-class attack classification and explainable AI techniques.
To pre-process the CICIDS2017 dataset and extract DDoS, brute-force, port-scanning, and benign network traffic [5].
To design, train, and evaluate Random Forest and Multi-Layer Perceptron models for multi-class attack classification.
To apply XAI techniques to explain model decisions, compare the interpretability of both models, and provide recommendations for practical deployment.
These objectives provide a clear progression from reviewing existing knowledge to developing, evaluating, and explaining ML-based attack detection models [2].
[bookmark: _Toc235738485]1.5 Expected Outcomes
The research will produce and evaluate two multi-class attack classification models: Random Forest and Multi-Layer Perceptron. Their performance and interpretability will be compared using suitable evaluation measures.
An explainability analysis will identify the network features that influence each attack classification. A small proof-of-concept script will also demonstrate traffic classification and explanation, supporting the practical use of explainable ML-based intrusion detection systems [4].
[bookmark: _Toc235738486]2. Project Design
[bookmark: _Toc235738487]2.1 Design Outline
The project will use an experimental research design to compare two supervised machine learning models using the same multi-class dataset. The dataset will contain benign, DDoS, brute-force, and port-scanning traffic. Both models will be trained and evaluated under the same conditions, followed by an explainability analysis. Using identical data splits will help ensure that differences in accuracy and interpretability are caused by the models rather than inconsistent experimental conditions [4]. The project will follow five main stages: data preparation, model development, evaluation, explainability analysis, and reporting.
[bookmark: _Toc235738488]2.2 Data Collection Methods
No primary data will be collected from human participants. Instead, the study will use the publicly available CICIDS2017 dataset [5], which contains labelled benign and malicious network traffic. The dataset will be filtered to include only benign, DDoS, brute-force, and port-scanning records, keeping the experiment focused on the selected attack types [5].
The prepared dataset will then be divided into training and testing sets. These sets will be used to train the models and collect performance and explainability results for comparison.
[bookmark: _Toc235738489]2.3 Development Methods and Tools
Python will be used for model development. Random Forest will be implemented with Scikit-learn [6], [7], while the Multi-Layer Perceptron (MLP) will use TensorFlow and Keras [8], [9]. Both models will classify traffic into four categories.
The models were selected to compare various levels of interpretability [4]. Feature importance and SHAP values [10] will be used to identify which network features influence their predictions.
[bookmark: _Toc235738490]2.4 Risks, Limitations and Ethical Considerations
A key limitation is class imbalance, as some attack categories contain fewer records than others [5]. Stratified sampling and class weighting will help address this issue [7]. Findings will also be compared with NSL-KDD research to consider generalisability beyond CICIDS2017 [11].
Ethical risk is low because the project uses public data with no human participants or identifiable information [12]. If local computing resources are insufficient for neural network training, Google Colab will be used.
[bookmark: _Toc235738491]2.5 Generalisability, Reliability and Validity
Reliability will be improved through k-fold cross-validation, reducing dependence on a single training and testing split [7]. Validity will be supported by using established multi-class evaluation metrics and explainability techniques, allowing the results to be compared with previous research [1], [2].
However, generalisability will be limited by the characteristics of the CICIDS2017 dataset. The findings may therefore be most relevant to attack patterns and network environments like those represented in the benchmark dataset. This limitation will be considered when discussing the results.
[bookmark: _Toc235738492]2.6 Data Analysis
Model performance will be analysed using a multi-class confusion matrix together with precision, recall, and F1-score for each class [7]. Macro-averaged metrics will also be reported because overall accuracy can be misleading when the dataset contains imbalanced classes [7].
Feature importance rankings and SHAP summary plots [10] will be used to identify the network features that contribute most strongly to each attack classification. This will allow the Random Forest and MLP models to be compared in terms of both predictive performance and interpretability. Where appropriate, statistical significance testing will also be used to determine whether observed performance differences between the models are meaningful rather than the result of normal experimental variation [7].
[bookmark: _Toc235738493]3. Resources and Planning
[bookmark: _Toc235738494]3.1 Resources Required
The project will use a computer with Python 3 and Google Colab for model training. Key libraries include Scikit-learn, TensorFlow, Pandas, NumPy, Matplotlib, and SHAP. CICIDS2017 will provide the network data, while GitHub will support version control.
IEEE Xplore, ScienceDirect, and SpringerLink will support the literature review. These widely used tools will also help ensure the project is reproducible [2].
[bookmark: _Toc235738495]3.2 Project Plan
A week-by-week project plan has been developed to ensure each stage is completed within the available timeframe. It covers literature review, data preparation, model development, evaluation, explainability analysis, and report writing.
The activities are shown in Table 1 and Figure 1. Exact dates will be confirmed once the next-term deadlines are published.




Table 1: Project Plan
	Weeks
	Phase
	Key Activities

	1 - 3
	Literature Review
	Refine the literature review on multi-attack classification and XAI; confirm dataset selection Objective 1

	4 - 6
	Data pre-processing
	Filter CICIDS2017 for DDoS, brute-force, port-scanning, and benign traffic; clean and normalise the data Objective 2

	7 - 10
	Random Forest Development
	Develop, train, and evaluate the multi-class Random Forest model Objective 3

	11 - 13
	MLP Development
	Develop, train, and evaluate the multi-class Multi-Layer Perceptron Model Objective 3

	14 - 15
	Interim Viva
	Prepare materials and complete the Interim Viva

	16 - 18
	Model Evaluation
	Evaluate and compare both models using per-class and macro-averaged performance metrics Objective 4

	19 - 21
	Explainability Analysis
	Apply SHAP and feature importance analysis to each attack type and compare model interpretability Objective 4

	22 - 24
	Prototype Development
	Develop and evaluate a proof-of-concept script for traffic classification and explanation

	25 - 26
	Final Reporting
	Complete, review, and refine the final project report

	27
	Poster
	Design and prepare the final project poster

	28
	Demo and Submission
	Prepare the project demonstration and complete the final submission




Table 1 provides a week-by-week overview of the project from proposal approval to final submission. It outlines the expected duration and main activities for each phase while linking them to the relevant research objectives.









Figure 1: Gantt Chart Showing the Timeline for the Proposed Research
[image: The diagram is a Gantt chart illustrating a project timeline, detailing various tasks such as literature review, data processing, model development, evaluation, and final report preparation, spanning from the initial proposal approval to the last scheduled week.

AI-generated content may be incorrect.]
Figure 1 visually presents the 28-week project plan, showing the sequence and duration of each phase. The Interim Viva in Weeks 14 - 15 is highlighted as a key milestone, marking the transition from model development to the evaluation, analysis, and reporting stages.
[bookmark: _Toc235738496]3.3 Alternative Approaches Considered
Several alternatives were considered to ensure the selected methods best support the project objectives.
Dataset Selection
Option A (selected): CICIDS2017, which includes labelled DDoS, brute-force, and port-scanning traffic [5].
Option B: NSL-KDD, an older dataset that does not provide all the required attack labels [11].
Option A was selected because it directly supports the three attack categories studied in this project.
Explainability Method
Option A (selected): SHAP, which provides consistent feature-level explanations for both tree-based and neural network models [10].
Option B: LIME, which explains individual predictions using local surrogate models [13].
Option A was selected because SHAP is more suitable for consistently comparing explanations across both models.
Algorithm Pairing
Option A (selected): Random Forest and Multi-Layer Perceptron (MLP) [6], [8].
Option B: Random Forest and Support Vector Machine (SVM) [14].
Option A was selected because the MLP represents neural network approaches used in intrusion detection [2] while providing a clear interpretability contrast with Random Forest.
Deep Learning Framework
Option A (selected): TensorFlow with Keras [9].
Option B: PyTorch [15].
Option A was selected because Keras supports efficient model development and TensorFlow is widely used in intrusion detection research [2].
[bookmark: _Toc235738497]3.4 Preliminary Risk Assessment
Table 2 provides a preliminary assessment of practical project risks, including loss or damage to data, software, and equipment. It also identifies safeguards that will be used to reduce these risks. This complements the ethical and data-protection considerations discussed in Section 2.4.
Table 2: Preliminary Risk Assessment
	ID
	Risk
	Likelihood
	Impact
	Mitigation

	R1
	Laptop is lost, stolen, or damaged, causing loss of local code, data, or results
	Low
	High
	Store code on GitHub and back up datasets and results to password-protected University Office 365 storage. Protect the laptop with a password and encryption.

	R2
	Local files are accidentally deleted, overwritten, or corrupted
	Medium
	Medium
	Make regular GitHub commits and use automatic cloud synchronisation for the working folder.

	R3
	Access to GitHub, Google, or Office 365 is compromised or lost
	Low
	High
	Use strong, unique passwords and enable two-factor authentication on all project accounts.

	R4
	Local hardware fails during model training
	Low
	Medium
	Use Google Colab for primary model training to reduce reliance on local hardware.

	R5
	Temporary internet loss prevents access to cloud-stored files
	Medium
	Low
	Maintain a synchronised local copy of essential project files so work can continue offline.


Overall project risk is manageable through version control, cloud backups, secure accounts, and local file copies.
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Figure 1: Project Gantt Chart
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