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ABSTRACT/SYNPOSIS
This project analyses the security of various levels of layer 3 switch configurations with the use of available penetration testing tools. The penetration tests have been performed on a network consisting of a Cisco 1941 router and 2 Cisco 3560 layer 3 switches in a basic network topology. The network topology has been kept consistent, while the configuration of the router and switches are altered to allow accurate analysis of each stage of security on the network devices. 
The project includes a literature review covering the types of cyber-attacks that can affect businesses and small networks around the world. Each section on cyber-attacks is accompanied by relevant available defences to such attacks, as well as detailing the most vulnerable and most affected targets of each type of attack.  An overview of the penetration testing tools and penetration testing methods/techniques is provided.

There are 5 Penetration testing scenarios involving 5 different penetration testing methods, each with a specialised penetration testing tool. Each testing scenario includes multiple tests carried out on different configurations. The configurations range from 0 security (or vulnerable default configurations), up to full high security configurations. The results are analysed and documented.
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Chapter 1 
1.1 Introduction
The security risks to be considered when managing business and home networks of varying sizes is increasing year by year. [1,3] The lengths malicious hackers are having to go to bypass the security protocols put in place by cybersecurity experts are also increasing. There is a constant struggle between malicious hackers and cybersecurity experts to find the next vulnerability to either exploit or patch. [1,2]
Cybersecurity experts have been penetration testing tools similar to the tools malicious hackers uses to discover vulnerabilities in a network. When these network vulnerabilities are found, malicious hackers begin developing exploits to take advantage of the vulnerabilities, with the aim of gaining unauthorized access to confidential/sensitive data. [3,4]
When cybersecurity specialists discover vulnerabilities, they aim to prevent them being exploited using various methods such as security patches, adding extra layers of security or updating to better software/hardware. It is wise to also take steps to reduce the damage that a hacker can cause should still they manage to exploit the “patched” vulnerabilities. [3,4]
This report analyses and documents the process of using penetration testing tools available in Kali Linux to detect vulnerabilities of various configurations of routers and switches at the network layer.
1.2 Aim

The main aim of this project is to analyse the process of penetration testing a Cisco 3560 layer 3 switch. To achieve this, multiple penetration tests will be carried out on varying levels of network security configurations.
The project aims to make use of the penetration testing tools available in Kali Linux to penetration test a small network consisting of 1 Cisco 1941 router, 2 3560 switches and 2 PCs. 
1.3 Objectives

The objectives are to:

· Provide a critical literature review of cybersecurity attacks and the penetration tools used to detect vulnerabilities
· Carry out penetration testing on the created network using tools available in Kali Linux
· Analyse and document the process of penetration testing the Cisco 3560 switch.

· Provide a detailed, thorough report of the results of the penetration testing
1.4  Structure Of The Project

The project is split over three main sections.  Starting with the literature review covering the background information surrounding the security issues faced by the IT industry, and the practices employed to prevent vulnerabilities being exploited. The second section provides the problem formulation including programs, software and hardware used as well as versions. 
The experimentation will be explained providing the tools that will be used to carry out the penetration testing, and the method of capturing and presenting the data captured. The third section contains the analysis of the results captured from the experimentation to provide a comparison between different levels of security and the extent of which it affects the penetration testing process. The concluding analysis hopes to be able to put a value on the levels of security.
Chapter one introduces the project and some background information surrounding the project including both the aims and objectives of the project.
Chapter two provides the critical literature review carried out before experimentation
Chapter three details the research methodologies used as well as the creation/capturing and presentation of collected data.
Chapter four reviews the problem formulation, design and implementation of the project.
Chapter five covers the experimentation/testing and evaluation carried out during the project
Chapter six concludes the project
 Chapter 2 - RESEARCH & REVIEW OF LITERATURE
2.1  Literature Review
Networks around the world are being compromised at an increasing rate every year. [1,2,3] The nature of these attacks is also changing over time to deal with the security measures put in place to prevent previous attacks. [1,2,3] The targets of these attacks can be anything from large businesses, small businesses, small office environments, home network/IoT systems and often single device attacks. [1,2,3] 

It is important for business owners and network owners alike to keep up to date on the latest security breaches and weaknesses in hardware/software. By being proactive and making sure every available update/patch is applied swiftly, you can rest assured that the known vulnerabilities are fixed. However, it is only a matter of time before a new vulnerability is found and exploited. [3]

The cybersecurity industry is essentially an arms race between malicious hackers and cybersecurity specialists, where each aim to be a step ahead of the other. If the hackers get ahead of the specialists, cyber-attacks and the extent of damage caused by such cyber security attacks increase and leads to security breaches of potentially huge scale, creating panic. Whereas when the cybersecurity specialists are ahead, the number of security breaches decreases. The specialists must remain proactive to prepare for and prevent future attacks, or at the very least reduce the potential amount of damage that could be cause should a hacker gain access to a systems confidential data and sensitive information. [3]

An important technique of cybersecurity specialists is to use the very same tools used by hackers, to identify weaknesses and vulnerabilities in a network. This is known as penetration testing. Penetration testing makes use of various available tools designed to discover vulnerabilities in a network. [4]

Pen testing tools aim to gain access to parts of a network with the intentions of reading, damaging or stealing data. The range of exploits that attackers can launch with access to such data is very large. [4] 

Below is a list of commonly used attack methods, along with the main consequences and defences:

Denial of Service (DoS/DDoS)

A Denial of service attack is a coordinated attack on a service, usually a business or organisation. The attack aims to disrupt or bring a halt to the targeted service. The attack is carried out using either a Botnet (A collection of computers and/or internet connected devices that may have previously been infected with malware, now under control of the attacker), or specialised tools to send up to 100gb/s of request packets to a targeted website/IP. [4,5,6]

Some consequences of DDoS attacks: [4,5,6,12]

· Slowed or complete cease of business operation, leading to potential millions of pounds lost in sales/revenue.

· Lack in productivity as employees can’t access vital resources

· Huge cost of repairing damage and dealing with legal problems

· Loss of customers to competitors as service is down

· Loss of reputation due to lack of security

Defences to DDoS attacks: [4,5,6,12]

· Make use of DDoS mitigation tools such as Cloudflare, Incapsula and more

· Use tools such as Wireshark to distinguish between spike in activity and actual DDoS attacks and react accordingly

· Set up traffic alerts to notify of spikes and suspicious activity

· Anticipate increased traffic at peak times or predicted attacks with increased server capacity

· Work with ISPs prior to attacks to allow recovery and normalisation of service after suffering an attack

How can Penetration Testing prevent DDoS attacks?
While penetration testing is largely ineffective against DDoS attacks, the damage caused by DDoS attacks are for the most part temporary and less damaging overall when compared to other types of attacks. Attacks which involve unauthorised access to a system are usually much more damaging to a company than DDoS attacks depending on the situation. DDoS attacks are best dealt with by using specialised software/services such as Cloudflare, Incapsula or more.

 [12]
Who are most at risk of DDoS attacks?

Some companies may be more at risk to DDoS attacks compared to others for a number of reasons. The most targeted industries for DDoS attacks are usually mission critical services or anticipated releases such as Triple-A games or film releases. Internet providers suffer the most DDoS attacks at 58.4%, gambling sites at 23.6%, IT & software at 5.3% and gaming at 4.8%. [11,12]
The type of business can also affect DDoS attack risks in many ways for example the risk can be increased due to political competitors, market competitors, angry customers and especially if your company is in any way controversial. [11,12] 

As mentioned above there are a range of DDoS preventing services which can be implemented should DDoS attacks be deemed a real and imminent threat to a company.

Remote to User (R2L)
A remote to user attack involves an attacker attempting to gain local access to a user account on a machine. The attacker usually attempts to gain local access by sending packets to the targeted machine to exploit a vulnerability, which can result in unauthorized access to a local user account. This in turn can provide access to confidential and/or sensitive data on the network, or present even more vulnerabilities to allow further penetration into the network system. [4,7,8]
The Heartbleed bug is an example of R2L exploitation. The Heartbleed bug is a vulnerability affecting the OpenSSL cryptographic software library which provides security for internet applications, email, instant messaging and some VPN services. It allowed malicious hackers to flood the service with data packets resulting in an overflow of data from the memory. The leaks could contain anything from certificate keys, user names and passwords, emails, instant messages as well as confidential business documents and information. [8]
Some consequences of R2L attacks: [4,7,8]

· Security breaches of network systems on a potentially huge scale

· Business critical data/emails being captured

· Huge costs of recovering data, repairing damage and dealing with legal problems

· Loss of customers to competitors while service is down for security patch updates

· Loss of reputation due to lack of security

Defences to R2L attacks: [4,7,8]

· Ensure all devices/software programs are up to date with all current security updates to prevent attacks

· Where possible, use only proven software with high security standards

· Invest in development of security patches for future security breaches

How can Penetration Testing prevent remote to user attacks?

Penetration testing can prevent remote to user attacks by simulating external attacks on a network, similar to the attacks used by malicious hackers in order to gain access to user accounts on a network. If a vulnerability is discovered on the network, steps can be taken to prevent such attacks being successful in the future. Such methods could include removing/editing default user details, removing guest access accounts, limiting user access using access control lists, restructuring user priorities etc. [4,7,8]
Who are most at risk of remote to user attacks?

Companies most at risk of remote to user attacks are those that make use of remote services such as work from home or site to site remote access services. Almost all businesses use remote access in some way, usually through secure VPNs or Point of Sale payment verification systems (Card Machines).the use of such remote access services opens the business up potential breaches of the remote to user attacks [13]

User to Root (U2R)
User to Root attacks are when the malicious hacker has already taken control of a user account. This can be a disgruntled employee launching an attack from the inside of a business, or an outside malicious hacker who has gained unauthorized access to a network. Once someone has access to the network, an attack can be launched based on the levels of access the user has. Further probing into the network can result in increased access to the network by altering user account privileges or gaining access to user accounts with elevated privileges. [4,7]
Aside from inside employee access, network credentials can be acquired in many ways. A common less intrusive way of gaining these details is social engineering. Social engineering as a process leaves minimal traces or marks on network compared to other more aggressive methods of acquiring user details such as brute force password cracking for example. Aggressive methods of attaining login credentials can give cybersecurity experts time to prepare/prevent incoming attacks. [4,7,10]
Social engineering is a way of manipulating employees of a business to divulge confidential information. This information can be complete login details, or information that can lead to the acquirement of login details. The best defence against social engineering of a business is appropriate employee training and enforced security policies. [4,7,10]

Some consequences of User to Root attacks: [4,7]

· Can lead to potentially huge network security breaches due to the attacker already having credentials for the network

· Breaches can go undetected until the attack has been carried out

Defences to User to Root attacks: [4,7]

· Manage user access appropriately 

· Ensure network security protocols are followed to reduce possibility of user to root attacks

How can Penetration Testing prevent user to root attacks?

Similar to preventing route to user attacks, penetration testing can simulate internal attacks on a network similar to the attacks used by malicious hackers. If an internal vulnerability is found, steps can be taken to prevent exploitation or at least limit the damage able to be caused should a breach happen in the future. [4,7]
Who are most at risk of user to root attacks?

Businesses with weak network security policies and access control lists are at risk of user to root attacks. This is due to the amount of damage that can be caused by a single user account being much higher on a poorly managed network than a tightly restricted and monitored network. [4,7]
On the social engineering side of things, companies that treat their employees well may be less at risk of internal attacks. Disgruntled employees can cause disastrous damage to a company due to already having a certain level of access to the network, which could be leaked or sold to a malicious hacker. [4,7,10]

Probing
Probing is a technique used by malicious hackers to scan a network to discover some characteristics such as device numbers, device types, operating system/software versions, network topologies services in use/not in use. Malicious hackers can use this information to form an attack that can be formulated based on the information gained from the probing. [4,9]

The attack can focus specific vulnerabilities found from the probing such as weak operating system/software versions that do not have specific security updates installed, devices with known exploits or any other vulnerabilities that present themselves such as opportunities to introduce rogue devices into the network. [4,9]
Cybersecurity experts can also make use of such techniques. Probing is a common tool found in penetration testing kits to allow cyber security experts to discover vulnerabilities themselves, before the malicious hackers do. This can result in vulnerabilities being patched before they are found and exploited by malicious hackers. [4,9]
Some consequences of network probing: [4,9]

· Provides malicious hackers with critical network information and potential vulnerabilities available for exploitation
· Can lead to different types of attacks due to what information is discovered from the probe

· Can sometimes happen without leaving a trace, allowing continuous probing until exploits are found and exploited with no warnings

Defences to network probing: [4,9]

· Ensure all devices/software programs are up to date with all current security updates to minimize vulnerabilities and exploit opportunities
· Manage ports correctly to reduce probing effectiveness 

How can Penetration Testing prevent probing?

Penetration testing tool kits usually include probing tools similar to those used by malicious hackers. This allows the security experts to see exactly what the malicious hacker can see when attempting to find exploits in a network. A network probe is usually the starting point of a malicious attack to identify any angles of attack. Configuring the network to prevent deep probing is a strong defence to initial process of malicious hacking. [4,9]
Who are most at risk of probing?

Any network with old hardware or out of date software/firmware is at risk of probing due to model/version numbers being exposed during probing. Old devices or software versions with known vulnerabilities may be easy targets for malicious hackers, so it is hugely important to keep hardware and software up to date. [4,9]

If a malicious hacker probes your network and can see your highly secure, up to date hardware/software, this may be enough of a deterrent to force the malicious hacker to move elsewhere and leave your network alone. [4,9]
Penetration testing tools
Penetration testing is the controlled attempt to penetrate into a network or system with the goal of discovering vulnerabilities that can be exploited. Penetration testing incorporates the very same techniques and tools use by malicious hackers to detect vulnerabilities of a network or system. By using the same techniques and tools that are used by hackers, it allows the security experts to see what the hacker would see while attempting to penetrate a network. This allows the security experts to fix/patch discovered vulnerabilities before they can be exploited by malicious hackers. [4]
Penetration testing involves a few different activities listed below:

· Gathering data on the targeted network/system. [4]
· Scanning the targeted network to discover available services and protocols. [4]
· Identify existing applications/device models present on the targeted network/system. [4]
· Identify and exploit known vulnerabilities found on the network. [4]
Different aspects of Penetration testing can be classified as:
· Information Base – the base level of knowledge on the targeted network including network layout, device info, user info, hardware/software versions and more. [4]
· Aggressiveness – how deep to attack a network or system: if the test is to discover main vulnerabilities or push forward to exploit any vulnerabilities found. [4]
· Scope – The general area/domain that the penetration test is to be carried out on, for example a certain server, or cluster of servers. [4]
· Technique – Which tools and methods are going to be used during the penetration tests. [4]
There are 3 stages to a penetration attack, which can be further expanded into 5 phases:

Pre-attack 
· Reconnaissance – The process of gathering essential information from the penetration testing target. This information can include public information or confidential information gained through social engineering. [4]
· Scanning – Networks are mapped out prior to penetration testing using scanning tools. Scanning tools can reveal crucial information such as locations of firewalls, network devices in use, general network structure, hardware/software versions and device models. [4]
Attack

· Gaining access – Exposing vulnerabilities discovered during the reconnaissance and scanning stages of penetration testing. [4]

Post attack

· Maintaining access – Discover ways to maintain access for future attacks/exploitation

· Covering tracks – The final phase in the process of penetration testing is covering any traces of penetration into the network/system

There are 3 categories of penetration testing used in the industry. These are Black box, white box and grey box. Each category is based on the level of knowledge of the targeted network/system.  [14-16]
Black Box penetration testing requires that the pen testing team have the same level of knowledge that an outside malicious hacker possesses. This means no internal knowledge of the targeted network, no architecture plans and no source code that is not available to the public. A black box penetration test allows a business to analyse the strength of the network security against outside hackers. [14-16]
Grey box penetration testing is similar to black box as it involves an outside attack. However, grey box testing allows the pen testing team to have some level network knowledge and varying access at the user level. Grey box testing allows a business to analyse the strength of the network against outside hackers who have some insider knowledge, or malicious employee activities. [14-16]
White box penetration testing is the complete opposite to black box testing. Pen testers are given full access to network information and source code of the business in order to discover vulnerabilities. Due to the sheer amount of available information during white box testing, this is the most time-consuming method of penetration testing. [14-16]
The penetration testing tools that will be used are detailed below:

NMAP [18]
NMAP is a tool available in Kali Linux. NMAP allows the mapping of a network, including device models and software versions, OS versions and application names/versions. 
This information can be useful for both network managers as well as malicious hackers. It is useful in the remote management of network systems to allow monitoring of running programs (uptimes, program usage/access) and aid in troubleshooting processes/device performance. A malicious hacker will be able to use this information to find and target devices and or programs that have known vulnerabilities.
Wireshark [19]
Wireshark is a renowned tool capable of viewing detailed packet information of traffic passing through a network. Wireshark is capable of displaying data from hundreds of protocols, capturing live data from a multitude of systems.

Wireshark can be used by network managers to ensure the correct data is being sent/received between devices, as well as monitoring what data may be potentially viewed by outside packet sniffers. Malicious hackers may be able to sniff crucial information to be used in gaining access to a network or showing weakness of a network that can be vulnerable to certain attacks.

Wireshark can be used alongside other tools to view overflowing information from flooding attacks, as well as seeing how a particular network or system reacts to different penetration methods.

MacOf [20]
MacOf is a tool used to flood a network switch with MAC addresses with the aim of filling up the limited MAC address table to capacity. When a switch reaches its MAC address capacity it can no longer save new MAC addresses, so it defaults to performing as a hub, sending overflown data out through all ports. 
Malicious hackers can use MacOf to capture the overflown data which can include confidential information, or information which can lead to further unauthorised access to the targeted system.
Yersinia [21]
Yersinia is a specialised tool used for taking advantage of weaknesses found in certain network protocols. Yersinia can be used to attack STP, CDP, DTP, DHCP, HSRP, ISL, VTP as well as 802.1q and 802.1x.

It is possible to attempt VLAN hopping using Yersinia by targeting the default DTP configuration of a network. An infected PC can make use of spoofing to appear as a network switch. By appearing as a switch, it can then attempt to establish a trunk link between itself and another switch. If successful, the spoofed switch may access all VLAN info on the targeted switch, which can contain sensitive information which can be used to gain further access into the network, or confidential information which can be sold/exploited.
THC Hydra [22]
THC Hydra is a widely used brute forcing program used to gain access to remote authentication services such as SSH, Telnet, FTP and much more. THC Hydra can perform rapid dictionary attacks using regularly updated password lists consisting of the most regularly used passwords as well as default passwords.
Malicious hackers can use THC Hydra to gain access to remote services which can lead to further compromisation of a network. If a hacker gains access to a network device such as a switch, a whole range of malicious activities could be carried out. It would be possible to install back doors into the network, add rogue devices to the network and access all data traveling through the network.
Layer 3 switching

A layer 3 switch, also known as a multilayer switch, can utilise both switch and router functionality to provide switching and routing capabilities on the same subnet or VLAN. It supports routing protocols as well as packet inspection and can make routing decisions using source and destination addresses. [17]
Some features available on a layer 3 switch include operating on both layer 2 and layer 3 of the OSI model, using simple switching algorithms similar to most routing protocols, includes up to 24 ethernet ports and acts as a switch connecting devices within the same subnet. [17]
The purpose of using a layer 3 switch is to combine functionality of routing and switching into 1 manageable device. Below are some advantages and disadvantages of using a layer 3 switch:
Advantages: [17]
· Supports routing on VLANs
· Provides easier fault detection/isolation
· Simplified management of security

· Reduced traffic on the network

· Reduced latency due to less devices used

· Configuration is easier compared to using separate devices per VLAN

Disadvantages: [17]
· Expensive to implement a layer 3 switch
· Requires more resources to configure compared to simpler single use devices
· Limited use. Best suited to large intranets which incorporate multiple device subnets. Not suitable for smaller home or office environments.

· Lack of WAN functionality without a backbone router
· Lack of flexibility due to 1 VLAN being associated with 1 switch

2.2 Methodology

Data

The nature of this project involves the analysis and documentation of data created from penetration testing an isolated network environment. Data will be extracted and presented as screenshots. The data collected will be data input/outputs from the penetration testing.
Strategy

The strategy of obtaining the experimental data will be through the use of penetration testing tools in Kali Linux. Data will be captured using screenshots and will be further analysed/documented. 

The tools used would be available in Kali Linux and are explained below:
NMAP – Allows port scanning of a network to view open ports, device versions, OS detection to detect vulnerabilities. Also allows scriptable interaction with target.
MacOf – A tool used to flood the mac table of a switch in order to capture overflowing data from a switch.
Yersinia – Used to attempt a VLAN hopping attack, extending access between VLANs with access to potential confidential information.
THC Hydra – Used to perform brute force attacks on various networking protocols.
Wireshark – Analyse packets on a network which can lead to attack angles for a malicious hacker due to discovered information.

Limitations

Due to the invasive practice of penetration testing, it would be less possible to carry out the project on a larger scale while still keeping within the ethical/moral guidelines. Therefore, the experimentation will be carried out on a small isolated network environment as to minimize the chance of breaching any ethical/moral guidelines.
Conclusion 

It is clear that network security has been growing at increasing speed over the last decade. This growth and further growth is required of the industry, evidenced by the amount of security breaches suffered by businesses of all sizes in the last decade. 

Malicious hackers and security experts are in a constant race of trying to be 1 step ahead of each other. Progress of one side promotes progress from the other in order to overcome new types of attacks or penetrate new security systems.

Overall, there are many different types of attacks and threats that can affect a network. The majority of these attacks can in some way be prevented or prepared for through the use of penetration testing. 

The benefit of the security experts is that they often have access to the same very tools that the hackers use to identify vulnerabilities. The biggest threat in this sense is custom created tools which can identify vulnerabilities which may be undetectable through the tools available to security experts.
Chapter 3 - RESEARCH METHODOLOGY
2.3 Introduction
Data

The nature of this project involves the analysis and documentation of data created from penetration testing an isolated network environment. Data will be extracted and presented as screenshots. The data collected will be data input/outputs generated from the penetration testing process.

Strategy

The strategy of obtaining the experimental data will be through the use of penetration testing tools in Kali Linux. Data will be captured using screenshots of the outputs generated from the penetration testing tools. The results will be further analysed/documented. 

Limitations

Due to the invasive practice of penetration testing, it would be less possible to carry out the project on a larger scale while still keeping within the ethical/moral guidelines. Therefore, the experimentation will be carried out on a small isolated network environment as to minimize the chance of breaching any ethical/moral guidelines.
2.4  Research Overview
This section aims to utilise the research philosophy of the research onion to outline the whole research process that is to be used to accomplish the aims and objectives set for the project. 
Figure 1: Research Overview [23]
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The relevant layers of the research onion have been selected and expanded in detail below to show how they relate to the entire project.
Positivism
The project aims to carry out penetration testing at different levels of security configuration. It would be reasonable to expect more vulnerabilities to be found when testing the configuration with less security features. It would be possible for other researchers to replicate the results by using the same versions of penetration testing tools on network devices providing the security features are configured the same as the project.
The results gathered from the penetration testing can and will be analysed during this project, but it may also be possible that they can be further analysed in the future from a different a perspective than is used during the project.

Deductive
The project aims to analyse the strength of penetration testing on varying levels of security configuration on network devices. For example, to discover that changing a password length from 5 characters to 10 characters will increase the time it takes to brute force a password by X amount. Or similarly requiring a password to include numbers, letters and symbols may increase brute force times tenfold. It will be possible to draw conclusions from the results gathered from penetration testing. 
Mixed methods
Mixed methods research includes both the generation and collection of data, as well as the critical analysis of the gathered data. By collecting the data from experiments carried out during the project, it ensures that the procedures used to create and gather the experimental data are up to date with current procedures, as well as being more focused on the projects aims and objectives.
By performing both aspects of data collection and analysis, the authenticity of the projects experiments and analysis increases as the possibility of working with inaccurate, out of date or false information decreases, as long as proper conduct is followed during experimentation.
Experiment
During the project, the penetration testing experimentation will be in a controlled environment, carried out on specific levels of network security configurations. This allows comparisons between differing levels of security on the network devices. The software used will also be the same for each test, providing results that can be directly compared with each other with no discrepancies.
The data/results gained from penetration testing can be analysed side by side to potentially be able point out how certain security configurations can affect network device security.

Using the same network configurations and penetration testing tool versions, it would be possible to replicate similar results to those created during the project.

Data collection and analysis
All data created during this project will be captured in the form of screenshots of information outputted from the results of penetration testing. The results of the penetration testing will be analysed, comparing results from differing levels of security configuration. 
The data being analysed will be up to date, created using reputable tools, software and hardware. The penetration tests should be replicable using the same conditions, configurations, software and hardware.
2.4.1 Research Process

The aim of this research is to directly compare results from penetration testing at varying levels of security configurations on a layer 3 switch. Hoping to show the relative strength of certain security configurations to an extent.
2.4.2 Research Philosophy

As mentioned in the previous section, quantifiable results acquired from penetration testing will be compared directly with results to be further analysed and documented
2.4.3 Research Methodologies
All data analysed in this project will be completely new data created from penetration testing the layer 3 Cisco switch. No old or previously researched data will be used during this project. 
2.4.4 Data Collection

All created data will be collected in the form of screenshots. Each screenshot will be accompanied by text to explain the contents of the screenshot (penetration testing information) as well as an overview and conclusion for each type of penetration test performed.
2.5  Research Design

To accomplish the aim set for the project, a plan of action will be created. The plan will include the general process of achieving the goals of the project. 

The methods used to create and capture the data will be planned out in advance to ensure a precise and accurate penetration testing process. 5 Penetration tests will be performed with set base and variable configurations.
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Figure 2: Research Design

2.5.1 Research Deliverables

The outputs of this project consist of screenshots taken from the results of penetration testing tools available in Kali Linux. The results will be compared between differing security configurations.
2.6 Triangulation

Data created and collected during this project will be directly compared to the data of similar tests in an attempt to put a value on certain configurations. For example, comparing vulnerabilities discovered on a switch with no unused open ports to a switch with open available ports. Comparing password crack times of passwords varying in character length.
2.7 Conclusion

To conclude the research process, multiple penetration tests outlined in the design formulation will be carried out to create data. The data will be analysed and documented comparing results to similar tests on differing configurations to attempt to put a value between different configurations.

Penetration testing results will be captured using screenshots and annotated to explain the process. Results will be analysed and compared after each test scenario.
Chapter 4 - DESIGN & IMPLEMENTATION
4.1 Introduction

The project will involve the use of penetration testing tools inside Kali Linux to perform penetration testing on a layer 3 Cisco 3560 switch. Multiple tests will be performed on a range of different switch configurations. A variety of different penetration testing techniques will be incorporated into the experiments including:

· Port scanning – To map out the network and discover device details including model number, software versions, available ports and available services on the network.
· CDP manipulation – Use packet sniffing to intercept CDP data which can lead to further vulnerabilities being discovered on the network

· MAC flooding – Flood the CAM table in an attempt to sniff overflowing data packets which can lead to further vulnerabilities being discovered on the network 
· VLAN switch hopping/spoofing – Attempt to spoof a switch in order to gather all VLAN data from the network which can lead to further vulnerabilities being discovered on the network

· Brute force attacks – Attempt to gain unauthorised access to a server or device through the process of rapidly inputting combinations of login details
· Traffic/Packet monitoring – To capture/intercept network data which can lead to more opportunities to discover network vulnerabilities
Each penetration test will be carried out multiple times with slightly different configurations on the Cisco 3560 Layer 3 switch. The aim is to compare the vulnerabilities discovered in Scenario A to Scenario B. The results will be analysed and compared in an attempt to put a value on the increased/modified security configurations.
4.2 problem formulation
The problem to be explored will be in the form of pre-designed network configurations consisting of a Cisco 1941 router, two layer 3 Cisco 3960 switches and two PCs. A number of controlled environment test scenarios will be created and tested to created accurate and relatively repeatable outcomes. 

Each test scenario will be built around a certain penetration testing method, including the specific testing tools for each method. Configurations will be specifically tailored to affect the results of the penetration test in a positive or negative way, in order to provide comparable results.

Each scenario will have a “Base Network Configuration” to suit the scenario consisting of a basic setup. Test specific configurations such as VLANs, port configurations, interface management, account and password information being configured when required for certain scenarios.
Each scenario will then have a control aspect relevant to the testing scenario, which will involve modification to security configuration to produce different results from retesting. The control aspect that is to be chosen will be selected with the expectation of tightening device security and attempting to improve defences against the penetration testing methods used in the specific scenario. Results from the scenarios results will be documented and analysed

4.3 Design
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Creating multiple controlled environment test scenarios can allow for pinpointed analysis of penetration testing results. By repeating penetration tests after modifying controlled security configurations, it is possible to compare results between configurations and potentially place a value on certain configurations over others.
Figure 3. Base Network Configuration

This is the base network configuration to be used for each test scenario. Any additional configurations will be noted in the corresponding section.

This is the base network configuration to be used for each test scenario. Any additional configuration required for each scenario will be detailed in the corresponding section.
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Test scenario 1 involves using the network scanning tool NMAP to identify device models, device software versions, operating systems, port scanning and other network information. This information can be invaluable to a malicious hacker as it can provide knowledge of vulnerable device models or software versions.

Scanning a network is usually the first step to attacking a network and is part of the “renaissance” phase. It is the process where as much information about the targeted network is gathered prior to initiating an attack. Information gathered from network scanning can be used to establish an angle of attack on parts of the network that are perceived to be the weakest and most vulnerable. 
The success of this particular penetration test can be affected by modifying port availability to reduce the amount of actionable information that can be found by such tools. Ensuring unused services/ports are closed reduced the amount of useful information to be gathered from network scanning.
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Test scenario 2 involves using the packet sniffing tool Wireshark to view CDP (Cisco discovery protocol) packet information. CDP packets are transmitted in plain text and contain information such as device models and device software. This information can be invaluable to malicious attackers aiming to exploit known vulnerabilities of certain devices.

Packet sniffing is usually performed during the “renaissance” phase similarly to network scanning to gain network information. An attack plan is then formed to attack the areas that are found to be most vulnerable during the renaissance phase. Some devices have known exploits and if a device is found to have an old software version with unpatched exploits, it will be an easy target for malicious hackers.

The success of this particular penetration test can be effected by enabling or disabling CDP on the required interfaces. This will prevent certain ports from sending out CDP packets, preventing sniffing of such packets which can result in important information. This information can allow a malicious hacker to target weak OS systems, weak device versions and any other 
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Test scenario 3 attempts to flood the MAC address table of the switch. By using the tool MacOf it is possible to rapidly fill a switches MAC address table to capacity. This results in the overflow of data from the switch traffic. A Packet analyser such as Wireshark can then be used to analyse the overflowing packets in hopes to attain confidential information or gain valuable information necessary to gain further unauthorised access to the network.

Mac flooding can be used to gain access to a range of valuable data. This data can be used to further penetrate the network and gain further unauthorised access, as well as confidential data which can be sold or used for blackmail 

The success of this particular penetration test can be effected by introducing mac table limits, inputting all required MAC addresses and blocking all new requests and through the use of port security configuration. Switch ports can be configured in 3 different states to react to new mac addresses. The default configuration “shutdown” will log a message and shutdown the port requiring manual reopening, “protect” will ignore mac violations but will not log the action, and “restrict” will shut down the port requiring manual reopening as well as logging the action and adding to the violation counter.
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Test scenario 4 involves using the tool Yersinia to attempt to gain access to a VLAN that is not its own. This can be done by using spoofing to act as a switch trying to establish a trunk between itself and the target switch resulting in access to all VLAN information on the switch. Accessing data from another VLAN is a method of gaining further information from an attack which can result in further penetration into more confidential information.

VLAN hopping is a method of furthering the penetration of an attack. To be able to attempt to hop between VLANS the malicious hacker must have already gained access to one VLAN on the network through other means. VLAN hopping can result in accessing traffic from a more confidential VLAN such as a management VLAN, or a VLAN that transports more confidential information than the previously breeched VLAN. 

The success of this particular penetration test can be effected by using trunk security configuration. Disabling negotiation between trunk ports renders the spoofing useless as the configuration is hard coded and not dynamic.  
[image: image3.png]Test Scenario 5

Penetration Testing Method

Brute Force attack on SSH

Penetration Testing Tool

Hydra

Control Aspect

Password strength

Test1

Weak password: cisco

Test2

Stronger password Cisco12345





Test scenario 5 involves using the tool Hydra to brute force attack passwords on the SSH service of the switch. A successful brute force attack can grant access to the configuration of a switch on a targeted network. This can allow a range of attacks to be performed including installing back doors into the network, allowing unauthorised access/traffic across the network and adding rogue devices to the network. 

Brute forcing a switch is performed by rapidly entering login details, usually from a dictionary text file. A dictionary attack is one type of brute force attack which can quickly crack weak passwords. Passwords which make use of symbols capital letters and numbers are harder to crack but with enough time and processing power, any password can be brute forced.

The success of brute force attacks can be prevented through the use of failed attempt lockouts as well as using stronger passwords. Access lists can also be incorporated to only allow certain users to can communicate with the switch through SSH. 

More secure passwords take longer to brute force, allowing more time for detection by security experts. It is advised to use strong passwords on top of the above-mentioned methods of preventing brute force attacks.

4.4 Implementation
The penetration testing will be carried out in an isolated Network Lab. The network device configurations will be created from scratch to fit each test scenario with any changes documented along the way. Results will be created documented using screenshots from the penetration resting process and analysed at the end of each test scenario.
Any extra configurations required for each test scenario will be listed and documented below for each test scenario.

All testing scenarios will be penetration tested using tools inside a 2018.4 distribution of Kali Linux which will be booted from USB. The attacking computer will have an I7 CPU and dedicated graphics card.
Problems experienced during testing
Due to a problem arising preventing the use of a bootable Kali Linux USB, a less powerful laptop using an I3 CPU with integrated graphics was used to perform test scenario 5. Test 5 attempts to brute force the SSH password to gain access to the targeted switch. This was a frustrating as brute forcing is a method that requires the most processing power to execute.
Even though this problem occurred, the test was still able to be launched as intended. The process was documented and analysed. Only the amount of time spent testing was affected, and it is expected that results were not affected by the use of less powerful equipment.

Test Scenario 1
Additional configurations required for Scenario 1:
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These commands enable SSH connection to the switch. SSH being enabled opens the SSH port which can be vulnerable to attack.
Test Scenario 2
Additional configurations required for Scenario 2:
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Here you can see CDP is enabled by default on every port of the switch
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CDP disabled on all ports.
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CDP confirmed disabled on all ports

Test Scenario 3
Additional configurations required for Scenario 3:
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Default port security violation mode of “Shutdown”
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Port security violation mode set to “Protect” using “switchport port-security violation protect”
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Port security violation mode set to “Restrict” using “switchport port-security violation protect”
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Maximum MAC addresses set to 10 using “switchport port-security maximum 10”

Test Scenario 4
Additional configurations required for Scenario 4:
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Default DTP configuration for switch port 
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Another VLAN has been created in an attempt to hop VLANs, accessing all VLAN data. PC A (Kali PC) is connected to Fa0/6 and will attempts to hop VLANs to VLAN 10, with success being a successful ping to a PC from VLAN 10, and interface outputs. 
Test Scenario 5
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Additional configurations required for Scenario 5:

Weak password “cisco” set as VTY line password
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Stronger password “Cisco12345” set as VTY line password
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Login block configured to lockout a user for 30 seconds for 3 incorrect password attempts within 120 seconds
4.5 Conclusion
To conclude the implementation process of the project all test scenarios have been configured as planned, ready for penetration testing. Each scenario consists of the base network configuration with test specific configurations to allow varied testing results.
Everything is in place to allow the penetration testing to go ahead. Each test scenario will have its own evaluation section detailing the success or failures of each test. The extra security configurations put in place to deter/prevent each penetration testing methods will be analysed to see how effective at protecting the network they are.
Although problems were experienced with the booting of Kali Linux from a USB bootable drive resulting in using less powerful equipment for test scenario 5, it is expected that results will not be affected, and the tests will go ahead as planned. Only the time spent penetration testing will be increased and expected results should be the same when using both systems.

Chapter 5 – Testing and Evaluation  

Test Scenario 1 – Network scanning using NMAP
NMAP is a tool used to perform network scanning. NMAP can provide information that can be used to perform different kinds of penetration testing. To begin, a scan of 192.168.10.1 (The SVI that the attacking PC is connected to) is performed to attempt to gain information from the targeted switch.
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The results show that all ports are closed and offers no useful information to a malicious hacker.

Upon enabling SSH using the below commands, the same ping used previously reveals an open SSH port. This provides an angle for attack using other penetration testing tools.
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FastEthernet 6

01:56.989
01:57.978
01.58 985

#LINEPROTO-5-UEDOVN: Line protocol on Interface Vlanl
#LINEPROTO-5-UFDOWN Line protocol on Interface FastEthernet0.

Y TINK—3-UEDOWN

Interface FastEthernet0/6

putting Fal/6 in err-disable state

caused by MAC address eéel 4bS6. 62

changed state to down

changed state to down

changed state to downll




[image: image33.jpg]Sl(config-if)#
S1(config-if )#shut

S1(config-if )#no shut

S1(config-if )#

sifar 1 04:03:38.323: XLINK-3-UPDOVN: Interface FastEthernst0/6, changed state to up

«Mar 1 04.03.39 330. %LINEPROTO-S5—UPDOWN: Line protocol on Interface FastEthernet0.6. changed state to up





NMAP scan show open SSH port on the switch.
A more thorough scan on the switch reveals more detailed information including MAC address, OS details, IOS versions and more detailed port information. This information can be used to search for known vulnerabilities of services or systems present on the targeted switch.
[image: image34.jpg]Sl#show mac address-table
Yac Address Table

Vlen  Mac Address Type Ports

ALl 0100.0ccs.ccos  STATIC ey

ALl 0100 0ccc.cced  STATIC ey
ALl 0180.c200.0000  STATIC ey
ALl 0180.c200.0001  STATIC ey
ALl 0180.c200.0002  STATIC ey
ALl 0180.c200.0003  STATIC ey
ALl 0180.c200.0008  STATIC ey
ALl 0180.c200.0005  STATIC ey
ALl 0180.c200.0006  STATIC ey
ALl 0180.c200.0007  STATIC ey
ALl 0180.c200.0008  STATIC ey
ALl 0180152000009  STATIC ey
ALl 0180.c200.000a  STATIC ey
ALl 0180.c200.000b  STATIC ey
ALl 0180.c200.000c  STATIC ey
ALl 0180.c200.000d  STATIC ey
ALl 0180.c200.000s  STATIC ey
ALl 0180.c200.000f  STATIC ey
ALl 0180.c200.0010  STATIC ey
KLl  EEff.fEEF.EEEF  STATIC ey

1 dele.alab.ed98  STATIC Fal/6

Total Mac Addresses for this criterion: 21

514

E1F 455 20 At addiesaek Neal Gub ioneced die £6 protect €9¢




	Test Scenario 1
	Penetration Testing Result
	Notes

	Test 1: No available ports
	Failure
	No open ports detected on the switch

	Test 2: NMAP scan after SSH enabled
	Success
	SSH port viewed as open. Potential attack angle on the open SSH port. 

	Test 3: In depth network scan
	Success
	Detailed network information gathered including MAC address, OS details, IOS versions and more detailed port information


Scanning the network using NMAP was an overall success. Although no useful information was found in the first test, a successful scan was performed once SSH had been enabled. Discovering the open SSH port can allow for potential brute force attempts using THC Hydra.

The additional details gathered from the in-depth network scan could be used to find vulnerabilities in known OS or IOS versions as well as service vulnerabilities present on the switch. Visible mac addresses could also lead to man in the middle attacks through mac spoofing.
By securing unused ports and ensuring security is in place to prevent exploitation of services in use it is possible to limit the actionable information gained from a network scan. Keeping up to date on software/firmware updates ensures the most recent security patches are installed on your network removing the possibilities of old vulnerabilities being exploited.

Any steps taken to reduce the amount of information available to malicious hackers is a step towards securing your network from malicious hackers.
Test Scenario 2 – CDP packet sniffing using Wireshark
[image: image35.jpg]S1#

S1#

S1#

S1#

xfar 1 04:09:31.181: %PORT_SECURITY-2-PSECURE_VIOLATION: Security violation occurred. caused by MAC address
70cf 4971 3049 on port FastEthernst0/6

xifar 1 04:09:38 698 %PORT_SECURITY-2-PSECURE_VIOLATION: Security violation occurred. caused by MAC address
4811 440 65id on port FastEthernst0/6

S1#
S1#

Si#shov port-security interface £0/6
Port Security Ensbled
Port Status Secure—up
Viclation Mode Restrict
Aging Tine 0 nins
Aging Type Absolute

SecureStatic Address Aging | Disabled
Haxinun MAC Addresses 1

Total MAC Addresses 1
Configured MAC Addresses 1
Sticky MAC Addresses 0
Last Source Address.Vlan c0c.920a. 7051 1
Security Violation Count 50

s14l



Here you can see that CDP is enabled. This is the default configuration for Cisco devices.
Here you can see the neighbour table and the amount of CDP packets being sent.

[image: image36.jpg]Sl(config-if)#svitchport port-security maximum 10
S1(config—if )dexit

51 (contig)exit
S1#show port-security interface £0/1

Port Security Disabled

Port Status Secure-dovn
Violation Node Restrict

Aging Tine 0 nins

Aging Type Absolute
SecureStatic Address Aging | Disabled
faxinun MAC Addresses 10

Total MAC Addresses 0

Configured HAC Addresses 0

Sticky MAC Addresses 0

last Source Address:Vlan 0000.0000.0000:0
Security Violation Count 0

S1#




Here you can see a CDP packet sent from S1 to PC-A. The device and software version are visible in the packet information. 
[image: image37.jpg]Sliconfig-if)#switchport port-security mac-address DC:0E:Al:26:ED:98
S1(config-if )#
CI(AREEia—if i#




Here CDP is disabled with the command “no cdp enable”
[image: image38.png]Test Scenario 3

Penetration Testing Method

MAC Flooding

Penetration Testing Tool
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Control Aspect

Port Security Configurations

Test1 No Port Security

Test2 Port Security Violation mode: Shutdown
Test 3 Port Security Violation mode: Protect
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This output confirms that CDP is disabled on the switch.

[image: image39.png]Yersinia 0.8.2 6 0

File Protocols Actions Options Help

-] s »~ = a 0 N %]
Launchattack Editinterfaces Load default Listattacks Clearstats ~ Capture  Editmode  Exit
Protocols Packets & CDP| DHCP 8021Q 8021X DTP| HSRP ISL MPLS | STP VTP Yersinialog
1 Neighbor-ID_ Status Domain Interface Count Lastseen
0
0
0
1
0
1
0
17 v
Field Value Description
SourceMAC ~ 00:EL:6D:DB:15:86
Destination MAC' 01:00:0C:CC:CC:CC Dynamic Trunking Protocol
Version 01 Source MAC 0C:7C:E8:46:D5:95 Destination MAC 01:00:0C:CC:CC:CC
Neighbor-ID  00E16DDB1586 Version  [01]  Neighbor-ID  [0c7CE8460595|  Status (03] Type [As]

Status 03 ACCESS/DESRABLE |pomain [ |

Type A5 802.1Q/802.1Q

Domain 0x0000: 0100 Occc cccc 00el 6ddb 1586 6022 aaaa

0x0010: 0300 000 2004 0100 6100 0500 8002 0005

Interface etho 0x0020: 0300 0300 05a5 0004 00a 00el bdb 1586
0x0030: 0000 0000 000 0000 60O 0000

18:56:25 5





[image: image40.png]Yersinia 0.8.2 6 0

File Protocols Actions Options Help

-] s »~ = a 0 N %]
Launchattack Editinterfaces Loaddefault Listattacks Clear stats Capture Edit mode Exit
Protocols Packets = CDP | DHCP | 802.1Q | 802.1X |DTP|HSRP ISL MPLS STP VTP Yersinia log
Neighbor-1D Status Domain Interface Count Lastseen
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Field Value Description
SourceMAC ~ 00:EL:6D:DB:15:86
Destination MAC' 01:00:0C:CC:CC:CC Dynamic Trunking Protocol
Version 01 Source MAC 0C:7C:E8:46:D5:95 Destination MAC 01:00:0C:CC:CC:CC
Neighbor-ID  00E16DDB1586 Version [01] Neighbor-ID  [0C7CEB46D595| Status 03] Type [as]
Status 03 ACCESSIDESRABLE |lpomain [ |
Type As 802.10/802.1Q
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Interface eth0 0x0010: 0300 000C 2004 0100 0100 0500 0002 0005

0x0020: 0300 0300 0535 0094 000a 00el 6ddb 1586
0x0030: 0000 0000 00RO 00O 000 0008
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This image confirms that no CDP packets are being transmitted from the switch.

	Test Scenario 2
	Penetration Testing Result
	Notes

	Test 1: 
CDP Enabled as Default
	Success
	CDP packets viewable in Wireshark. Cisco device and software version also viewable

	Test 2: CDP Disabled on non-management interfaces
	Failure
	No CDP packets are sent therefore no viewable CDP packets in Wireshark. 


Using Wireshark to view CDP packets was a success in test 1 and provided useful information such as device versions and device software versions. This can provide valuable information to malicious hackers as they can discover weak devices or weak software that may have known vulnerabilities that will be easy to exploit. MAC addresses may also be viewed to allow spoofing of devices that CDP packets are being sent from. MAC spoofing can be used to intercept packets destined for certain MAC addresses as a man in the middle attack.
After CDP was disabled on non-management interfaces, CDP packets were no longer being sent therefore could not be traced/viewed in Wireshark. Disabling CDP on an interface is a strong defence to CDP packet sniffing as CDP packets are no longer sent, resulting in less actionable information available to malicious hackers. Disabling CDP can also prevent CDP spoofing attacks.
Disabling CDP can make it harder to setup a network as CDP can provide a lot of useful network information such as neighbouring IPs, devices, versions port information and can be useful for troubleshooting networks. But once a network has been completed and is in a running state where no new devices are to be introduced into the network, it is possible to shut it off for security benefits. Some services also rely on CDP to function so a network manager must keep this in mind when making a decision.
Test Scenario 3 – Mac flooding attack using MacOf
To start off, the mac address table will be shown in order to compare results after the penetration testing has been completed. Using the command “show mac address-table we can see 20 static mac addresses on the switch.
[image: image41.jpg]S1#show interfaces status

ort
a0 1
202
203
a0/
a0/
a0/6
207
a0/
a0/9
20710
2011
2012
20713
a0/14
a0/15
2016
2017
2018
20719
a0/20
a0/21

Nane

Status
natconnest
natconnest
connected

nateonnest
natconnest
connected

nateonnest
natconnest
natconnest
natconnest
natconnest
natconnest
natconnest
natconnest
natconnest
natconnest
natconnest
natconnest
natconnest
natconnest
natconnest

Vian

1

1
trunk

Duplex
auta
auta

a-full
auta
auta

a-full
auta
auta
auta
auta
auta
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auta
auta
auta
auta
auta
auta
auta
auta
auta

Spe=d
auta
auta
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auta
auta

a-100
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auta
auta
auta
auta
auta
auta
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auta
auta
auta
auta

Type
10-100Bas=TX
107100Bas=TX
107100Bas=TX
107100Bas=TX
107100Bas=TX
107100Bas=TX
107100Bas=TX
107100Bas=TX
107100Bas=TX
107100Bas=TX
107100Bas=TX
107100Bas=TX
107100Bas=TX
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107100Bas=TX
107100Bas=TX
107100Bas=TX
107100Bas=TX
107100Bas=TX
107100Bas=TX




The first test will be carried out without using port security to show the vulnerabilities of an under configured network. Using the program MacOf in Kali Linux it is possible to rapidly send multiple mac addresses to the switch with the goal of filling the mac address table to capacity. The command macof -I eth0 -n 10 is used to send only 10 mac addresses to the switch. 

 [image: image7.png]root@kali: ~

File Edit Search Terminal

[expression]
root@kali:~# macof -i ethe -n 10
a3:9a:c: :de:99 dd:f:16:77:2:9a 0.0.0.0.41174 > 0.0.0.0.52783: S 5147353:51473]

Help

53() win 512

b5:5a:cf:78:9d:99 a9:a4:6:6a:d5:80 0.0.0.0.49132 > 0.0.0.0.18001: S 797480094:79
7480094 (0) win 512

b8:b3:7c:35:69:2c 5c:2d:55:28:33:93 0.0.0.0.12874 > 0.0.0.0.17013: S 1211065790

1211065790(0) win 512

£:51:49:b:53:35 58:ed:3e:5e:4b:63 0.0.0.0.48428 > 0.0.0.0.28716: S 2158937:21589
37(8) win 512

64:bc:8e:3f:fe:c4 80:a0:72:41:a2:8a 0.0.0.0.28303 > 0.0.0.0.34241: S 1267085415
1267085415(0) win 512

5f:de:f4:3e:21:e5 41:89:de:55:6:73 0.0.0.0.50160 > 0.0.0.0.43679: S 179601358:17
9601358(0) win 512
Sc:f3:f b:e6 ec:27:46:7f:ef:27 0.0.0.0.52025 > 0.0.0.0.1877: S 948940325:94

8940325(0) win 512
36:d1:72:7e:a8:e2 37:c0:7a:41:9b:bl ©.0.0.0.59191 > 0.0.0.0.23515: S 1908824962
1908824962(0) win 512

6d:bf:24:4f:9c:6a d7:c5: :b1:6d ©.0.0.0.13760 > ©.0.0.0.8596: S 930395080:930
395080(0) win 512
f4:2e:7e:64:94:C7 56:4b:c8:5b:a4:ba ©.0.0.0.45356 > 0.0.0.0.15037: S 1063663925

1063663925(0) win 512
root@kali:~# JJ [~




[image: image8.png]root@kali: ~

File Edit Search Terminal

[expression]
root@kali:~# macof -i ethe -n 10
a3:9a:c: :de:99 dd:f:16:77:2:9a 0.0.0.0.41174 > 0.0.0.0.52783: S 5147353:51473]

Help

53() win 512

b5:5a:cf:78:9d:99 a9:a4:6:6a:d5:80 0.0.0.0.49132 > 0.0.0.0.18001: S 797480094:79
7480094 (0) win 512

b8:b3:7c:35:69:2c 5c:2d:55:28:33:93 0.0.0.0.12874 > 0.0.0.0.17013: S 1211065790

1211065790(0) win 512

£:51:49:b:53:35 58:ed:3e:5e:4b:63 0.0.0.0.48428 > 0.0.0.0.28716: S 2158937:21589
37(8) win 512

64:bc:8e:3f:fe:c4 80:a0:72:41:a2:8a 0.0.0.0.28303 > 0.0.0.0.34241: S 1267085415
1267085415(0) win 512

5f:de:f4:3e:21:e5 41:89:de:55:6:73 0.0.0.0.50160 > 0.0.0.0.43679: S 179601358:17
9601358(0) win 512
Sc:f3:f b:e6 ec:27:46:7f:ef:27 0.0.0.0.52025 > 0.0.0.0.1877: S 948940325:94

8940325(0) win 512
36:d1:72:7e:a8:e2 37:c0:7a:41:9b:bl ©.0.0.0.59191 > 0.0.0.0.23515: S 1908824962
1908824962(0) win 512

6d:bf:24:4f:9c:6a d7:c5: :b1:6d ©.0.0.0.13760 > ©.0.0.0.8596: S 930395080:930
395080(0) win 512
f4:2e:7e:64:94:C7 56:4b:c8:5b:a4:ba ©.0.0.0.45356 > 0.0.0.0.15037: S 1063663925

1063663925(0) win 512
root@kali:~# JJ [~




The “i” is used to select the interface that the attack is sent out from, in this case the ethernet port of the Kali Linux PC, and the -n designates the amount of MAC addresses to send. 

It is possible to leave out the “-n 10” part of this command to launch an unending flood of MAC addresses which can be cancelled by pressing “ctrl c” on the keyboard. 

[image: image42.jpg]Sl#show interfaces £0/6 switchport

Nane: Fal/6

Switchport: Ensbled

Adninistrative Hode: dynamic desirable

Operational Mode: trunk

Adninistrative Trunking Encapsulation: dotlg

Operational Trunking Encapsulation: dotlq

Negotiation of Trunking: On

Aocess lode VLAN: 1 (default)

Trunking Native Hode VLAN: 1 (default)

Adninistrative Native VLAN tagging: enabled

Voice VLAN: none

Adninistrative private-vlan host-sssociation: none

Adninistrative private-vlan napping: none

Adninistrative private-vlan trunk native VLAN: none

Adninistra

xifar 1 05:27:55 806: DIP-event: Fal/6:Received packst event
trunk Native VIAN tagging: enabled

Adninistrative private-vlan trunk encapsulation: datlg

Adninistrative private-vlan trunk normal VLANs: none

Adninistrative private-vlan trunk associations’ none

Adninistrative private-vlan trunk nappings: none

Operational private-vlan: none

Trunking VLAls Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capturs Mode Disabled

Capturs VLANs Allowed: ALL

Protected: false
Unknown unicast blocked: disabled
Inknown multicast blocked: disabled
Applisnce trust: none

S |




As seen below, without port security the attack has reached over 2000 MAC addresses in a matter of minutes.

[image: image43.jpg]Sl¥shov int
Sl#shov interfaces £0/6 trunk

Port Hode Encapsulation Status Native vlan
Fal/6 desirable 802 1q trunking 1

Port Vlans alloved on trunk

Fal/6 1-4054

Port. Vlans alloved and active in management domain

Fal/6 1.10

Port. Vlans in spanning tree forvarding state and not pruned
Fal/6 1.10

S1g




The 3 violation configurations will now be penetration tested using MacOf to see how the switch reacts to violations in each configuration.

[image: image44.png]root@kali:~# ping 192.168.1.3
PING 192.168.1.3 (192.168.1.3) 56(84) bytes of data
64 bytes from 192.168.1.3: icmp_seq=1 ttl=64 time=0.670 ms

64 bytes from 192.168.1.3: icmp_seq=2 tt ms
64 bytes from 192.168.1.3: icmp_seq=3 ttl=64 time=0.670 ms
64 bytes from 192.168.1.3: icmp_seq=4 ttl=64 time=0.068 ms

~c

192.168.1.3 ping statistics -
4 packets transmitted, 4 received, 0% packet loss, time 78ms
rtt min/avg/max/mdev = ©.068/0.069/0.070/0.006 ms
root@kali:~#




The default port security configuration is “shutdown”, this configuration reacts to violations by shutting down the offending port requiring manual reopening by issuing the command “shutdown” followed by “no shutdown” on the offending ports. 
[image: image45.png]Test Scenario 4
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Penetration Testing Tool

Yersinia
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Test1 Default Configuration: DTP enabled and
dynamic desirable/auto
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Here you can see a port violation resulting in the shutdown of port f0/6, a log message including the offending MAC address is shown. The port will have to be reopened manually.

The next violation configuration to be tested is “protect”. The protect configuration ignores violating MAC addresses and resumes normal operations, however there is no way to know there has been a violation.

For this test 10 mac addresses were sent to the switch. All MAC addresses were rejected however there is no way to see the violating MAC addresses.
[image: image46.jpg]Sl(config-i1f)¥switchport nonegotiate
S1(config-if )#

S1(config-if )#int range £0/1-24
S1(config-if-range)#switchport nonegotiate
S1(config—if-range)#exit

S1(config)#exit

S1#

Sl#shov interfaces £0/6 switchport

Nane: Fal/6

Switchport: Ensbled

Adninistrative Mode: static access

Operational Mode: static access

Adninistrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: native
Negotiation of Trunking: OFf

hocess lode VLAN: 1 (default)

Trunking Native Hode VLAN: 1 (default)
Adninistrative Native VLAN tagging: enabled

yoice VLAN: none

Adninistrative private-vlan host-sssociation: none
Adninistrative private-vlan napping: none
Adninistrative private-vlan trunk native VLAN: none
Adninistrative private-vlan trunk Native VLAN tagging: enabled
Adninistrative private-vlan trunk encapsulation: datlq
Adninistrative private-vlan trunk normal VLANs: none
Adninistrative private-vlan trunk associations’ none
Adninistrative private-vlan trunk nappings: none
Operational private-vlan: none

Trunking VLAls Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capturs Hode Disabled

Capturs VLANs Allowed: ALL

Protected: false
Unknown unicast blocked: disabled
Inknown multicast blocked: disabled
Applisnce trust: none

S |




The final violation configuration is “restrict”. The restrict configuration behaves the same as protect however adds to the violation counter for each MAC address violation that occurs on the port. 50 MAC addresses have been sent to this switch and as shown in the image below, the violation count has reached 50.
[image: image47.png]Yersinia 0.8.2
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There are other methods of preventing MAC address flooding such as restricting the maximum amount of mac addresses allowed on a poort, and manually inputting trusted mac addresses.

[image: image48.png]Scan Tools Profile Help

Zenmap

[192168.10.1

Target:

[ v | profite: |

[ v | [scan] [Cancel

Command: [nmap -p1-24 -T4-A192.168.10.1

Hosts || Services

Nmap Output | Ports / Hosts | Topology | Host Details | Scans

05 Host v

nmap -p1-24 -T4 -A192.168.10.0/24

|petails

PORT
1/tcp
2/tcp
3/tcp
4/tcp
5/tcp
6/tcp
7/tcp
8/tcp
9/tcp
10/tcp
11/tcp
12/tcp
13/tcp
14/tcp
15/tcp
16/tcp
17/tcp
18/tcp
19/tcp
20/tcp
21/tcp
22/tcp
23/tcp
24/tcp

Filter Hosts

STATE
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed

SERVICE
tepmux
compressnet
compressnet
unknown

rie

unknown
echo
unknown
discard
unknown
systat
unknown
daytime
unknown
netstat
unknown
qotd

msp

chargen
ftp-data
ftp

ssh

telnet
priv-mail

VERSION

Too many fingerprints match this host to give specific 0S details
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[image: image49.png]root@kali: ~

File Edit View Search Terminal Help

root@kali:~# ping 192.168.10.1

PING 192.168.10.1 (192.168.10.1) 56(84) bytes of data.
64 bytes from 192.168.10.1 _: .27 ms
64 bytes from 192.168.10.1 X .64 ms
64 bytes from 192.168.10.1: icmp_seq=3 ttl=255 time=0.723 ms
~C

-- 192.168.10.1 ping statistics -
3 packets transmitted, 3 received, 0% packet loss, time 5ms

rtt min/avg/max/mdev = 0.723/1.878/2.639/0.832 ms

root@kali:~# nmap 192.168.10.1

Starting Nmap 7.70 ( https://nmap.org ) at 2019-84-25 17:58 UTC

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled
Try using --system-dns or specify valid servers with --dns-server:

Nmap scan report for 192.168.10.1

Host is up (0.0026s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE
22/tcp open ssh
80/tcp open http
443/tcp open https
MAC Address: 00:E1:6I

5:C1 (Cisco Systems)

Nmap done: 1 IP address (1 host up) scanned in 6.71 seconds
root@kali:~# JJ [~



This command restricts the port to a maximum of 10 MAC addresses.
This command allows manual input of trusted MAC addresses to be accepted on a selected port.

	Test Scenario 3
Mac Flooding
	Penetration Testing Result
	Notes

	Test 1: 

No Port security
	Success
	No port security, MAC table vulnerable to flooding.

	Test 2:

Violation Mode: Shutdown
	Failure
	Port shut down on a violation MAC address table is safe. Violating MAC address logged to allow manual blocking.

	Test 3:

Violation Mode: Protect
	Failure
	Violating MAC address rejected, normal operation is resumed. No logging of violating MAC address

	Test 4:

Violation Mode: Restrict
	Failure
	Violating MAC address rejected, normal operation is resumed, violation counter is increased to allow monitoring of violations.


The MacOf penetration testing was a partial success. The MAC address table was able to be flooded rapidly when no port security was configured. However, all three port security violation modes dealt with the attack preventing any damage to the switch and network.
Proper port security configuration is a must against this type of attack, results could be devastating when flooded data is accessed by the malicious hacker. The appropriate security configuration depends on the network setup and its needs. Manually reopening ports can be frustrating if attacks are regular, so a protect or restrict configuration may be best used in this situation.

Physical security is also a strong defence to this type of attack. Switches can be locked in secure cabinets/enclosures/racks. Locking network devices in secure enclosures minimises the possibility of a rogue device accessing a switch to launch this type of attack. Restricted access to areas of a building would also help to prevent this type of attack.
Test Scenario 4 – VLAN Hopping using Yersinia
To begin, a VLAN is created to attempt a VLAN hopping attack, which can allow communication between VLANs as well as potentially gaining access to all VLAN information on a targeted switch.
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The attacking PC is connected to fa0/6. 

By default, DTP is enabled on the switch ports to allow dynamic configuration. [image: image9.jpg]Sl(config)¥int £0-1
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Yersinia is able to utilise these DTP packets to attempt to spoof itself as a switch, then establish a trunk connection with the targeted switch as seen below.
Here Yersinia can be seen attempting to establish a trunk connection with the targeted switch.
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The attack is successful, and the PC connected to f0/6 appears as a switch trunk.
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The attack is successful, and the attacking PC is viewed as a trunk connection with access to ALL VLANs
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Using the commands below it is possible to add the VLAN 10 on the spoofed switch.
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The attacking PC now has access to all VLANs on the targeted switch.
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Here you can see a successful ping to a PC on VLAN 10 from the attacking PC on VLAN 1. This concludes a successful VLAN hopping attack.
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Yersinia relies on DTP to attempt VLAN hopping, so using the command “switchport nonegotiate” should prevent a successful attack. 
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After using the above commands Yersinia is unable to detect DTP on the switch and is unable to launch a VLAN hopping attack.
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Another defence to VLAN hopping attacks is to set all unused or end user ports to “access” mode, removing the chance for a dynamically connected trunk from any source.[image: image11.jpg]Si#show dtp int £0/5
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Similar to the previous results, Yersinia is unable to detect DTP and is unable to launch a VLAN hopping attack due to end user ports being configured in “access” mode.
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	Test Scenario 4
VLAN Hopping
	Penetration Testing Result
	Notes

	Test 1: Default configuration, DTP enabled, dynamic desirable/auto
	Success
	Attacking PC able to act as a switch creating a trunk link to the targeted switch. VLAN hopping achieved with access to all VLANs. Ping to PC outside VLAN successful.

	Test 2: Nonegotiate command used
	Failure
	Unable to negotiate with targeted switch to form trunk link, spoofing unsuccessful 

	Test 3: End user ports set to “Access” mode
	Failure
	Unable to launch attack due to non-dynamic port configuration


The VLAN hopping attack was a surprising success, with the attacking PC able to establish a trunk connection to the switch and successfully ping a PC from a different VLAN, as well as have access to all VLANs on the targeted switch. But ultimately the defences held up and prevented the attack from happening when correctly configured.
This type of attack could wreak havoc on a network if undetected. Confidential VLAN information can lead to further attacks on the network, as well as confidential information being accessed. It would be possible to introduce a range of harmful software into a network with such access to a network such as malware, trojans, keyloggers and more.
Thorough configuration of the network can prevent these attacks as demonstrated. Hard coding switch ports and not allowing ports to negotiate with requests can prevent VLAN hopping. Although DTP allows quick setup of a network the risks are evident.

Physical security is a strong defence to VLAN hopping. Locking network devices in secure enclosures minimises the possibility of a rogue device accessing a switch to launch a VLAN hopping attack. Restricted access to areas of a building would also aid in the defence of the network from VLAN Hopping.

Test Scenario 5 – SSH Brute forcing using THC Hydra
Using information gained from the NMAP scans previously, THC Hydra will be used to attempt to brute force the SSH on the targeted switch.
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Crunch is a tool that allows creation of word lists using criteria specified in the creation command. The “6 6” selects minimum and maximum password length. The “abciso” selects the characters to be used in the word generation text file. The “-o Documents/pass.txt” outputs the data into a file stored in the documents folder.
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After attempting a brute force attack using wider parameters and realising the time investment required would be unreasonably long while using old equipment, the parameters have been narrowed down. The end result is basically the same without the extra time investment.
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Here you can see the target being set inside Hydra. 192.168.10.1 is the switch virtual interface that the attacking PC is connected to. The port is set to 22 as discovered in the NMAP scan, SSH is the protocol being attacked.

The username is being entered to reduce testing times. The password list being used is the previously created text file.
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Below is another method of generating passwords but may require more processing power, or take a longer time compared to using a simple password list using a pre generated text file.
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The above attack was launched however the time it would take to process the 320,797,157 attempts was thought to take an unreasonably long time with the hardware being used. As mentioned above the parameters were narrowed down in further testing.
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20736 attempts took around 10-15 minutes however the attack was unsuccessful due to Key exchanging methods preventing access to SSH.
[image: image12.png]File _Edit
root@kali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
rootgkali
root@kali:~# ssh admin@192.168.10.1
Unable to negotiate with 192.168.10.1 port 22: no matching key exchange method f
ound. Their offer: diffie-hellman-groupl-shal

root@kali:~# JJ [~

oo o o R R R Rk R R R R R R





	Test Scenario 5
	Penetration Testing Result
	Notes

	Test 1: Brute forcing a weak password: cisco
	Failure
	The brute forcing went ahead however the attacking PC was unable to finish the attack due to a problem arising with the key exchanging method.

	Test 2: Brute forcing stronger password: cisco12345
	Failure
	Similar to the previous test the brute force attack was launched, however was cancelled early due to time restraints using old equipment. Using the crack times of the weaker password cracking attempt, the estimated time to finish a 10-character brute force would take approximately 2600+ hours to complete. 

The key exchanging method would likely prevent connection similar to the first test under the same conditions.


Due to the NMAP scan showing an open SSH port, it was possible to attempt to launch a brute force attack to gain access to the SSH service. Hydra was able to attempt to brute force the SSH on the switch through the 192.168.10.1 SVI. The brute forcing went ahead but access was eventually denied due to a key exchanging method problem in both instances.
The second test was cut short due to estimations of crack times exceeding reasonable times with the equipment being used. 10-15 minutes for 20,000 attempts equates to over 2600 hours to process 320 million attempts.

The capabilities of brute forcing passwords using Hydra are apparent and would be even stronger when using more powerful equipment. Longer passwords with mixtures of capitals and symbols take exponentially longer time to brute force. 
Avoiding common passwords is also a strong defence as there are lists that are comprised of the most commonly used or default passwords. These tests are faster to run than a full a-z 0-9 brute force attack as they are more focused on regularly used passwords. 
Chapter 6 - CONCLUSIONS AND RECOMMENDATIONS

6.1 Summary

An extensive literature review was carried out detailing the threats to a network of a small home network all the way up to large scale business networks. Types of attacks were covered as well as the damage that can be caused, who is most vulnerable to each type of attack and how to defend against such attacks.
The tools to be used in the project are explained in detail, showing how they carry out the attacks, what services/devices they can attack, and the damage that can be caused by the attack. Some attacks can also lead into other attacks depending on the information gained, or level of access achieved.

A research methodology was created to explain the types of data that will be created, handled and analysed. The process of creating and handling the data was also covered. A plan was created visualising the flow of the project from start to finish.

5 test scenarios were designed in order to create an isolated network environment for targeted penetration testing. The 5 test scenarios each incorporate the use of 1 penetration testing tool to attempt to attack the designed network. Each penetration test was carried out multiple times with varying levels of security configured, from 0 security configuration (default in some cases) to full security configuration. 
The results of each penetration test were documented and analysed. Images of configurations and images of the penetration process have been included. Each test scenario had some element of success, with security configurations defending against the penetration test when configured correctly.
6.2 Conclusion

The project was an overall success. The multiple penetration testing methods that were researched were chosen and utilised to penetration test a range of specifically designed testing scenarios. Each scenario had some element of success when penetration testing low or default security configurations, and the security configurations designed to prevent such security breaches held up against the penetration testing tools when implemented correctly. 
The literature review covered a wide range of threats to networks of all sizes. The uses and possible damage caused by each network threat were explained in detail. The viable defences to each type of cyberattack were listed and a section added mentioning the most vulnerable/susceptible to certain methods of attack due to the nature of the attack methods and types of business operations such as mission critical.
The methodology section accurately outlined the data creating/handling processes to be used throughout the project including the strategies used to create, collect, document and analyse the data. Limitations for the project are also discussed to ensure the project stayed within the ethical and moral guidelines set for the project. Due to the project being performed on an isolated network removing the chance of any outside damage or personal damage being caused, it is safe to say that the project adhered to all ethical and moral guidelines set.
The research design started off by breaking down the relevant layers of the research onion. Focusing on the creation of all experimental data as well as the handling, documentation and analysis of the created data. A project plan was created to map out the direction and processes required to aid in the completion of the project.
The problem formulation laid the framework for the 5 testing scenarios that were to be penetration tested. This included the 5 tools that were used in the experiments, the control aspects for each testing scenario and the base configurations for each testing scenario. The design section fine-tuned the test scenarios to be more suited to the tools that were to be used in each scenario. 

The implementation section documented the extra configurations that were required to be added to the base configuration of each scenario. This allowed for comparisons to be made between different security configurations during each testing scenario.
Due to the meticulous planning processes that went into designing each test scenario, the penetration testing was able to be carried out smoothly and accurately as expected aside from one problem. 

A problem affected the use of a bootable Kali Linux USB during test scenario 5. The USB bootable Kali Linux was successfully used for test scenarios 1 through 4 however would fail to work for scenario 5. A spare laptop was substituted for the Cisco lab PC which resulted in reduced processing power, from an i7 CPU and dedicated graphics card down to an i3 CPU with integrated graphics. 

Test scenario 5 was the most processing power reliant test as it involved involving a brute force attack, however the end results were essentially unaffected. The drop in processing power simply meant that the brute forcing process would take longer to complete. Although a minor inconvenience, the project was carried out as planned and all results were recorded as expected.
6.3 Recommendations FOR FURTHER Research

The designed test scenarios covered a wide range of penetration testing methods including Renaissance (NMAP), Packet Sniffing (NMAP), Flooding (MacOf), spoofing (Yersinia) and Brute Forcing (Hydra). 

More penetration testing methods could be attempted in future, as well as attempting to further penetrate a single system deeper than just 1 attack. In this project each penetration testing method was isolated to view results from single tools.
Different network configurations could also be tested. Testing a wider variety of network configurations with the same tools in order to analyse the different behaviours of each penetration testing tool and/or network hardware could provide more information. 
Social engineering could be explored as a means of gaining unauthorised access to a system, however that would most likely cross the line of unethical research as you are potentially dealing with real confidential sensitive information.
Chapter 7 – Reflections 
Reflection Statement

Overall the project went ahead as planned. All test scenarios were able to be completed as expected. All objectives and the aim of the project were achieved and documented as set out from the beginning of the project.

The aim of the project was to compare results from penetration testing of varying levels of security ranging from basic (or default) security configuration to full security configurations in place. As displayed in the testing section of the project which includes all analysed penetration testing results, it would be fair to say the goals set for the project were achieved
What was learnt during the project?
During the project, experience was gained in the use and behaviours of multiple penetration testing tools. Effectiveness of security configurations was also realised during penetration testing. The potential damage to a network was explored in various ways throughout the project. Being able to problems faced during the project with a calculated and logical manor. Prioritising tasks in order to ensure the project is completed as planned.
Things that could have been done differently during the project:
· Penetration test on different network configurations

· Use different penetration testing tools

· Penetration test a whole system using multiple tools and techniques rather than isolated scenarios

· Attempt other methods of attacking a system such as social engineering

· Plan for problems to allow more time to overcome them

· Stay focused on the project not to go off plan resulting in lost time

· More research on penetration tools to ensure testing goes smoothly

Problems faced during the project

The only real problem faced during the project was the issue with loading from the USB bootable Kali Linux. The replacement laptop although not as powerful as the intended machine, was a suitable alternative and was believed to produce the exact same results however with a slightly longer time investment to complete the task. Each penetration scenario was able to be performed as planned even with the less powerful hardware.

Positives of the project

· Having a clear set out aims and objective from the start to allow easier monitoring and achievement of goals set for the project
· A well-researched literature review to ensure all information that is needed to complete the project as planned

· A good plan in place to ensure the smooth flow of the project from start to finish

· A focused problem formulation and testing plan to allow smooth and accurate testing with less room for mistakes and delays
· Fast logical decision making to overcome problems resulting in less time delays and continuation of the project as planned

Guidance for future students

· Select an achievable project as early as possible to maintain focus from start to finish
· Perform a thorough literature review to cover all required aspects of the project.
· Prioritise tasks to ensure deadlines are met.
· Keep focussed and maintain motivation throughout the project.
· Ensure all University rules and procedures are followed.
Objectives
· Provide a critical literature review of cybersecurity attacks and the penetration tools used to detect vulnerabilities
A critical literature review was included in the project – Achieved

· Carry out penetration testing on the created network using tools available in Kali Linux
Multiple penetration tests were carried out in many different testing scenarios set out for the project. – Achieved

· Analyse and document the process of penetration testing the Cisco 3560 switch.
All test scenarios were documented and analysed from the beginning of the process to the end results achieved from penetration testing. – Achieved

· Provide a detailed, thorough report of the results of the penetration testing
The results of each testing scenario were well documented with analysis included below the brief analysis table of results for each scenario. – Achieved

All objectives set for the project have been achieved.
chapter 8 – REFERENCES
[1]
“Business cybercrime up 63%, UK stats show.” [Online]. Available: https://www.computerweekly.com/news/252433873/Business-cyber-crime-up-63-UK-stats-show. [Accessed: 18-Nov-2018].
[2]
“Top cybersecurity facts, figures and statistics for 2018 | CSO Online.” [Online]. Available: https://www.csoonline.com/article/3153707/security/top-cybersecurity-facts-figures-and-statistics.html. [Accessed: 18-Nov-2018].
[3]
C. Li, “Penetration Testing Curriculum Development in Practice,” 2015. [Online]. Available: http://www.jite.org/documents/Vol14/JITEv14IIPp085-099Li1014.pdf [Accessed: 18-Nov-2018].
[4]
D. Dalalana Bertoglio and A. F. Zorzo, “Overview and open issues on penetration test,” J. Brazilian Comput. Soc., vol. 23, no. 1, p. 2, Dec. 2017. [Online]. Available: https://journal-bcs.springeropen.com/articles/10.1186/s13173-017-0051-1 [Accessed: 18-Nov-2018].
[5]
P. A. Raj Kumar and S. Selvakumar, “Distributed denial of service attack detection using an ensemble of neural classifier,” Comput. Commun., vol. 34, no. 11, pp. 1328–1341, Jul. 2011.
[6]
“How to DDoS Like an Ethical Hacker.” [Online]. Available: https://heimdalsecurity.com/blog/how-to-ddos/. [Accessed: 19-Nov-2018].
[7]
H. Holm, T. Sommestad, U. Franke, and M. Ekstedt, “Success Rate of Remote Code Execution Attacks Expert Assessments and Observations.” [Online]. Available: http://kth.diva-portal.org/smash/get/diva2:510940/FULLTEXT02.pdf [Accessed: 19-Nov-2018].
[8]
“Heartbleed Bug.” [Online]. Available: http://heartbleed.com/. [Accessed: 20-Nov-2018].
[9]
“Everything You Need to Know About Network Probes.” [Online]. Available: https://www.helpsystems.com/resources/articles/everything-you-need-know-about-network-probes. [Accessed: 20-Nov-2018].
[10]
“Social Engineering a General Approach - ProQuest.” [Online]. Available: https://search-proquest-com.ezproxy.uwtsd.ac.uk/docview/1567062960?accountid=130472&rfr_id=info%3Axri%2Fsid%3Aprimo. [Accessed: 20-Nov-2018].
[11]
“5 most targeted industries for DDoS attacks | PropertyCasualty360.” [Online]. Available: https://www.propertycasualty360.com/2014/09/12/5-most-targeted-industries-for-ddos-attacks/?slreturn=20190007214416. [Accessed: 08-Jan-2019].

[12]
“DDoS Protection Service | Anti DDoS Mitigation | Cloudflare UK.” [Online]. Available: https://www.cloudflare.com/en-gb/ddos/?utm_referrer=https://www.cloudflare.com/. [Accessed: 09-Jan-2019].
[13]
“Remote Access Attacks: How to Protect Against Malware.” [Online]. Available: https://www.securitymetrics.com/blog/remote-access-attacks-how-protect-against-malware. [Accessed: 09-Jan-2019].
[14]
“What are Black Box, Grey Box, and White Box Penetration Testing?” [Online]. Available: https://resources.infosecinstitute.com/what-are-black-box-grey-box-and-white-box-penetration-testing/#gref. [Accessed: 16-Jan-2019].
[15]
“Black-Box vs Grey-Box vs White-Box Penetration Testing | Packetlabs.” [Online]. Available: https://www.packetlabs.net/types-of-penetration-testing/. [Accessed: 16-Jan-2019].
[16]
“Black box, grey box, white box testing: what differences?” [Online]. Available: https://www.nbs-system.com/en/blog/black-box-grey-box-white-box-testing-what-differences/. [Accessed: 16-Jan-2019].
[17]
“What is a layer 3 switch and why would your network need it?” [Online]. Available: http://techgenix.com/layer-3-switch/. [Accessed: 12-Mar-2019]. 
[18]
“Nmap: the Network Mapper - Free Security Scanner.” [Online]. Available: https://nmap.org/. [Accessed: 25-Mar-2019].
[19]
“Wireshark · Go Deep.” [Online]. Available: https://www.wireshark.org/. [Accessed: 25-Mar-2019].

[20]
“macof - Kali Linux Tutorials.” [Online]. Available: https://kalilinuxtutorials.com/macof/. [Accessed: 25-Mar-2019].

[21]
“Yersinia | Penetration Testing Tools.” [Online]. Available: https://tools.kali.org/vulnerability-analysis/yersinia. [Accessed: 25-Mar-2019].

[22]
“THC Hydra – SecTools Top Network Security Tools.” [Online]. Available: https://sectools.org/tool/hydra/. [Accessed: 25-Mar-2019].

[23]
“Research Philosophy - Research Methodology.” [Online]. Available: https://research-methodology.net/research-philosophy/. [Accessed: 25-Mar-2019].
PROJECT MANAGEMENT

Proposed Gantt Chart

Actual Gantt Chart

Risk analysis

Due to the nature of this project, there is minimal chances for the project to cause harm to any person or system. The whole project will take place on isolated network configurations in the cisco lab. The tools being used are not intended to cause damage to a system, only perform scans/penetration testing. No hardware or software can be damaged during this project
No confidential data will be handled at any stage during this project. The only data present throughout this project will be screenshots from penetration testing outputs which contain no personal or confidential information.

If for any reason access to the cisco labs is not possible, testing may be carried out on a virtual box system setup which should adhere to the above conditions and provide similar if not the same results from the penetration testing.
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