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1. [bookmark: _Toc149904603]Introduction
This report will aim to provide a general understanding of computer viruses in general, with a focus on ransomware in particular, including a specific example of the ransomware CrytoWall. 
It covers specifics such as:
· Which files are targeted 
· How does it work?
· How can you avoid ransomware
· What to do if you are the subject of a ransomware attack
2. [bookmark: _Toc149904604]Viruses
2.1. [bookmark: _Toc149904605]General overview
 computer Virus is a piece of unwanted software that will infect a users computer system, usually by being unknowingly downloaded with another, wanted, piece of software, this software is often called the ‘host’ . A computer virus can have many different motives, for example:
· To steal information and use it for gain
· To cause harm to a person or company
· To spread a message
· Or just for fun
2.2. [bookmark: _Toc149904606]How do they infect your computer?
As previously stated, the computer virus can be downloaded via a ‘host’ download, once the host software has been downloaded, the virus waits until the host software is ran, which allows the virus’ code to be executed [1]. However, once a virus has infected a computer, it can be passed onto other computers through different ways, for example, exploiting other computers that are connected to the same network as the infected computer. 	
3. [bookmark: _Toc149904607]Ransomware 
3.1. [bookmark: _Toc149904608]General overview
Ransomware is an attack that aims to inconvenience the victim by stopping them from accessing their documents or files, with the aim to extort money from them for the return of the files. This can affect individuals and businesses in different ways. For example, in 2015, a ransomware called CryptoWall caused around $325 million in damages [2]. Ransomware can however, be used to create damages or disruption to companies or countries, through state sponsored attacks, or just to cause damage.
Ransomware can work in two main ways, It can lock the desktop, or lock access to the files, leaving the victim to either pay, or to lose those files. The ransomware locks files by encrypting them, which means it is near impossible to get access to the files, without the hacker allowing you to.
In a business scenario, the ransomware can also threaten to release documents to the internet, which can be detrimental, if those files contain data for new or existing products or services. 
The aim of the ransomware attacks is to make money from the victim by making them pay a fee to release the files, these payments are often made through services that allow the recipient to remain anonymous, for example, the Tor network, or cryptocurrency networks [2].


3.2. [bookmark: _Toc149904609]Which files do they target
There are lots of different files that the ransomware will try and target, but they will all usually be files that the user has generated, for example:
· Word files
· Power point files
· Spreadsheets
· Data base files
· Code script files
· Other user made files
The aim will be to target any files that have been created and may hold personal or business sensitive data.
[image: filetypes vulnerable to cryptowall encryption]Above is a comprehensive list of files types that are vulnerable to ransomware, specifically cryptowall. [3]
3.3. [bookmark: _Toc149904610]What to do if you get infected
There is a limited number of options available if you do get infected with a ransomware virus, however the main objective should be to remove the virus from your computer. You can do this by:
· Using a specific software to remove malware
· Restore your computer using a back up
The general consensus is to not pay the fee that they ask for, as there is no guarantee that they will give you access to your files again, you will still have the virus on your computer, and it could leave you vulnerable to ransomware attacks in the future [3] [4] [5]. However, some insurance companies offer cyberthreat coverage, which can either cover the cost of lost business, or may cover the cost of paying the ransom, if that is seen as the best choice for the circumstance. [6]
4. [bookmark: _Toc149904611]CryptoWall trojan
4.1. [bookmark: _Toc149904612]Threat specifics
CryptoWall is ransomware that targets windows machines. Once you get infected, it scans your computer and encrypts them using RSA encryption [7]. Once it has encrypted your files, and you can no longer access them, it then opens a notepad file that contains information about how to pay. The ransomware requires you to pay in bitcoin, so that the hacker can remain anonymous, however, as previously stated, it is recommended not to pay, as only 19% of users that pay get their files back [4].
4.2. [bookmark: _Toc149904613]How does it spread
CryptoWall can be installed on your computer a number of ways, for example [4]:
· Phishing emails: these are emails that try to get the user to click on a link in an email, which then downloads the malware onto the users device.
· Exploitation kits: these take advantage of security flaws in software that people use, for example the operation system, or other applications.
· Malicious ads: These are internet ads that try to install the malware through your browser without the user knowing.
After your computer is infected, it adds new code into the explorer.exe application, which then installs malware and deletes hard drive volume copies. The malware will then communicate with the command and control server to encrypt the victims files, on the target computer, connected drives, and on any networks it can connect to. The command and control server generates an encryption key, which is what is used to lock, and unlock, access to your files.
5. [bookmark: _Toc149904614]How to prevent ransomware
There are multiple ways you can protect yourself from ransomware, and most of those practices can be used to protect yourself from malware in general. The first step would be to get an antivirus software installed on all devices that you use. The antivirus software can scan software that has been installed to check for any hidden viruses, and can often included features that block ransomware. The next step is to invest in a backup system. This means that if your files do get held to ransom, you still have the files backed up on a file storage system. Another prevention method you should use is to make sure that all your software is kept up to date, as often as possible, this allows companies to continually patch software and remove any security vulnerabilities that may have been found. You should also make sure that all your employees have had suitable education on how to generate good passwords, how to avoid phishing attacks, and how to check any files for viruses. [5]
5.1. [bookmark: _Toc149904615]What backup systems are effective
There are multiple backup options that can be used to store files, and it is always safer to have more than one option. Backups should be done as often as possible, but it is always useful to keep multiple backups, for example, a recent backup may still contain the malware, but one that was taken a week ago may not. 
There are a two main types of backups available, a local backup, and a cloud based one. A local back up could be a NAS, external drive, or even a USB, however these usually lack extra security like encryption or authentication. They should also not be left connected to the device, to prevent viruses spreading from the device to the backup system. A cloud-based backup can be provided by an external company, and can utilise high levels of encryption, and muti factor authentication. If managed by an external company, they may also scan the files that you upload.  


6. [bookmark: _Toc149904616]Conclusion
In conclusion, ransomware is a specific type of malware threat, that can target both the individual user, and a wider organisation. The focus of the perpetrator is usually to extort money from the victim, by holding valuable files hostage, and requiring payment to release the files. The given advice is to prevent the infection of a system, and stop ransomware from encrypting files, as once it gets in, there is no guarantee you will regain access to your files, even if you do pay the ransom. Putting in place steps to protect your computer systems is the key to protecting them, as well as having a backup system or plan if your system does get compromised. 
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FILETYPES VULNERABLE TO
CRYPTOWALL ENCRYPTION

XSL

Excel Spreadsheet

\WPD

WordPerfect Document

WB2

Webshots Picture File

JIXT

Plaint Text File

TEX

LaTeX Source Document

SWF

Shockwave Flash Movie

.SQL

Structured Query Language

.RTF

Rich Text Format File

.RAW

Raw Image Data File

.PPT

PowerPoint Presentation

.PNG

Portable Network Graphic

.PEM

Privacy Enhanced Mail Certificate

.PDF

Portable Document Format

.PDB

Program Database

.PAS

Delphi Unit Source File

.ODT

OpenDocument Text Document

.OBJ

Wavefront 3D Object File

.MSG

Outiook Mail Message

.MPG

MPEG Video File

.MP3

MP3 Audio File

.LUA

Lua Source File

KEY

Software License Key File

JPG

Joint Photographic Experts Group

.HPP

C++ Header File

GIF

Graphical Interchange Format File

.EPS

Encapsulated PostScript File

.DTD

Document Type Definition File

.DOC

Microsoft Word Document

.DER

DER Certificate File

CRT

Security Certificate

.CPP

C++ Source Code File

.CER

Internet Security Certificate

.BMP

Bitmap Image File

.BAY

Casio RAW Image

.AVI

Audio Video Interleave File

.AVA

AvaaBook eBook

N\ varonis

.ASS

Aegisub Advanced Substation Alpha

.ASP

Active Server Page

JS

JavaScript File

.PY

Python Script

.PL

Perl Script

.DB

Mobile Device Database File

C

C/C++ Source Code File

C/C++/Objective-C Header File

.PS

PostScript File

.CS

C# Source Code File

Obijective-C Implementation File

RealMedia File
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