Activity 1 Attack and Defence warmup
Part 1, Part 2 and Part 3

Part 1 
Task 1: Conduct search of high profile Cyberattacks.
Part A.
The Stuxnet Virus 
This type of virus is a computer worm discovered in 2010 and is potentially the most dangerous malware ever created which was designed to attack Iran’s nuclear programs Programmable logic controllers (PLC’s) to cause havoc within the centrifuges which are used to process uranium for weapons and power.
Marriott data breach 
The attack was part of a Chinese government sponsored cyber-attack which occurred in November 2018. The Marriott International suffered a massive data breach of millions of their guests, which took place over the course of four years starting in 2014 up until 2018 which is when the Marriott realised what was happening. It’s not fully known how the breach occurred, but it’s assumed the attack was done via malware to breach the organisations databases to obtain and gather information.
United Nations data breach 
In 2019 a vulnerability within Microsoft’s SharePoint allowed for an attack on the United Nations core network infostructure within Vienna and Geneva. The attack leaked confidential reports early 2020. The vulnerability also allowed for an attack on the United Nations Environmental Programme which exposed more than 100,000 private employees’ records. 
Microsoft customer support database breach
This breach of Microsoft’s customer support database transpired between January 2019 up until late March. The information that was exposed during this attack was the email addresses and subject title of the customers who used Microsoft’s support channels. The breach was caused by a misconfiguration within the security rules which left the customers information visible for 3rd parties. Although the information wasn’t highly sensitive Microsoft immediately secured the misconfiguration within the database.
Lifelabs data breach
The Lifelabs data breach exposed an estimate of 15 millions Canadians, including customers and employees which involved the exposure of information such as names, addresses, email addresses, login information and lab test results. The type of attack was never announced but this type of attack occurs from hackers’ penetration testing an organisation to test for vulnerabilities. Lifelabs promptly informed the affected users of the situation and worked alongside law enforcement and private teams to enhance their security measures. 

Part B.
Industry
Within an industry setting such as a factory, there are various ways vulnerabilities are able to interrupt, stop and even destroy production for example a vulnerability within the Industrial Control System (ICS) or Supervisory Control and Data Acquisition (SCADA) could allow for unauthorized access to the production line which could allow for attackers to modify production, stop, or even destroy which could lead to the company and staff not being able to make money. 
Energy systems 
As mentioned earlier within this paper, the Stuxnet attack was an attack on a Nuclear powerplant which was designed to attack the Programmable Logic Controllers to cause the meltdown of the nuclear centrifuges to destroy the process uranium for weapons and energy systems that power towns and cities.
Healthcare
In 2017 there was a Ransomware cyberattack known as ‘WannaCry’. The attack targeted outdated versions of Windows operating systems such as Windows XP which was used widely throughout the NHS. This type of attack encrypts everything within the computer rendering it unusable until the set amount has been paid, WannaCry affected multiple hospitals within the NHS forcing patient’s appointments and surgeries to be cancelled and diverted to other hospitals. Microsoft  released patches swiftly to address the vulnerability and the NHS promptly updated their cybersecurity standards by implementing such things as automatic updates to the software and operating systems throughout the PC’s and training for all staff to remind them of the importance of protecting themselves, colleagues, and patients from cybersecurity threats.
Government
In an ever changing technical world cities are becoming more reliant on technology and becoming a network where everything works together such as traffic lights systems. If there was a vulnerability within a traffic control management system this could allow hackers to infiltrate and manipulate traffic signals causing accidents, masses amounts of traffic and even cause the city to come to a stand still where no emergency vehicles are able to navigate the city, and no one is able to get from point A to B this could lead to a catastrophic event within the city.

Part C.
WannaCry
As an employee for over a decade, within the NHS in multiple roles and hospitals the attack inspired me to pursue a future career within cybersecurity to protect the patients and my colleagues within the NHS from further attacks. This type of cybersecurity could have cost the NHS more than just money but the lives of their patients which really stresses the urgency of why cybersecurity is needed and has to be continuously evolving to keep up with threats.

Task 2: Analysis of a Cyberattack

Who were the victims of the attacks?
The WannaCry cyberattack affected organisations all across the world in various sectors such as Healthcare, government, finance one of the major organisations that was attacked was the National Health Service. 
What technologies and tools were used in the attack?
This type of cyberattack was known as a ransomware attack which involves the encryption of files within a computer rendering it unusable for the user until the pay the ransom amount. The exploit was called “EternalBlue” which targeted out of date computers within the operating system Windows XP.
When did the attack happen within the network?
WannaCry occurred in May 2017, spreading across the world quickly.
What systems were targeted?
This attack targeted computers running the operating system Windows XP that weren’t up to date which allowed for hackers to exploit a vulnerability. 
What was the motivation of the attackers in this case? What did they hope to achieve? 
Due to the nature of the type of cyberattack that was implemented, Ransomwares purpose is to encrypt files making the device unusable unless they pay the ransom fee which is usually asked for in Crypto Currency. From this information the motivation of the attack was financial gain.
What was the outcome of the attack? (stolen data, ransom, system damage, etc.)
Organisations were locked out important files for example the National Health Service were unable to view patient information causing patients to miss appointments and surgeries. 
What is the vulnerability and who might exploit it? Explain.
WannaCry’s exploit was called EternalBlue which targeted a vulnerability in the Service Message Block (SMB) used within Windows operating system which allows hackers to infiltrate a network and execute attacks.
Why does the vulnerability exist?
Updates are used to patch vulnerabilities in the software to prevent these types of attacks due to multiple reasons such as staff not being informed of the dangers of cyber attacks and not updating computers the WannaCry attack was able to exploit older versions of the Windows operating system.
What could be done to limit the vulnerability?
The National Health Service has limited this type of attack by rolling out updates with the latest protection on all of their computers and this is done by forcing computers to preform the update. The NHS is also training its staff on how to protect themselves, colleagues, and patients against cyberattacks via mandatory training articles and videos.

Part 2: Background / Scenario


Conduct search of Certification
1. 
· Certified Information Systems Security Professional (CISSP) 
Organisation: (ISC)² - International Information System Security Certification Consortium.

· Certified Ethical Hacker (CEH)
Organisation: EC-Council - International Council of E-Commerce Consultants.

· CompTIA Security+
Organisation: CompTIA (Computing Technology Industry Association).

· Certified Information Security Manager (CISM)
Organisation: ISACA (Information Systems Audit and Control Association).

· Certified Information System Auditor (CISA)
Organization: ISACA (Information Systems Audit and Control Association).


2.
· CompTIA Security+
This type of cybersecurity certification is an entry level certification which is designed for people who are looking to move into a career within cybersecurity. CompTIA Security is a vendor-neutral certificate which means the course covers things such as fundamental security, different technologies, and platforms rather than specific vendor products. The certification recommends more than 2 years of work experience within IT administration roles with security aspects. 
Types of topics covered:
· Threats, attacks, and vulnerabilities 
· Technologies and tools 
· Access management and Risk management

· Certified Ethical Hacker (CEH)
The Certified Ethical Hacker (CEH) certification is similar to CompTIA security+ in terms of being perfect for individuals looking to move into the cybersecurity sector especially ethical hacking and penetration testing. The course offers a vendor-neutral look into the world of cyber security covering topics such as ethical hacking methodologies, techniques, and practices. To pass this course the requirements are to pass 1 exam which advises of no previous experience needed other than completing the course leading up to the exam. 
Types of topics covered:
· Introduction into Ethical Hacking
· Scanning networks
· Malware threats
· Social engineering
· Penetration testing

· Certified Information Systems Security Professional (CISSP)
This certification is known across the world and highly regarded within the cyber security industry. It provides concrete evidence to employers an individual’s knowledge, commitment, and ability within the cyber security realm. Similar to the above courses and most courses cybersecurity organisations offer this course is also vendor neutral which means it covers vast cybersecurity subjects rather than tailored to a specific organisation. To obtain the certificate individuals need to complete one exam the requirement of the exam is a minimum of five years working experience within two or more of the eight domains of (ISC)² CISSP Common Body of Knowledge (CBK). 
Types of topics covered:
· Security and risk management
· Asset Security
· Security Architecture and Engineering
· Communication and Network Security
· Software Development



Investigate positions available within cybersecurity
3. How many new job listings were posted within the last two weeks?
384 jobs within the Cyber Security sector were posted within the last two weeks.

4. What is the salary range for the top 10 listings?
1. £18k-£24k
2. £65k-£70k
3. £41k-£56k
4. £67k-£96k
5. £36k-£45k
6. £46k-£50k
7. £24K
8. £62K
9. £45K-£65K
10. £26K-£31K
Which provides an overall average salary of £47,600 for cybersecurity jobs within a 40mile radius of CF14 2DF postcode. 

5. What are the most common qualifications required by employers?
· Bachelor’s degree:
· Computer science
· Networking 
· Cybersecurity
· Certificates:
· Certified Information Systems Security Professional (CISSP)
· Certified Ethical Hacker (CEH)
· CompTIA Security+
· Experience:
· Work experience
· Intern/volunteer experience
· Websites such as TryHackMe
· Skills and knowledge: 
· Technical skills 
· Soft skills

6. What industry certifications are required by these employers?
Employers look for candidates with the following certifications:
· Certified Information Systems Security Professional (CISSP)
· Certified Ethical Hacker (CEH)
· CompTIA Security+


7. Investigate online resources that allow you to legally test your hacking skills. These tools allow a novice with limited cyber security experience to sharpen their penetration testing skills. One such site is Google Gruyere (Web Application Exploits and Defences). What kinds of challenges can you find
As a premium user of the following website TryHackMe.com it provides vast amounts of classrooms such as penetration testing, ethical hacking, capture the flags, forensics and incidents responses,  and web application security each of these class rooms is interactive and provides virtual machines with various tools such as Kali and N-map to experiment within a safe environment where no illegal activity can be actioned. 

Part 3: Social Engineering Attack

Red Team
1. What is your Plan?
Not ask specific suspicious questions but become close to the target and ask questions unrelated to lower their defences. 
2. How did you implement your Plan?
Distracting some members of the blue team with nonspecific questions and unrelating information while asking the odd question that relates to gaining the information required.
3. Are you successful in gathering information?
Not very well due to the environment and the blue team having the advantage of prepping for red team to ask specific questions they were able to have their guards up. In a real world environment this type of strategy may have had a better chance of working.
4. If yes, how?
N/A
5. If No, what measures you would take to improvise your attack next time?
Yes to improve on this type of strategy we believe because the blue team were aware of the attempt we could gather the information through confusion or even ease dropping on conversations and trying to view their computers to see if there is any valuable information there.

Blue Team
6. What is your Plan?
To always keep private information private and not lower defences for anyone that isn’t authorised to know classified information.
7. What are the key aspects you discussed with your Team?
If approached by a member outside of our team don’t disclose any important information and keep your guard up. Make sure no one can hear confidential conversations and keep important information out of view from non-team members.
8. Were you compromised?
No the red team were unable to obtain any information of value due to the key aspects our team prepped for which kept our information safe.
9. If yes, How?
N/A
10. If No, explain the attackers move and your steps to defend
Due to the environment this done in, the blue team had an unfair advantage of being overly prepared for an attack to the point of being overly paranoid which doesn’t always represent a real world situation but has shown us to be more careful with important information and how to study people who might be acting unethically.
The attacks felt like salesmen trying to become friendly and starting unnatural conversations while also being obvious when trying to ease drop or look at important computer information.
