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1. Analyse potential links between terrorism and other forms of criminality, and comment upon the potential of an insider threat within the police service.

Terrorism is defined within The Terrorism Act 2000 (UKGOV 2019) as the use or threat of an action to influence the government, an international governmental organisation, or to intimidate the public, and the use or threat is for the purpose of advancing a political, religious or ideological cause. The actions included within this act include; serious violence against a person, serious damage to property, endangering a person’s life, creating a serious risk to the health or safety of the public or a section of the public, and an action designed to seriously interfere with or seriously disrupt an electronic system. The College of Policing (CoP) (2020) go on to state that although not every hate crime is linked to terrorism and extremism, however it is likely that a terrorist act is motivated by hate, and this hate may be; personal, ideological, or the result of manipulation by others.

Further to the above Kurtulus (2017) states that terrorist organisations “may be inclined to use tactics that are geared towards causing, fear, intimidation or terror among a general population” in order to promote their aims, or supress dissidents of said aim. Such tactics and events are likely to receive wide scale global media attention which in turn can result in terrorism becoming a constantly recurring phenomenon within the public’s daily lives on a global level (Onat et al, 2021). A brief search within the news media will show how terrorism is a constantly changing and developing phenomenon with ideology, tactics, and use of technology constantly evolving, For example in recent times the UK has seen a rise in terrorist attacks whereby vehicles are used as a weapon in so called ‘car-ramming’ attacks. There were three high profile examples of this in 2017 alone, including; Finsbury Park, London Bridge and Westminster Bridge. Prior to 2008 most high profile terrorist incidents within the UK involved planted bombs or explosive vests on suicide bombers including; the IRA and Real IRA bombings between 1996 and 2001, the 7th July 2005 suicide bombings, and the attempted bombing of Glasgow Airport (BBC, 2017).

Another tactical development of terrorism has been the emergence of ‘insider threat’ terrorism. Einwechter (2002) defines an ‘insider’ as “someone who is entrusted with authorised access, who instead of fulfilling assigned responsibilities, manipulates access to a system to exploit it”. To further this Greitzer et al. (2012) identifies acts committed by an ‘insider’ threat as those conducted by a trusted individual which happen when the individuals behaviour depart from the established policy, whether by malice or disregard for security policies. The emergence of the insider threat has resulted in there being a need for the Police service as well as their associated agencies to be aware of the threat posed, below I will examine the associations between criminality and terrorism and discuss the potential of an insider threat within the police service. 

In many cases, terrorism requires funding in order to “train, reconnoitre targets and support cells or dispersed networks” (Leivesley, 2006). Organised crime is a typical method used to fund terrorism, Clarke (2016) identified that “when the Islamic State in Iraq and Syria (ISIS) began to generate lower profits from the sale of black market oil, it supplemented the losses by trafficking antiques, managing fish farms, and running car dealerships”. Roth (2006) further identified transnational organised crime (TOC) activities funding terrorism as; drug trafficking, human smuggling, illegal immigration, extortion, money laundering, and other types of smuggling. He goes on to further state that “TOC is now considered the ‘lifeblood’ of many terrorist organizations”.

ID theft is now considered as one of the major strategies used within terrorism in order to fund their activities (Lindenmeyer and Bergquist, 2004), (Waggoner, 2001), Further to providing funding through the sale of stolen identification, ID theft can be beneficial to terrorism as it “also slows the ability of law enforcement to discover the primary intent, such as drug trafficking or a terrorist attack” (Organised Crime, 2003). This is achieved by the identification being used to support the user’s false identity, enabling them to open banking or credit accounts, and allowing national or international travel. ID theft can also be used to gain access to areas, organisations or positions previously unavailable. The 9/11 terrorist attacks are an effective example as to how a fraudulently obtained identification can be used in order to gain access. On this occasion two of the terrorists, Hani Hanjour and Khalid Al-Mihdhar fraudulently obtained notarized drivers licence applications to obtain their licences, and in turn used their licences to attest the residency of two further attackers Salem Al-Hazmi and Majed Moqed. All four used these driver’s licences to board planes on the 11th September 2001 (Ni & Tat-Kei Ho, 2008).

The use of identity theft in order to obtain access to locations or agencies raises the issue of the ‘insider threat’. The Centre for the Protection of National Infrastructure (CPNI) (2021) defines an insider as “a person who exploits, or has the intention to exploit, their legitimate access to an organisation’s assets for unauthorised purposes. An insider could be a full time or part-time employee, a contractor or even a business partner”, they go on to state that an insider may deliberately join a business or organisation specifically in order to conduct an insider act, alternatively, they may be triggered to act during their employment.

Using this, and earlier definitions of ‘insider threat’ it is possible to identify some of the key themes of this threat, which include; 
· Accessibility, this can include but is not limited to information, systems, buildings, areas or equipment. 
· Knowledge of systems, security and organisational procedures. 
· Exploitation of vulnerabilities, these can be within technological procedures, location security, or other employees.
· Intent, this can include causing fear or harm, or a commercial, criminal or terrorist gain.
· Trust, the ‘insider’ may be in a position of authority which may require them having passed a vetting procedure.

There have been numerous incidents of ‘insider’ terrorism including the numerous attacks on Afghan Police, UK, US, and NATO troops during the war in Afghanistan where ‘insider’ terrorists had gained access into the Afghan Police or military and used their position as well as the supplies available to conduct their attacks (BBC, 2013a; BBC, 2013b; BBC, 2013c; BBC, 2014). An example from within the UK include the British Airways employee Rajib Karim who was convicted of terrorism charges having been found guilty of plotting to blow up a plane by using his position to access information which he provided to radical cleric Anwar al-Awlaki (BBC, 2011). 

Policing within the UK is not exempt from the threat of an ‘insider’ attack, in 2020 a serving Metropolitan Police officer was arrested on suspicion of being a member of a neo-Nazi terrorist group (Independent, 2020). In the same year His Majesty’s Inspectorate of Constabulary and Fire (2020) published a review which contained a recommendation that the National Police Chiefs Councils (NPCC) Prevent lead should create national guidance for the police service in applying Prevent to staff vulnerable to radicalisation or extremism.

CPNI (2021) introduced the Insider Risk Mitigation Framework (see fig.1). This framework aims at reducing the insider risk and facilitating an objective review of security, allowing the measures to be updated or deployed in a risk based manner. The framework is split into three main sections, the first of these being the Foundation. Here board engagement and governance is vital to demonstrate to staff the value placed on security and the insider threat strategy. This stage also includes utilising insider threat practitioners and stakeholders who provide specialist insight to ensure a successful implementation of a working insider threat programme. The final step of this stage is to conduct a role based security risk assessment, understanding the risks faced by each organisation is essential in developing appropriate and proportionate security mitigation measures within the insider threat programme.

The next stage of the framework involves implementing mitigations to combat the risk through; upholding policies, standards, guidelines and procedures and ensuring they are understood and consistently enforced. Employment screening and vetting also plays an important role here as it comprises the procedures involved in deciding an individual’s suitability to hold a given role. Physical and technical measures should also be implemented alongside personnel security measures in order to deliver security in an integrated manner. It is also vital to ensure effective education and training in order to ensure individuals know the policies, standards and guidelines in place to maintain security. A monitoring and review programme should also be implemented as it will enable security or personnel issues to be recognised and rectified effectively. The final mitigation to be implemented is utilising appropriate investigation and disciplinary procedures to ensure adherence to security policies are reinforced and that disproportionate actions are minimised. 

The third phase of this framework includes the concurrent actions, which include; communications, security culture, and continuous improvement. Communications plays an important role as the programme should integrate effectively with the organisation’s overall communications strategy. Security culture helps to mitigate against threats from both ‘insider’ attacks and external threats. Finally the programme should be continuously reviewed to measure the effectiveness of any resources used and ensure that it reflects the threats and vulnerabilities of the organisation.
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Fig.1 CPNI (2021) Insider Risk Mitigation Framework.

Following the preventative CPNI framework the UK introduced a counter terrorism structure, this structure consists of the Counter Terrorism Policing Network which includes Counter Terrorism Units (CTUs) and Intelligence Units (CTIUs). There are eleven regional CTUs and CTIUs across the UK (see fig.2). These units collaborate daily to confront the threat from terrorism (CTP, 2022). At the core of this network is the Counter Terrorism Policing Headquarters (CTPHQ), which is responsible for devising policies, strategies, and co-ordinates national projects to provide a single UK wide counter terrorism Policing voice for the government, intelligence agencies and other partners.
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Fig 2. 11 regional CTU and CTIU areas (CTP. 2022)

Together with the CTPHQ is the Operations Centre which acts as a central command consisting of units that provide operational support to the national network. Also within this network is The National Chemical, Biological, Radiological, and Nuclear (CBRN) Centre, The National CBRN Centre unites the emergency services to protect and prepare the UK against the CBRN threat.

Additionally, each UK Police force has a ‘Special Branch’ which falls within the CTP network, Special Branch will identify and investigate; espionage, the proliferation of weapons of mass destruction and their component parts, the subversion of democracy, and of course terrorism. They also act as a liaison between the Police and Security Services. The primary functions of the Security Service are set out within The Security Service Act 1989 (UKGOV, 1989) as the protection of national security and the economic well-being of the UK. As these threats are often covert in nature, the work of the Security Service is achieved through the use of clandestine sources and techniques. The Security Service often works closely with other partners to gather, assess and develop intelligence in order to counter the threat as appropriate (Rimington, 1994).

Also within the Counter Terrorism Network lies the National Counter Terrorism Security Office (NaCTSO). NaCTSO is a policing unit that supports the ‘protect and prepare’ strands of the governments counter terrorism strategy through providing help, advice and guidance to government and industry to protect; crowded places, hazardous sites, personal security, and critical national infrastructure throughout the UK (Protect UK, 2022).

The above listed agencies and departments within the Counter Terrorism Policing Network work to maintain the governments Prevent (HM Government, 2011) counter-extremism programme through targeting the three Prevent objectives; the ideological challenges of terrorism, providing support to individuals vulnerable to recruitment or indoctrination to extremism, and thirdly working alongside key sectors to mitigate the risks of extremism. Targeting organised crime to reduce the funding and facilitation of terrorism is one of the methods used to achieve this. Implementing the CPNI framework is another method of combatting extremism, this is achieved by aiming to reduce the likelihood of the growing threat of ‘insider’ attacks by working alongside key sectors, and identifying and supporting potentially vulnerable individuals. Although the Police service implements this framework, incorporating procedures such as vetting, the threat of an ‘insider’ attack cannot be discounted, and employees within the Police Service have a duty to remain vigilant to the risk of such an attack.
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2. Identify the key issues and challenges of operational policing in the UK, and consider their impact on individual/group wellbeing. Explain the importance of mental wellbeing in policing. Rather than relying on personal experience, you will need to base your answer on evidence, and use academic research to support your points.

Well-being is defined by Rugeri et al (2020) as “the combination of feeling good and functioning well” they go on to further state “the term well-being is synonymous with positive mental health”. Positive mental health, in turn is defined by Sayers (2001) as “a state of well-being in which the individual realizes his or her own abilities, can cope with the normal stresses of life, can work productively and fruitfully, and is able to make a contribution to his or her community”. Conversely to positive mental health, stressors within life and the workplace can contribute to negative mental health.

Policing is a frequently recognised as one of the most stressful roles within society (Menard & Arter, 2013), partly due to the routine exposure to stressors such as distressing or traumatic experiences. Research by Magnavita & Garbarino (2013) further recognised this, however at the time of their writing concluded that there was little research on Police absences to verify this. However, a 2018 Police Federation survey of over 18,000 officers within England and Wales found that the number of officer absences due to stress, anxiety, depression, seeking help for mental health support, and psychological difficulties due to stress at work had increased since 2016 with 79.3% of those surveyed stating they had experienced the above due to their work (Elliot-Davies, 2018). 

There are a number of key issues and challenges associated with operational policing within the UK which contribute to the stressors mentioned above and in turn, the mental wellbeing of officers. Some of these concerns include; the matter of police integrity and combatting corruption, policing a diverse population and the associated cross cultural differences, the perception of the public on both policing and crime, and the policing of critical or major incidents. Given the earlier findings relating to officer absences within the Police Federation survey it is important to attempt to manage the impact these key issues have on officers.

In order to best understand the impact of policing on the well-being of officers we must first be aware of the psychology behind human behaviour, one of the primary theories behind human psychology is the Maslow Hierarchy of Needs (Maslow, 1943) (see fig. 1). This theory suggests that a person’s actions are motivated by the need to achieve certain basic needs, before moving on to more advanced needs. Maslow proposed that all people have an inborn desire to be the best that they can, in order to achieve this they must achieve a number of basic needs first.
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Fig.1 Maslow’s Hierarchy of Needs (Maslow, 1943).
Maslow’s hierarchy has five levels, with the lower levels depicting the most basic of needs (e.g. food, water, warmth and rest), moving up to more psychological and social needs (e.g. friends, relationships, feeling of accomplishment). The final stage is self-actualisation where the individual has reached their full potential. Further to Maslow’s theory. McCleod (2007) added that each person has the capability and desire to achieve self-actualisation, however this progress is often disrupted by the failure to achieve the lower level needs. He further argued that needs do not necessarily follow a hierarchy and a person can self-actualise without satisfying the lower needs, for example those living in poverty are still able to achieve love and belonging without necessarily securing food, water and warmth.

McLelland’s Acquired Needs Theory (McLelland, 1961) is another theory relating to human behaviour which can be connected to well-being. This theory distinguishes three needs (power, affiliation, and achievement) and poses that these three needs drive each individual’s motivation. One of these three traits normally takes precedent over the other two, however all remain present within the individual. McLelland posed that motivation could affect an individual’s health, for example a person’s drive to succeed can cause stress or high blood pressure.

Crowd psychology is also an important consideration when deliberating the impact operational policing issues can have on officer’s well-being. Deeksha (2022) crowd can be considered as a collection of individuals all gathered for a common purpose, often accompanied by a strong emotional response. Examples of crowds can include; people gathered a sporting event, protest or at the scene of an emergency incident. Carter, Drury and Amlot (2021) stated “When addressing public behaviour during mass emergencies and disasters, it is important to consider that such emergencies and disasters will often involve crowds”. They went on to state that having an understanding of crowds is therefore vitally important in ensuring such incidents are managed effectively.

Stott et al (2008) further poses that individuals can be influenced by other members of a crowd, and acts can spread amongst the individuals where they copy the actions of others due to the sense of security and anonymity the individual feels within the group, they analysed this within the context of the Euro 2004 international football tournament where individuals involved in hooliganism were able to influence others not normally inclined to participate in hooliganism when they were part of a larger crowd of people.

Stott and Drury (2017) highlight the importance of the awareness of individual influence and anonymity within a crowd in a policing context, as they state that the “views of the aberrant, irrational and pathological crowd are important because they were also directly associated with particular forms of policing and policy response”. That is, Police forces have adapted how they police and respond to incidents involving crowds based on crowd psychology. For example tactics used by officers can enhance positive behaviour within the crowd, or conversely disproportionate use of force or powers can have a negative impact on the crowd and increase the risk of disorder. Identifying those within the crowd that are influential and adapting the police response to this is key to policing a crowd. (Cabinet Office, 2009; COP 2013c; HMICFRS, 2011).

The above psychological theories can provide an insight into how the key issues and challenges of operational policing can impact officer well-being. I will now review these issues and how they relate to the complexity of operational policing, starting with maintaining police integrity and combating corruption. 

According to the IPCC (2012) “corruption is not widespread, or considered to be widespread, but that where it exists it is corrosive of the public trust that is at the heart of policing by consent”. However, the expectations of the general public are that Police officers adhere to the standards of conduct, and this standard is higher than that expected of the public. (HMICFRS, 2015). As such when incidents of Police corruption are highlighted they receive high levels of condemnation from the public, this enhanced scrutiny can result in officers receiving increased condemnation from members of the public be it as a member of a group or individually. This condemnation can in turn effect the officers Esteem Needs within Maslow’s Hierarchy where their feelings of accomplishment are being diminished, not due to their actions but the actions of others.

The next key issue to consider is policing cross cultural differences. Badges2Bridges (2018) defines cross cultural policing as “the effective use of law enforcement practice aimed at understanding and responding to the needs of cultural, racial and ethnic communities in a manner that maintain their dignity and upholds human rights”. This falls in line with the Policing code of ethics (COP, 2014) and as such any failures or perceived failures can result in high levels of media attention and public scrutiny, a high profile example of this is the police use of stop and search powers (BBC, 2020; BBC, 2022; Dodd, 2022). 

Officers failing to be aware, or misunderstanding the different needs of various cultural, ethnic or racial communities can result in members of those groups developing a mistrust of the police. This mistrust can result in a lack of support from those members and their communities as a whole through influential voices motivating other members, which in turn will be of detriment to policing. Developing actionable intelligence is an important part of policing and Dixon (2002) states “intelligence relies on good communication with the overall community” and as such any lack of support from a community can contribute to reduced actionable intelligence.

The response of police to critical and major incidents is another key issue of modern policing. Major incidents are defined by COP (2013a) as “A major incident is an event or situation requiring a response under one or more of the emergency services’ major incident plan”. A critical incident is defined by COP (2013b) as “any incident where the effectiveness of the police response is likely to have a significant impact on the confidence of the victim, their family and/or the community”. Many incidents have the capability of becoming a critical incident and the definition is intentionally broad to account for this. High profile examples of critical incidents can include the murder of Aamir Siddiqi (COP, 2011), and the case of Fiona Pilkington (IPCC, 2009) which started as incidents of anti-social behaviour.

The management and response of the police to such incidents is important as it contributes to public confidence towards the police service. COP (2013b) have provided a three phase approach to managing critical incidents (see fig.2). 
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Fig.2 Critical Incident Management Cycle (COP, 2013b).
This includes the first phase, which is preparation, consisting of; ensuring staff are trained effectively, the resources are available, and the overall quality of the police response reflects a competent and accountable standard of incident management. The second phase includes identifying a critical incident, and processes to ensure the appropriate persons are notified and that they are managed effectively. Finally phase three consists of restoring public confidence which considers impacts that had a significant impact on public confidence and how that confidence may be rebuilt.

The policing response to critical incidents can impact the public confidence which in turn can lead to negative attitudes and condemnation towards officers, similar to the ways discussed with police corruption and cross cultural differences. However, this key issue can also impact officer welfare through exposing them to incidents that are not only high profile and publicised, but also to traumatic incidents. Such incidents can affect officer welfare negatively, de-briefing and resilience training are a key method in attempting to combat this, this is supported by research conducted by Hesketh, Cooper, and Ivy (2019) who found “that, in a policing context, resilience training is highly effective and can contribute towards positive well-being”.

All of the above key issues contribute to the public perception of policing and crime. The Crime Survey for England and Wales 2016 was analysed by the Office of National Statistics (2017) who found that over three quarters of surveyed adults perceived crime to be a big problem in the country. Additionally they reported that 60% of adults believed that crime in the country was rising as a whole when it had in fact decreased over the surveyed period. In addition to the personal individual experiences, public perception of policing and crime can be influenced by media, communities or group dynamics. As discussed earlier, corruption and critical incidents are often massively publicised as are incidents of negative cross cultural policing. This increased publicity and pressure provide increased stressors on officers, independent investigations into such incidents also contribute to this.

Key issues of policing impact on the public perceptions of policing, and these perceptions in turn can lead to increased pressure on officers, consequently affecting their well-being. Being aware of these key issues can allow officers to take steps to mitigate this impact. Combating and challenging police corruption, along with improving cross community policing and the managing of critical incidents can contribute to improved public perception which in turn, and over time will improve public perception reducing the impact of this external factor on officers psychological needs within Maslow’s Hierarchy. Other methods such as de-briefing and resilience training when managing critical incidents have been shown to improve officer wellbeing, all of these combined can contribute to increased well-being and a higher sense of achievement within officers and in turn I a higher level of service to the public.
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