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                                Cybersecurity Challenges at Jaguar Land Rover 
Business Problem 
This research proposal will focus on the business Jaguar Land Rover (JLR) and how they face the ongoing cyber-attack challenges within the automotive industry. In today’s digital world the vehicle industry has become highly dependent on technology to make, deliver and run all their business operations (Morales Matamoros et al., 2025). All digitalised companies face the heightened risk of data breach, operational continuity, and customer trust. Cyber-attacks ruin brand image, threaten intellectual property and overall disrupt the businesses daily operations (George, Baskar and Srikaanth, 2024). 
Investigating the issues of cyber security will be significant as it shows how the automotive industry and supply chains worldwide are concerned of the ongoing cyberattacks (Abraham Onipe Okomanyi, Sherwood and Shittu, 2024). 
This proposal will outline the research aims/objectives, literature review, methodology, and the practical implications. It will also provide a structured plan to address the cyberattack issues. 
Research Aims, Objectives and Questions 
Purpose of the Research 
This aim of this research is to explore the cyber  security challenges that JLR are currently facing and to find effective ways to strengthen its protection against cyberattacks. As one of the world’s major automotive companies, JLR heavily relies on digital technology, connected vehicles, and data-driven systems (JLR, 2025). This makes it more vulnerable to cyber threats. These threats have the potential to interrupt manufacturing, expose sensitive data, and damage the company’s reputation. The study will investigate the nature and the effects of these cyber risks and suggest practical strategies to improve JLR’s cyber security framework. It will ensure a smooth operation is run and overall, maintain the trust of the company’s stakeholders.
Aims 
The main aim of this research is to investigate the cyber security issues that JLR are currently facing and suggest some practical ways to strengthen its protection against cyberattacks, through both internal operations and technological systems.
Objectives 
To achieve the aim stated above, this research will be focusing on these three key objectives. 
1. To be able to identify and examine the cyber threats that threaten JLR’s digital infrastructure and connected vehicle systems. 
2. To evaluate how well JLR’s current cyber security measures, policies, and response systems work in reducing the risk of cyber threats.
3. To suggest practical strategies and technological improvements that can strengthen JLR’s overall cybersecurity and help protect it from future cyberattacks.
4. To investigate the role on employee awareness and training to prevent cyber security breaches within JLR. 
Questions 
1. What are the main cyber threats that JLR are currently facing and how do exploit vulnerabilities within its technological and operational systems? 
2. How effective are JLR’s current cyber security measures put in place to prevent and respond to cyber incidents ?
3. What strategies and new innovations can JLR implement to strengthen the company’s cyber security posture and overall safeguard their digital systems against any new cyber treats? 
4. How does cyber security training and awareness for employees influence JLR’s ability to prevent and respond to cyber security treats? 
By meeting these aims, objectives, and questions, this research will offer a clear understanding of the cyber security challenges that JLR are facing. It will provide practical ideas for strengthening its overall cybersecurity system (Fischer, 2017).The results of the study are expected to help JLR make better strategic decisions and add value to the wider conversation about improving cybersecurity across the global automotive industry.
Preliminary Literature Review
The automotive industry relies heavily on digital technologies have brought both benefits and major cyber security challenges. Today’s vehicle manufacturing processes depend on interconnected systems like the Internet of Things (IoT), cloud computing, Artificial Intelligence (AI), and data analytics. While these technologies improve efficiency and enhance the user experience, they also make automotive industry more vulnerable to cyberattacks. According to Graham (2019) the connected vehicles are especially at risk because their wireless communication systems, sensors, and data-sharing platforms can be targeted by cyber-criminals (Graham, 2019).
In automotive manufacturing, cyberattacks can cause serious disruptions. It can negatively affect production, supply chains, and expose sensitive information. According to PwC (2022) the automotive industry is among the top five most targeted sectors for cyber-criminal activity, including ransomware, data breaches, and industrial espionage. For companies like Jaguar Land Rover (JLR), which rely heavily on digital systems in manufacturing, design, and connected vehicle technologies, these threats pose both operational and reputational risks. While JLR’s digital transformation is vital for staying competitive, it also increases the company’s vulnerability, making strong cyber security an essential part of corporate governance (PwC, 2022).
While there has been existing research for the cyber security challenges within the automotive industry, however there is limited focus on specific companies like Jaguar Land Rover (JLR). For example, Kim and Shrestha (2020) highlight the technical weaknesses in connected car technology and stress the importance of robust cyber security frameworks for industrial networks (Kim and Shrestha, 2020).  However, few studies explore how automotive companies incorporate cybersecurity into their overall corporate strategies or evaluate how effective their policies and employee trainings are in reducing the cyber risks. This gap highlights the need to better understand how organizations like JLR handle cyber threats across both their operational processes and technological systems.
Another important point highlighted in the literature is the role of the human factor in cyber security. According to Abrahams et al., (2024) employee awareness and cybersecurity trainings are crucial for preventing cyber incidents, yet many organizations tend to focus more on technological solutions and overlook this aspect. In the automotive industry, cybersecurity affects not just IT systems but also manufacturing and vehicle design. It is essential to take a holistic approach that considers people, processes, and technology together (Abrahams et al., 2024). 
This research will add to the existing knowledge by focusing directly on Jaguar Land Rover. It will examine the cybersecurity challenges the company faces and assess how effective their current protection measures are. By drawing on both academic studies and industry reports, this study aims to suggest practical strategies that can improve JLR’s cyber security strength and align with best practices across the automotive industry. In doing so, it will help fill the gap in current research by providing a detailed, real-world look at how major global car manufacturers manage cybersecurity threats (Anay Prasanth Nair et al., 2024).
Research Methodology and Design 
This research study will use a qualitative research approach to explore the current cyber security challenges which JLR face. The qualitative method is more appropriate as it allows for a deeper understanding of experiences, perceptions, and strategies which are related to cyber security within the organisation. Instead of using a quantitative approach and relying on numerical data, the qualitative approach focuses on collecting rich, more detailed information which can identify underlying issues and practical solutions (Dodgson, 2017).
Data Collection Methods
The data for this research will be collected through primarily open-ended conversations via interviews. The interviews will be with key stakeholders such as IT managers and senior members of staff within or who are associated with JLR. Semi-structured interviews provide flexibility, which allows participants to share their insights and experiences, while still focusing on the key topic of cyber security challenges within JLR. In addition, this research will also include secondary data such as company reports, cyber security polices, and public industry reports to support and validate the primary data. 
Sampling Strategy 
A purposive sampling technique will be used in this research to select participants who have relevant knowledge or experiences in JLR’s cybersecurity operations. By using this method, it will ensure that the data that will be collected, will come from individuals who will be able to provide meaningful perspectives on this research topic. This research will involve a small but carefully chosen group of around five to ten participants, with the final number depending on when new interviews stop providing additional insights (Ahmad and Wilkins, 2024).
Ethical Considerations 
This research will strictly follow Ethical standards throughout the whole research process. The participants will all receive clear information of what the purpose of this research is about and will be asked to give informed consent before taking part. The participants will remain anonymous and strict confidentiality will be maintained by ensuring their personal or identifiable information is not disclosed in the final report. The Data collected will all be stored securely and used only for academic purposes. Additionally, all secondary data sources will be properly referenced to avoid plagiarism and to maintain academic integrity.
Business Relevance and Practical Implications 
The findings of this research are expected to be highly relevant for JLR and the wider automotive industry. As JLR continue to grow using digital technologies such as, connected cars, automation, and data driven systems, it faces the greater need for understanding and managing cyber security risks. This research will provide JLR with useful insights into how they can improve their protection against cyber threats, and help the company keep its digital operations safe, dependable and sustainable (Potharla, 2025).
By identifying the weaknesses in the existing cyber security measures and assessing their effectiveness, it will enable JLR to make informed decisions about resource allocation, investments in technology, and policy developments. This research will be useful for the executives and IT leaders at JLR. They can use the findings to prioritise the most serious risks, implement targeted cybersecurity improvements and overall integrate security measures into all aspects of the business. By doing this it will help JLR move from a reactive to a proactive cybersecurity approach and can potentially reduce the impacts of cyber-attacks (Anay Prasanth Nair et al., 2024).
This research is also relevant to how JLR’s management approaches cybersecurity and shapes the overall culture within the organization. By showing how important employee awareness and training are in preventing cyber incidents, this research will underline the need to build a strong cybersecurity mindset throughout the company (Aslaner, 2024). The findings from this research can help managers at JLR create better training programs, encourage safer work practices, and promote a shared sense of responsibility for protecting the company’s digital systems. Overall, the research recommendations can support the development of clearer response plans and stronger management frameworks, which can help JLR act quickly and effectively when facing cyber threats.
On a wider scale, this research will have important implications for the whole automotive industry. As the industry continues to move towards greater digitalisation, car manufacturers are dealing with similar cybersecurity risks (Graham, 2019). The insights from this research could help other automotive companies strengthen their own cyber security measures and improve overall resilience against cyber threats. In addition, the findings may be useful for policymakers, regulators, and technology partners by shedding light on new and emerging risks in the industry, while also promoting closer collaboration to develop stronger cybersecurity standards and shared best practices (Graham, 2019). 
In summary, this research will seek to connect an academic understanding with real-world application, by providing practical recommendations to help Jaguar Land Rover and other automotive companies improve their cybersecurity strength. The findings from this research aim to support smarter business decisions, encourage sustainable use of technology, and contribute to creating a safer and more resilient future for the global automotive sector.


Time schedule and Gantt Chart 
Week 1-2 - Decide on the research topic, clearly define the business problem and conduct a preliminary literature review. 
Weeks 3-4 - Complete a thorough literature review, identify any gaps in the current knowledge, and develop aims, objectives and questions. 
Week 5 - Plan the research approach, including how the data will be collected, the sampling strategy and the ethical considerations. 
Week 6 - Create the tools which will be needed to gather the data both primary and secondary such as, interview questions, focus group recorders, or library databases for relevant articles and studies. 
Week 7 - Collecting the data from the chosen participants or sources. 
Week 8 - Analyse the data that has been collected and interpret the results to the research questions. 
Week 9 - Record the findings, discussions, and implications sections of the report. 
Week 10 - Finalise the report, proofread, and finally submit.
Visual Gantt Chart 
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Conclusion 
In conclusion this research aims to explore the cyber security challenges at Jaguar Land Rover and suggest any practical strategies which can strengthen the protection against cyber treats. By looking at JLR’s current security measures, staff awareness, and technological risks, this study aims to provide useful insights that can help the company become more resilient to cyber threats and support stronger cybersecurity practices across the wider automotive industry.
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