Network Infrastructure Configuration

Introduction

This report clearly shows the configuration and testing of a multi-network infrastructure developed for ACCA5023-Networking
Operating Systems and Services are described in this report. Using services such as Active Directory, DNS, DHCP, RRAS, IIS,
and shared network storage, the project required setting up both a Windows & Debian server and client across a Swansea and
London network.

1. Routing Configuration
Figure 1- RRAS Successfully Configured on S-DC

B Routing and Remote Access — Od *
File Action View Help

e | BE XE G HE

E Routing and Remote Access S-DC (local)

@ Server Status
v [ 5-DC (local) Welcome to Routing and Remote Access
B Metwork Interfaces . . View
== : Routing and Remote Access provides secure remote access to
= Remote Access Clients (|| private networks.
2 Ports Use Routing and remote access to configure the following:
g Remote Access Logging * A zecure connection between two private networks.
% IPvd * A Virtual Private Network (WVPN) gateway.
T .
* A Dial-up remote access server.
* Network address translation (NAT). .
_ cal server
* LAN routing.
» A basic firewall.
To add a Routing and Remote Access server, on the Action menu, o
click Add Server. atures
5 to manage
< > roup
Done

5 Connect this server to cloud servi

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles:& | Servergroups:1 | Servers total: 1

e here to search

Caption: This screenshot shows Routing and Remote Access Services configured on the Swansea Domain Controller.

Figure 2/3 - RRAS IPv4 Configuration-RRAS Network Interfaces
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Caption: This screenshot shows IPv4 routing configured within RRAS.

Caption: This screenshot shows configured RRAS network interfaces.

Figure 4 - ICMP Firewall Rules Enabled
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Caption: This screenshot shows ICMP traffic enabled within Windows Defender Firewall to allow successful ping
communication between devices.

Figure 5 - Debian IP Forwarding Configuration
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Caption: This screenshot shows IP forwarding configured on the Debian London router.

Figure 6 — Debian Routing Table
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Caption: This screenshot shows the configured routing table on the Debian London router.

Figure 7 - Successful Ping from Swansea to London
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Caption: This screenshot shows successful communication between the Swansea and London networks.

Figure 8 - Successful Ping from London to Swansea
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Caption: This screenshot shows successful communication between the London and Swansea networks.

2. Active Directory Domain Services (ADDS)
Figure 9 - ADDS Role Installation
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Caption: This screenshot shows Active Directory Domain Services installed on S-DC.

Figure 10 - Domain Creation (leon.acca)
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Caption: This screenshot shows the successful creation of the leon.acca domain.

Figure 11 - Domain Controller Configuration
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Caption: This screenshot shows S-DC configured as the Domain Controller.

Figure 12 - Active Directory Users and Computers Console
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Caption: This screenshot shows the Active Directory Users and Computers management console.

Figure 13 - Organisational Units Configuration



@ S-DC(Windows Server) [Running] - Oracle VM VirtualBox — O >

File Machine View Input Devices Help

= Acge Directory Users and Computers - X
File ction View Help
| = (= = I [ = s ke e WG
ez @ 0 XEBo BRI eETE%
: Active Directory Users and Com|| Mame Type Description
| Saved Queries EICLENTS]  Computer
v i leon.acca
| Builtin
| Computers
2| Demain Controllers
| ForeignSecurityPrincipaly
| Managed Service Accour
| Users
B Active Directory Users and Com...
£ >

342 PM

€ ds 5/10/2026 E|

L Type here to search 5/10/2026
Q& A B &)@ @ right cl

Caption: This screenshot shows the configured organisational units within Active Directory.

3. DNS Configuration
Figure 14 - DNS Manager Overview
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Caption: This screenshot shows the DNS Manager overview including all configured zones.

Figure 15 - Forward Lookup Zone
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Caption: This screenshot shows the forward lookup zone for leon.acca.

Figure 16 - Reverse Lookup Zone (192.168.1.0)
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Caption: This screenshot shows the reverse lookup zone configured for the Swansea network.

Figure 17 - Reverse Lookup Zone (192.168.2.0)
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Caption: This screenshot shows the reverse lookup zone configured for the London network.

Figure 18 - DNS Host (A) Records



£ DNs Manager

File Action View Help

File Machine View Input Devices

@ S-DC{Windows Server) [Running] - Oracle VM VirtualBox

Help

- 0O >
- hed

o @ XEBaz HEI§EE
% DNS Mame Type Data Timestamp
v & S_.DC Ik ) medcs
» [ F?rward Lookup Zones j sites
il _mszdcs.leon.acca j_tcp
- | leon.acca =
n| Ee\rerse Lookup Zones j_udp .
“ Trust Points jDomalnDnsZones
_| Conditional Forwarders ForestDnsZones
E—l(same ac parent folder) Start of Authority (SOA) [81], =-dc.leon.acca., host...  static
E—l(same ac parent folder) Mame Server (MN5) s-dc.leon.acca. static
E—l(same as parent folder) Host (4) 20.0.0.1 5/7/2026 1:00:00 PM
E-l(same as parent folder) Host (4) 10.0.2.15 5/7/2026 12:00:00 PM
E-l(same as parent folder) Host (4) 192.168.1.1 5/7/2026 1:00:00 PM
E-|CIientL'I Host (4) 192.168.2.10 static
E—ICIientS‘I Host (A) 182.168.1.10 5/10/2026 3:00:00 PM
E—lL—DC Host (4) 182.168.2.1 static
Els-de Host (4) 20.0.0.1 static
E—ls-dc Host (4) 182.168.1.1 static
Els-de Host (4) 10.0.2.15 static
E—lwebs Host (4) 192.168.1.1 static

£ Type here to search

Caption: This screenshot shows the configured DNS A records for all devices.

Figure 19 - DNS PTR Records
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Caption: This screenshot shows the configured PTR records used for reverse DNS lookups.

Figure 20 - nslookup Testing
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Caption: This screenshot shows successful DNS resolution using nslookup.

4. DHCP Configuration
Figure 21-DHCP Role Installation
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Caption: This screenshot shows the DHCP Server role installed on S-DC.

Figure 22 - DHCP Server Authorisation
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Caption: This screenshot shows the DHCP server authorised within Active Directory.

Figure 23 - DHCP Scope Configuration
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Caption: This screenshot shows the DHCP scope configured for the Swansea network.

Figure 24 - DHCP Address Pool
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Caption: This screenshot shows the configured DHCP address pool.

Figure 25 - DHCP Scope Options
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Caption: This screenshot shows the configured DHCP scope options, including gateway and DNS settings.

Figure 26 - DHCP Lease Allocation
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Caption: This screenshot shows DHCP successfully assigning IP addresses to client devices.

Figure 27 - DHCP Relay Configuration
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Caption: This screenshot shows DHCP relay configuration between Swansea and London networks.

Figure 28 - DNS Name Resolution Test
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This screenshot shows successful DNS name resolution from the client workstation to the domain controller using the internal
DNS server, confirming correct DNS functionality within the enterprise network.

Figure 29 - Network Connectivity Verification
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This screenshot shows successful network connectivity tests between the client workstation and the domain controller using
both direct IP addressing and DNS hostname resolution.

5. VPN Configuration
Figure 28 - RRAS VPN Configuration
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Caption: This screenshot shows VPN configuration within Routing and Remote Access Services.




Figure 29 - VPN Connectivity Testing
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Caption: This screenshot shows the VPN client connection configured on the workstation for secure remote access testing to

the RRAS server.

6. Shared Drive Configuration
Figure 30 - Additional Virtual Disk Configuration
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Caption: This screenshot shows the additional virtual hard disk configured on the server.

Figure 31 - E: Drive Successfully Mounted
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Caption: This screenshot shows the E: drive successfully mounted on S-DC.

Figure 32 - Shared Folder Creation
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Caption: This screenshot shows the SwanseaFiles shared folder created on the E: drive.

Figure 33 - Shared Folder Permissions
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Caption: This screenshot shows the configured share permissions for the SwanseaFiles shared folder.

Figure 34 - NTFS Security Permissions
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Caption: This screenshot shows NTFS security permissions configured on the shared folder.



Figure 35 - Shared Drive Access from Client
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Caption: This screenshot shows the shared drive successfully accessed from ClientS1.

Figure 36 - Mapped Network Drive
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Caption: This screenshot shows the shared drive mapped within This PC on ClientS1.

7.1IS Web Server Configuration
Figure 37 - 1IS Role Installation
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Caption: This screenshot shows Internet Information Services installed on S-DC.

Figure 38 - Website Configuration
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Caption: This screenshot shows the configured webs website within IS Manager.

Figure 39 - lIS Bindings Configuration
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Caption: This screenshot shows the configured IIS website bindings.

Figure 40/41 - Windows Authentication Enabled - Anonymous Authentication Disabled
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Caption: This screenshot shows Windows Authentication enabled for the IIS website. This screenshot also shows Anonymous
Authentication disabled for the IIS website.

Figure 42 - Website Files Stored in Shared Directory
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Caption: This screenshot shows website files stored within the SwanseaFiles shared directory.

Figure 43 - Website Successfully Accessed
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Caption: This screenshot shows the enterprise website successfully accessed from ClientS1.

8. Remote Desktop Services
Figure 44 - Remote Desktop Enabled



[ Server Manager

Manage Tools

B PROPERTIES 4
. For s-dc TASKS
Computer name s-dc

W& All Servers Domain leon.acca

il AD 08

1% DHcP

% DNS Microsoft Defender Firewall Domain: Off

ii File and Storage Services b Remote management Enabled
Remate Desktop Enabled

@ IS . :
NIC Teaming Disabled

&l Remote Access External 20.0.0.1, IPv6 enabled
InSwansea 192.168.1.1, IPv6 enabled
Internet IPv4 address assigned by DHCP, IPv6 enabled
Operating system version Microsoft Windows Server 2022 Datacenter Evaluatio
L e PO AP I TR T S .

r 2022 Datacenter Evaluatio
Wind i salid
Juild fe_release

e here to search

Caption: This screenshot shows Remote Desktop enabled on the server.

Figure 45 - Remote Desktop System Settings
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Caption: This screenshot shows Remote Desktop enabled within system settings.

Figure 46 - Successful Remote Desktop Connection
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Caption: This screenshot shows a successful Remote Desktop connection to the server.

9. User Account Configuration
Figure 47 - User CSV File
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Caption: This screenshot shows the provided CSV file containing user account information.

Figure 48 - PowerShell User Import Script
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Caption: This screenshot shows the PowerShell script used to bulk import user accounts.

Figure 49 - Active Directory User Accounts
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Caption: This screenshot shows successfully created Active Directory user accounts.

Figure 50 - Imported User Naming Convention
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Caption: This screenshot shows imported users following the required naming convention.

10. Domain Membership
Figure 51/52 - ClientS1 Joined to Domain - System Properties Domain Membership
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Caption: This screenshot shows ClientS1 successfully joined to the leon.acca domain .This screenshot also shows the system

properties confirming domain membership
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Figure 53 - Linux Hosthame Configuration
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Caption: This screenshot shows the configured hostname on the Linux Debian server.

Figure 54 - Full Domain Name Verification
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Caption: This screenshot shows successful verification of the Linux fully qualified domain name.

11. Testing and Troubleshooting
Figure 55 - Successful DNS Resolution
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Caption: This screenshot shows successful DNS resolution between devices.

Figure 56 - Successful Website DNS Resolution
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Caption: This screenshot shows successful resolution of webs.leon.acca.

Figure 57 - ping Test from ClientS1to S-DC



E® Command Prompt

Lost
1 milli-=
= 1ims,

4
54

med out.

5
ms
5

o 23
©
W) 050006 B

@& S Bl § @ & rihtcl

Caption: This screenshot shows successful communication from ClientS1 to S-DC.

Figure 58 - ping Test from ClientS1to L-DC
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Caption: This screenshot shows successful communication from ClientS1 to L-DC.

Figure 59 - ping Test from L-DC to ClientS1
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Caption: This screenshot shows successful communication from L-DC to ClientS1.

Figure 60 - ipconfig Verification
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Caption: This screenshot shows IP configuration details on ClientS1.

Figure 61-Linux ip route Verification
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Caption: This screenshot shows the Linux routing table configuration.

Figure 62 - Troubleshooting Evidence
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Caption: This screenshot shows troubleshooting steps performed during infrastructure configuration.

Conclusion

To sum up, this assignment effectively illustrated how to set up and test a multi-site network system. Throughout the
assighment, real-world testing and troubleshooting techniques were used to configure and validate networking services,
routing, domain management, and client communication.



