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Aspire Retailers Cloud Management with
Azure

Abstract

Due to its on-premises datacentres approach, home improvement retailer Aspire
Retailers is presently experiencing difficulties. The bottleneck for timely application
delivery has evolved into managing hardware and software acquisition, installation,
deployment, setup, and network monitoring. A critical need is the necessity for computing
resources like servers, storage, and databases to be promptly accessible for development
and deployment. The management of Aspire Retailers has chosen to move its
infrastructure to the cloud after realising its advantages. By supplying scalable, on-
gemand resources, this move is anticipated to streamline their IT processes and shorten
the time it takes for their apps to reach the market. Additionally, cloud computing's
worldwide accessibility makes it easier for businesses to expand into new areas since
services may be set up nearer to consumers. Reliability is raised by cloud-based systems'
strong disaster recovery capabilities and high availability. The addition of cloud-based
load balancing will improve their operations even further. Load balancing guarantees
equitable network load distribution, improves redundancy and fault tolerance, offers
scalability, and increases overall efficiency. These characteristics make it possible for
Aspire Retailers to offer their clients a dependable, highly available online service while
also improving the user experience, a crucial component in retail.

Introduction

Traditional on-premises data centres may provide big problems for enterprises,
especially in the retail industry, as the digital transition quickens. Applications are frequently
delivered to customers later than expected because of the laborious and time-consuming
process of coordinating hardware and software acquisition, installation, deployment, setup, and
network monitoring [2]. Home renovation retailer Aspire Retailers is now overcoming these
difficulties. They are considering a move to cloud computing to enhance their service delivery
and take advantage of prospects in new markets. The choice was motivated by the possible
benefits that cloud computing may offer, such as the instantaneous accessibility to computer
resources, scalability, global reach, and high availability [1]. Scalable, on-demand resources
for servers, storage, and databases are offered through cloud computing. This decreases the
time to market for their apps [2] by getting rid of the difficult and cumbersome process of
managing hardware and software. Additionally, the organisation may deploy services closer to
clients in various areas thanks to the cloud data centres' worldwide presence, which enhances
service delivery and user experience [1]. Aspire Retailers and other retail businesses must have
high availability and reliable disaster recovery capabilities, which are ensured by implementing
cloud solutions. Data may be replicated over several sites and backed up in real-time, which
lowers downtime and improves service dependability [2]. Another important element in this
transformation is the function of load balancing that cloud computing provides. It enables
redundancy, fault tolerance, scalability, and overall efficiency by uniformly distributing
network load across numerous servers, improved end-user experience and perhaps increasing




sales [3]. Additionally, as an IT administrator, leading Aspire Retailers in implementing the
cloud, providing a thorough comparison of three clouds, as well as utilising TCO and Plan to
manage Azure expenses, Azure Directory, Governance Strategies, Policy, and Disaster
Recovery.

A) How Aspire Retailers are supported by the Cloud solution in
instantly meeting their demands for computing services. The

characteristics of load balancing.

The provision of congter services through the internet (the cloud) as opposed to a nearby
on-premises data centre is known as cloud computing. Servers, storage, databases, networks,
software, analytics, and artificial intelligence are some of these services. Businesses only pay
for the cloud resources they really utilise because the service is on-demand [4].

The benefits of cloud computing for Aspire retailers are many:

1. Cost Efficiency: By moving to the cloud and skipping the costs of purchasing,
operating, and maintaining on-premises equipment and software, Aspire Retailers save
money. Paying for what Aspire Retailers really use, which saves a lot of money [5].

2. Scalability and Flexibility: When necessary, cloud services may simply be scaled up or
down. Aspire stores may easily upgrade if they require additional memory or processing
capability. Furthermore, to speeding up time, slowing time may save resources. By
avoiding paying for unused resources, this scalability improves your capacity to react
swiftly to company growth and change [6].

3. Accessibility and Collaboration: Employees of Aspire Retailers may access the
information they want a site experiencing an online interaction and anywhere thanks to
the hosting of data and services in the cloud. This dramatically enhances productivity
and teamwork [7].

4. Disaster Recovery and Business Continuity: To guarantee that your data is always safe
and available, cloud computing companies offer reliable data backup, disaster recovery,
and business continuity solutions. To keep customers satisfied and continue operating
in the case of a calamity, this is crucial for Aspire Retailers [8].

5. Innovation and Agility: Aspire merchants benefit from cloud computing by becoming
more inventive and flexible. Launch new services, try out novel concepts, and react to
market developments more swiftly [9].

6. Focus on Core Business: Aspire merchants will be able to concentrate more on their
primary business of selling home improvement items by outsourcing IT infrastructure
maintenance responsibilities to a cloud provider. This entails that you may concentrate
more resources on enhancing your goods and services, enhancing the client experience,
and expanding your company [ 10].

Furthermore, switching to the cloud would greatly increase Aspire Retailers' operational
effectiveness, scalability, capacity for innovation, and business focus, spurring the expansion
of the company.

For merchants like Aspire merchants that must effectively handle enormous levels of online
traffic and offer dependable, high-performance service to their consumers, load balancing is a




key component in the cloud computing area. Aspire shops may take use of the following major
load balancing capabilities:

L.

Distribution of Network Load: Distributing network traffic equally among several
servers is one of the fundamental goals of load balancing. As a result, Aspire Retailers'
website and application function better overall and overloading of a single server is
avoided [11].

Redundancy and Fault Tolerance: When a server goes down, a load balancer instantly
switches network traffic to an operational server, enhancing the dependability and
accessibility of Aspire Retailers' services. Customers will always be able to visit her
website thanks to this functionality, even if the server is down [12].

Scalability: By spreading the load among multiple servers, load balancing enables the
capacity to manage increased traffic in an effective manner. To manage the increasing
traffic as Aspire Retailers expands, extra servers may be deployed to the load balancer
[11].

Efficiency: Resource utilisation is optimised via load balancing, which reduces costs.
Because all servers share the burden, rather than some being overwhelmed and others
being idle, it is used more effectively [13].

Improved User Experience: By ensuring that users are always forwarded to the server
with the greatest resources available, load balancing enhances the user experience. A
good user experience may enhance consumer happiness and boost revenue for Aspire
shops [14].

Health Checks: Each server's condition is frequently checked by the load balancer. Her
Aspire Retailers application's overall performance is not impacted by server failures
since the load balancer stops transferring traffic to unresponsive servers [15].

SSL Termination: As a result of a load balancer's ability to handle SSL encryption and
decryption, your server will be under less stress and be able to process more requests
[16].

Session Persistence: This function, sometimes referred to as "sticky sessions," enables
a load balancer to route every request made by a single client to a single server at once.
This is crucial for retail applications where consumers manage transactions while
pushing shopping trolleys [17].

To effectively manage online traffic, deliver a smooth user experience, and guarantee high
uptime of their services, Aspire Retailers must have load balancing capabilities (Illustration 1).
In the following phase, three clouds additionally compared.
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Hlustration 1: Functionality of load balancing (https://www.nginx.com/resources/glossary/load-balancing/).

B) Cloud service providers and an examination of their services.

Despite its start, cloud computing has gone far in its development. Thus, no longer an
issue of being employ Cloud Computing. Although several cloud suppliers flooding the market,
AWS, Azure, and Google Cloud Platform sit firmly as the most prominent major cloud
suppliers. Furthermore, the three clouds and their services:

1. Amazon Web Services (AWS)

1.1 Compute

- In the AWS cloud, EC2 provides adjustable and scalable computing capability.
This service enables rapid scaling of capacity, both up and down, as computing needs vary.
Security and networking may be established, and storage can be controlled, using EC2. EC2
offers a variety of instance kinds that are optimised for specific scenarios according to memory,
CPU, instance storage, and networking capabilities.

- A server-less computing service called Lambda executes code in response to
certain events, including data changes in an S3 bucket or a DynamoDB tables, or HTTP
requests through Amazon API Gateway. Lambda maintains computing resources automatically,
making it simple to create apps that respond fast to new information.

1.2 Storage

- An object storage service called S3 allows users to save and use any quantity of
information via online world. It offers flexibility, safety, and efficiency which comprise among
the best in the business. Aside from backup and restoration, S3 may also be used for archiving,
content distribution, analytical information pools with hybridised server preservation.

- For usage with EC2 instances, EBS offers containers for permanent block
storing. To provide high availability and durability, each EBS volume replicates itself
dynamically. inside its Availability Zone.




1.3 Database

- The managed relational database service RDS offers a vaggty of database
instance types that are enhanced for 1/O, memory, or performance. Amazon Aurora,
PostgreSQL, MySQL, MariaDB, Oracle Database, and SQL Server are only six of the well-
liked database engines that are supported.

- Key-value and document data types are supported by DynamoDB, a managed
NoSQL database service. It provides a flexible pricing structure that bases fees on consumption
while delivering good performance at any size.

1.4 Networking

- Amazon Virtual Private Cloud (VPC): AWS resources may be launched into a
specified virtual network thanks to VPC. Because it gives users the ability to choose which
resources are accessible to the public and which are private, it dramatically improves data
security.

1.5 Machine Learning

- Machine-learning algorithms may be quickly built, trained, and deployed by
programmers as well as information researchers, with SageMaker, a product that is entirely
regulated. SageMaker offers all the machine-learning components in one set of tools, allowing
models to be developed more quickly, with less work, and for less money.

- AWS offers a full variety of services and products for creating new applications,
converting current ones to the cloud, and designing, developing, and implementing several data
processing and analytics techniques. It offers scalable, adaptable, and affordable solutions to
satisfy a range of demands and is built to accommodate almost any cloud workload [18]. In
addition, below is an illustration of Amazon Web Services (I1lustration 2).
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Mustration 2: Diagram of an auto-scalable, two-tier web application m Amazon Web Services
(https://www.bing.com/search?g=google+cloud+services+documentation&gs=n&form=QBRE&sp=-




1&ghc=1&1g=0&pg=google+cloud+services+documentation&sc=10-
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2. Google Cloud Platform (GCP)

2.1 Compute

- Google Compute Engine (GCE): Scalable and adaptable virtual machines are
offered by GCE and are powered by Google's infrastructure. These virtual machines (VMs)
may be customised with different CPU and RAM combinations, as well as the choice of SSD
or HDD storage. GCE is a reliable option for computing workloads due to its integration with
Google's networking, data storage, and data analytics services [19].

- Google Cloud Functions: GCP's event-driven serverless computing platform
named Cloud Functions. [t enables the creation of simple, one-purpose functions that may be
connected to events released by cloud infrastructure and services. Small, single-purpose
functions may be created using Cloud functions as a simple, event-based, asynchronously
computation solutions that does not require the administration of a server or execution
infrastructure [19].

2.2 Storage

- Google Cloud Storage (GCS): GCS is a service that stores and provides access
to objects of data. It provides four distinct storage classes that are suited to various use cases:
Standard for high-performance, multi-regional for storing data utilised globally, Regional for
storing data in a particular region, and Nearline/Coldline for preserving data [19].

- Persistent Disk: For virtual computers, Persistent Disc provides SSD and HDD
block storage. It may be automatically copied within the same region or even across several
regions, and it is robust and very effective [19].

2.3 Database

- Google Cloud SQL: The creation, management, and administration of databases
on Google Cloud are made simpler by Cloud SQL, a fully managed relational database service.
SQL Server, PostgreSQL, and MySQL instances are all supported [19].

- Google Cloud Firestore: Firestore is a NoSQL textual repository designed for
rapid applications growth and development, outstanding performance, and automatic
scalability. As it provides extensive client libraries, real-time updates, and offline support, it is
especially well suited for serverless web, mobile, and gaming applications [19].

2.4 Networking

- Google Cloud VPC (Virtual Private Cloud): For the resources and services of
Google Cloud, VPC offers networking capability. The ability to establish and administer a
private network in the cloud using Google's infrastructure is made possible by VPC's global,
scalable, and flexible nature [19].

25 achine Learning

= Google Cloud Al and Machine Learning Platform: Developers of all levels may
frain unique machine learning models using thggfjatform's array of machine learning solutions.
It provides pre-trained models for Vision Al, Speech-to-Text, Text-to-Speech, Natural
Language, Translation, and other tasks by utilising Google's machine learning capabilities [19].




Several cloud computing services are offered by Google Cloud Platform, whose core
framework remains identical as Google utilises recognised providing consumption goods, such
as Google Search and YouTube. It is commended for its affordable costs, powerful analytics
and machine learning capabilities, and exceptional offerings like BigQuery and Kubernetes
Engine [19]. Furthermore, an illustration with GCP services (Illustration 3).

Google Cloud Platform
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lustration 3:Several Google Cloud Platform products (https.//www.dynatrace.com/news/blog/a-brief-intro-to-full-stack-
performance-monitoring-on-google-cloud-platform/).

3. Microsoft azure

3.1 Compute

- Azure Virtual Machines (VMs): Scalable and on-demand computing resources
are offered via Azure VMs. They provide a wide range of machine sizes to satisfy various
computing demands and are made to cater to a wide range of use cases, including testing
environments, application development, and production-grade applications [20].

- Azure Functions: A serverless compute solution called Azure Functions enables
(3% on-demand execution of code without the need to explicitly setup or maintain infrastructure.
The Internet of Things (IoT), system integration, data processing, and the creation of
straightforward APIs and microservices are all excellent uses for this service [20].

3.2 Storage

- Azure Blob Storage: A scalable object storage option for unstructured data is
Azure Blob Storage. It is made to handle any sort of data, making it excellent for storing backup
data, disaster recovery data, massive volumes of unstructured data, and sending pictures or
documents straight to a browser. It may also be used to store files for distributed access [20].

- Azure Disk Storage: Block-level storage volumes are available for Azure VMs
using Azure Disc Storage. The discs come with high-performance SSD and HDD alternatives
and may be managed or unmanaged by Azure [20].




3.3 Database

- Azure SQL Database: A relational database service with automated scalability
and a pay-as-you-go price structure is Azure SQL Database. It is built on Microsoft SQL
Server's latest reliable edition and offers superior security and in-memory speed, making it a
good option for many applications, Furthermore, diagram with services shown in Illustration 4
[20].
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Hlustration 4: Diagram of a possible architecture (https:y//learn.microsoft.com/en-us/azure/architecture/icons/).

- Azure Cosmos DB: A worldwide dispersed, multi-model database services.
offers transparent multi-region replication, elastic throughput, and storage scalability, and 99th
percentile low latency performance [20].

3.4 Networkin

- Azure Virtual Network (VNet): To operating virtual machines and applications,
Azure Virtual Network offers a completely secure environment. Any more Azure assets, such
as Virtual Machines (VM), might be safely they might connect to regional interactions, the
Internet, and one another thanks to VNet. [20].

35 achine Learning

- Azure Machine Learning: A cloud-based predictive analytics service called
Azure Machine Learning makes it easier to build and use predictive models as analytics
solutions. It provides tools for preparing data, training machine learning models, deploying
models, and managing models at scale [20].

One of the top cloud service providers is Microsoft Azure, which is well-known for its
enterprise-level functionality, extensive security measures, and strong support for businesses
with a Microsoft focus. It is becoming growing popular as a platform for applications using
artificial intelligence and machine learning [20]. The price calculator for Aspire Retailers is
highlighted in the subsequent step.
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C) Aspire Retailers may control their cloud expenditures depending on
the compute configurations shown below.

Pricing and cost analysis in Azure are essential components of efficiently managing
cloud spending for Aspire merchants. Aspire Retailers can estimate, monitor, and optimise
prices depending on unique requirements thanks to Azure's wide range of pricing models and
capabilities. Pricing and cost analysis are examined in Azure Pricing Calculator and Azure
Total Cost Ownership for Aspire Retailers:

1. Azure Pricing Calculator:

This online tool from Microsoft Azure enables users to evaluate the pricing of various
Azure services based on the needs of Aspire Retailers [21]. By choosing services, virtual
machine instances, storage configurations, network resources, and other elements required for
an application or workload, it allows for configuration customization:

- Azure Pricing Calculator: A comprehensive variety of Azure capabilities,
including computation, storage, databases, networking, Al, and more, available
to Aspire merchants. The amount, area, time frame, and service level that are
needed may all be configured [21].

- Calculate expenses: Based on scenario-selected services and setups, the
calculator estimates the monthly prices. The price breakdown for each service
and resource is visible to Aspire merchants. Aspire merchants may compare
prices across various Azure areas thanks to this as well [21].

- Save and share estimates: Aspire Retailers stores pricing estimates for
subsequent review and comparison or for cooperation with others [21].

- Export estimates: Using the price calculator, Aspire Retailers may export the
estimates as a CSV file for later examination or distribution with other parties

[21].

Additionally, a presentation of two Azure Pricing Calculator examples for Aspire
Retailers, followed by a comparison and analysis of pay-as-you-go and reserved instances
(monthly) in Illustrations 5 and 6.
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Microsoft Azure Estimate
Your Estimate
Service category Service type Custom name Regicn Description Estimated monthly cost Estimated upfront cost

Virtual Machines North Ewrepe

Compute Wirtual Machines North Europe

arrputs Virtual Machines North Eurcpe £00

Compute Virtual Machings North Europe £0.00

Compute Wirtual Machines North Europe £0
support 0000

Licensing Program Microsoft Customer Agreement (MCA)
Billing Account

Billing Profile

Total £4.080.22 £0.00
Disclaimer
Al prices shawn are in Linised Kingdom — Pound (£) GBE' This & g Summary estimate. naf a quote. For up to dare pricing piease visit .

This estimate wos created ot 7/22/2023 10.57.37 AM UTC.

Illustration 5: Pay-as-you-go Aspire Retailers

A [ ¢ o 3 P G
Microsoft Azure Estimate
Yeur Estimate

Service category Service type Custom name Region
Compute Virusl Machings Nerth Europe
Compate irtual Machines MNorth Europe £0.00

Supgort Support 0£0.00
Licensing Frogram  Microsoft Customer Agreement (MCA)
Billing Account
Billing Frafile

Total £1637 54 f000

DiscLaimer
Al prices shown are in United Kingdam — Pound (£) GBP. This is o summary estimate, not o quote. For up 1o date pricing information please visit hitps//azure microsaft comy|pricing colculaton’
Thig estimene was creoed of 7/22/2023 05021 AM UTC

Hlustration 6: Reserved instance Aspire Retailers.

The charges are determined by the resources Aspire Retailers use rather than a fixed
rate like a pay-as-you-go client. The Reservation instance, on the other hand, allows Aspire
Retailers to receive considerable savings over the PAY-AS-YOU-GO pricing by agreeing to
utilise specified services for a predetermined time (one to three years). In addition to the
reservation instance, Aspire Retailers can also benefit from a licence for hybrid advantages,
which lower the prices.

2. Azure Total Cost Ownership — “TCO":

TCO studies help businesses determine the total cost of shifting workloads to the cloud
and keeping them there for a long time, generally many years. It takes into consideration
expenses including those related to buying gear, paying for software licences, keeping

12




networks up to date, employing personnel, and covering other pertinent charges. TCO analysis
enables firms to assess a wide range of choices and make knowledgeable decisions about
technology expenditures by contrasting various solutions, such as on-premises infrastructure
and cloud services. TCO assessments help businesses find potential cost-savings possibilities
and assess the financial effect of the technology they choose over the long run [21]. In addition,
an examination of Aspire merchants was given:

- The Total Cost of Ownership (TCQO) for Aspire Retailers' current on-premises
infrastructure is £71,499.03, whereas the TCO with Azure's cloud infrastructure is
£51,957.34. This comparison highlights the financial benefits of migrating to Azure's
cloud architecture. The on-site infrastructure's compute expenses come to £44,967.97.
However, in Azure, these costs are reduced to £30,027.74. Due to Azure's ability to
provide compute resources on demand, which allows for more efficient resource
utilisation, this drop has occurred (Illustration 8 to 10).

- Eurepe - 2 Services Propramene ~ Show Dew/Test Pricing ‘@ [+]

Over 3 year(s) with Microsoft Azure, your estimated cost savings could be as

much as £19,542

B On-premises cost Microsoft Azure cost

Total on-premises vs Azure cost
over time

0 1 Year 2 Years 3 Years

Hustration 7: Graph Total on-premises vs Cost over time.
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Total on-premises over 3 year(s)

TCO of an-premises envirenments tends 1o be driven by compute and data centre costs

£71,499
Total cost

63%

Compute

18%

Data centre

9%

Networking

4%

Storage

6%

IT labour

Total Azure cost over 3 year(s)

In Azure, certain cost categories decrease or go away completely.

£51,957
Total cost

58%

Compute

0%

Data cantre

0%

Networking

34%

Storage

lustration 8: Pie chart.

Total on-premises cost breakdown

In Azure, several of the cost categories from the on-premises environment are

consolidated and decrease with the ef

ciency that comes with the cloud.

WHardware  WSoftwars M Elactricity WDsts cantra
Whetworking  WStorage 1T labaur

e

e

15

£
=

Total Azure cost breakdown

9%

n Azure, several of the cost categories from the on-premises environment are

consolidated and decrease with the efficiency that comes with the cloud.

mCompute
T labour

WOatacentra  WHatworking M Storage

lllustration 9: Another overview with graphs.

£71,499

Cost over 3 year(s)

On-premises cost breakdown summary

Category Cost
Compute £44,967.97

Hardware
Soff

£51,957

Cost over 3 year(s)
Azure cost breakdown summary

Categary

Compute

Data centre

Cost

£30,027.74

£0.00

Networking

fem e e Storage £17.479.82

£12.632.6
IT labour £4.450,1253

£6,454.11

Storage 1

IT labour 3
Total £71.499.03 Total E51.957.24

Hlustration 10: Cost breakdown summary.
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- With Azure, the significant hardware expenses of £25481.50 and software costs of
£11.908.80 associated with on-premises infrastructure are fully eliminated. This is the
case since Azure's cloud service comes with all necessary hardware and software
(Illustration 11 and 12).

(‘;/:\})computz cost Azure compute cost
Hardware cost Virtual Machines cost
Virtual machine density - Number of virtual cores that can 3 Number of heurs per month 730
be created per plr,-:ira{ core
D11v2 Standard (2 core, 14 GB RAM) Linux SKU# 997-03330
Cost per 1 proc 1 core, 0.75 GB RAM virtualisation server £907.81 Number ufwr{ual mschines h R
for Linux : o e s
Number of servers needed for 1 virtual machine(s) - 2 | otal virtual machine cost per month £43.8
core, 14 GB RAM B4MS Standard (4 core, 16 GB RAM) Windows (Azure s A B0
Cost per 1 proc 2 core, 3.5 GB RAM virtualisation server for 30330 vorid Benefit) - .
Windows £1,303. Number of virtual machines _
Number of servers needed for 1 virtual machine(s) - 4 " otal virtual machine cast per manth £39.73
core, 16 GB RAM Licensing programme: Dew/Test
Cost per 1 proc 4 core, 7 GB RAM virtualisation server for £1.500.94 BBMS Standard (8 core, 32 GB RAM) Linux SKU# AAA-8T909
Linux . . . Mumber of virtual machines 1
Number of servers needed for 1 virtual machine(s) - 8 1 Total virtual machine cost per manth £79.44

core, 32 GB RAM ; )
D14v2 Sta d (16 core, 112 GB RAM) Windows (Azure £
Cast per 2 proc 4 core, 14 GB RAM virtualisation server for £5.38064 H;-'I::d Bcdrr:cfditl] 16 core ) Windows [Azure SKU# 997-03363

Wiaco“bs . eeded for 1 virtual machi 16 Number of virtual machines
Cora 112 Go Rang o for 1 vitua machine(s 1 Total virtual machine cost per manth £350.29
| Licensing programme: Dev/Test
Cost per 2 proc 6 core, 54 GB RAM virtualisation server for
Lilu_,xp ’ £6,815.23 F32sv2 Standard (32 core, 64 GB RAM) Linux SKU# AAD-10150
Number of servers needed for 1 virtual machine(s) - 32 f Number of virtual machines 1
core, 447 GB RAM Total virtual machine cost per manth £320.83
Total cost for virtualisation server(s) £15,92593
Cost of maintaining virtualisation server(s) — 20% of cost £3.185.10 Tatal Azure Virtual Machines cost £30,027.74
of virtualisation sefver(s) e
intaini i i : NOTE zure compute costs, one 3 year Reserved VM in use,
Total cost of maintaining server(s) over three year(s) £9,555.56 !
Total hardware cost over three year(s) £25,481.50

lustration 11: Compute cost.

Software cost

Cost of Windows datacenter licence per 1 proc, 2 core, 3.5
GB RAM virtualisation server
Number of servers needed for 1 virtual machine(s) - 4
core, 16 GB RAM

£4,763.53

Cost of Windows datacenter licence per 2 proc, 4 core, 14 £4763.53
GB RAM virtualisation server
Number of servers needed for 1 virtual machine(s) - 16 1
core, 112 GB RAM

Total software licence cost £9,527.05
Total Software Assurance cost £2,381.76
Total software cost over three year(s) £11,908.80

ustration 12: Software cost.

- Networking expenses, which total £6,454.11, virtualization costs, which total
£3,695.20, and data centre fees, which total $12,632.61, are not included in the rates
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for Azure, much like energy costs, which are incurred under the on-premises
infrastructure and total £3,882.46. Azure cloud service users do not need to pay
these costs individually because they are covered by their price plan (Illustration

13, 14 and 15).

Electricity cost

Price of electricity per kWh £0.10
Power rating of 1 core, 0.75 GB RAM server 105 Watts
Total electricity cost for 1 server(s) - 1 core, 0.75 GB RAM £7.90
server per month '
Power rating of 2 core, 3.5 GB RAM server 156 Watts
Total electricity cost for 1 server(s) - 2 core, 3.5 GB RAM
£11.74
server per month
Power rating of 4 core, 7 GB RAM server 166 Watts
Total electricity cost for 1 server(s) - 4 core, 7 GB RAM £12.49
server per month :
Power rating of 4 core, 14 GB RAM server 324 Watts
Total electricity cost for 1 server(s) - 4 core, 14 GB RAM £2438
server per month '
Power rating of 6 core, 64 GB RAM server 682.3 Watts
Total electricity cost for 1 server(s) - 6 core, 64 GB RAM £51.34
server per month ’
Total electricity cost over three year(s) £3,882.46
Virtualisation cost
Virtualisation software licence cost £0.00
Per virtual machine, per month, cost to load balance, back £20.53
up and patch virtual machines '
Number of virtual machines 5
Virtual machine management cost per month £102.64
Virtual machine management cost per year £1,231.70
Total virtualisation cost over three year(s) £3,695.20

Hlustration 13: Electricity and Virtualisation cost.
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Data centre cost

Azure data centre cost

Total Azure data centre cost over three year(s) £0.00
Compute cost
Number of rack units per rack a2
Rack units required per 1 core, 0.75 GB RAM server 1
Number of 1 care, 0.75 GB RAM server 1
Total number of rack units required £0.79
Rack units required per 2 core, 3.5 GB RAM server i
Number of 2 core. 3.5 GB R, rver 1
Total number of rack units required £0.79
Rack units required per 4 core, 7 GB RAM se 1
Number of 4 core, 7 GB RAM serve: 1
Total number of rack units required 79
Rack units required per 4 core, 14 GB RAM server 2
Number of 4 core, 14 GB RAM server 1
Total number of rack units required £159
Rack units required per & core, 54 GB RAM server 4
Number of 6 core, 64 GB RAM server 1
Total number of rack units required £317
Total number of rack units required for all server(s) £7.14
Data centre construction cost per rack unit amortised over £13
20 years £zt
Data centre compute cost £2.10544
Total data centre compute cost over three year(s) £6.316.31
Storage cost
Total number of rack units required for all storage E]
Number of rack units for DAS or SAN 9
Rack mounting/installation cost £2,105.44
Total data centre storage cost over three year(s) £6,316.31
Total data centre cost over three year(s) E12,632.61 Total Azure data centre cost over three year(s) £0.00
Hllustration 14: Data centre and storage cost.
Networking cost Azure networking cost
Total hardware + software cost over three year(s) £37.390.31 Total outgoing bandwidth needed per month 1GB
Metwork hardware and software cost assumed to be 15% £5.60855 Total outgoing bandwidth cost per month £0.00
of hardware and software cost aver three year(s) ol
Network maintenance cost assumed to be 15% of network £84128
hardware and software cost over three year(s)
Service provider cost/GB per month £032
Amount of bandwidth needed (GB) per month 1
Total service provider cost per month £012
Total networking cost over three year(s) £6,454.10 Total Azure networking cost over three year(s) £0.00

Illustration 15: Network cost.

- Storage costs drop from £2,994.13 for the on-premises model to £1,479.82 for
Azure. Azure's storage services provide scalability and flexibility, and they are

usually less costly than managing storage internally (Illustration 16).




Storage cost Azure storage cost

Hardware Page Blob storage

Lacal Disk/SAN-HDD

B £0.20
5 uration] volume
® doubled to pr 2216 Annual storage cost per me
redund.
Total Page Blob GRS storage maintenance cost over three £4384.60
Total storage procurement cost £1.826.90 year(s) i
Back up Back up

Total back up and archive volume in GB

Total back up and archive volume in GB

"

Storage cost per GB

SKU# AAL-
Back up and archive maintenance cost over three year(s) £13,095.25
Back up and archive cost over three year(s) £619.16
Storage Maintenance
% of storage procurement £548.10
Total storage maintenance cost over three year(s) £548.10
Total storage cost over three year(s) £2,994.13 Total Azure storage cost over three year(s) £17,479.82

lllustration 16: Storage Cost

- Not to mention, IT labour costs remain same at £4,450.13. Even while this cost
doesn't change, it's important to remember that switching to Azure may free up IT
specialists from routine maintenance tasks, enabling them to focus on more strategic
initiatives.

IT labour cost Azure IT labour cost

Total IT labour cost over three year(s) £4,450.13 Total Azure IT labour cost over three year(s) £4,450.1253

Hlustration 17: 1T labour.

Azure's cloud infrastructure might result in significant financial savings for Aspire
Retailers. By eliminating different costs associated with maintaining an on-premises data
centre and by maximising processing and storage capabilities, Aspire Retailers may be able to
save a significant amount of money. This discussion demonstrates how inexpensive Azure's
cloud infrastructure is as well as the benefits Aspire Retailers might experience if they move.
Additionally, Azure AD and the ways in which it facilitates maintaining and presenting
Identities.

D). Azure Active Directory (AD) is employed. Building users becomes

placed into practise.

Adopting Azure Active Directory (Azure AD) will help Aspire Retailers support their
growing company and properly manage identities [22]. Using Azure AD has the following
benefits:

1. Centralized Identity Management: IT managers may more easily create, edit, and
disable user accounts because to Azure AD's ability to provide Aspire Retailers with a
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centralised repository for maintaining user 1Ds. This promotes uniformity and lowers the
possibility of user management mistakes [31].

2. Single Sign-On — “SSO” for increased Productivity: Users may sign in once and
effortlessly access several apps and resources with Azure AD's SSO features. Users no longer
must remember several passwords, which improves productivity overall [30].

3. Enhanced Security with Multi-Factor Authentication — “MFA”: MFA may be
enforced for users by Aspire Retailers, offering an extra degree of protection to guard against
unauthorised access. Sensitive data is protected, and the risk of password-related assaults is
reduced [29].

4. Conditional Access Policies for Granular Control: Aspire Retailers may specify
access controls that depend on circumstances thanks to the conditional access functionality of
Azure AD. They can impose access restrictions based on user responsibilities, device
compliance, and geographic location, ensuring that resources are accessed appropriately and
securely [28].

5. Identity Protection for Threat Detection: gggpire Retailers can identify and address
any identity-related risks and attacks with the aid of Azure AD Identity Protection. To identify
suspect sign-in actions and offer useful insights, it makes use of cutting-edge machine learning
algorithms and Microsoft's worldwide threat intelligence [27].

6. Self-Service Capabilities: Users may maintain their own identities by changing
passwords and requesting access to apps thanks to the self-service capabilities of Azure AD.
Users are given the ability to autonomously perform normal identity-related procedures, which
lessens the stress on the IT department [26].

7. BYOD Support: Security restrictions for Bring Your Own Device (BY OD) scenarios
may be enforced using Conditional Access rules from Azure AD. Aspire Retailers may set
criteria to guarantee that only authorised and compatible devices can access company
resources, ensuring security while facilitating a flexible working environment for users
worldwide (Illustration 18) [25].
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L Al personally owned devices | Owners

Hlustration 18: BYOD

8. Integration with Microsoft Ecosystem: The implementation and maintenance of
Microsoft cloud services like Office 365, Dynamics 365, and SharePoint are made easier by
Azure AD's seamless integration with a variety of Microsoft services and apps. The entire user
experience is improved as a result [24].

9. Global Reach and Scalability: Azure AD is built to expand effectively, supporting the
expansion of Aspire Retailers' company without sacrificing performance. Additionally, it
provides a worldwide presence via data centres, guaranteeing low-latency access to Azure AD
services for customers in various areas [23].

The following examples show how to implement creating two users in Azure Active
Directory, presentation for Aspire Retailers:

- The establishment of a username in AD is highlighted and demonstrated in the
following example (Illustration 19 to 23).
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Create new user
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Hlustration 19: New user1_CristianConstantinParaschiv2026077.

Create new user

Asigrments

Hustration 20: Review and create userl_CristianConstantinParaschiv2026077.
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Create new user

Hlustration 21: New user2_CristianConstantinParaschiv2026077.

Create new user

Mustration 22:Review and create user2_Cristian ConstantinParaschiv2026077.
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Q wser]_CristianCons.

Mlustration 23: A picture with created users.

When a new user account is established, the user may use the allocated username and
password to log into any services that support Azure Active Directory. The given role and the
user's participation in groups will determine the user's access to resources and applications. In
addition, a governance plan for Aspire Retailers was given in the next phase, along with role
assignment, resource group creation, tag creation, and user testing.

E). Cloud governance in Azure.

An organization's implementation of a set of guidelines, rules, and best practises to
guarantee the secure and effective use of cloud resources is referred to as a cloud governance
strategy. It aids in setting rules for managing and monitoring cloud systems, reducing risks, and
upholding regulatory compliance. Resources are used efficiently, expenses are kept under
control, and access to critical data is securely monitored thanks to cloud governance [32].

Aspire Retailer may benefit from several capabilities and services that Microsoft Azure
provides to helEecure access to cloud resources, including:

- Azure Active Directory (Azure AD): Azure AD is Microsoft's online solution
for managing identities and access rights. To handle user IDs and access to
multiple Azure services centrally, Aspire Retailer may make use of Azure AD.
To improve security and simplify user authentication procedures, it offers
capabilities including single sign-on (SSO), conditional access controls, and
identity protection [33].

- Azure's resource groups offer a logical framework for managing and organising
linked resources. They provide a means to group resources with comparable
management, deployment, or lifecycle requirements. Resource groups may be
used by Aspire Retailers to efficiently organise their Azure resources and
provide consistent management and governance procedures. Azure storage
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accounts offer a scalable and secure way to store and retrieve different kinds of
data. Azure Storage accounts may help Aspire Retailers store and manage their
data more efficiently (Illustration 24,25 and 26) [34].

Resource groups

Hlustration 24: Resource group presentation.

Storage accounts

TR

Hllustration 25: Storage for each resource group.

- Identity and Access Management (IAM): According to Azure's strong [AM
features, Aspire Retailer can manage who has access to its cloud services. Only
approved users or programmes will be able to access certain resources thanks
to their ability to create complex access controls, roles, and permissions
(Illustration 26,27,28 and 29). As an additional security measure, Aspire
Retailer may also use multi-factor authentication (MFA) [34].
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Mustration 27: Role Assignment user2_Cristian ConstantinParaschiv2026077

25




e

Resource groups i RS_CristianParaschivConstantin2026077 | Access control (IAM)

Role sssgnments  Aoes  Deny asgrments Ol ssiministrators

Poarmieas o rale avgrmarts Far s sk gien.

igermant e 1 AN Tope AR e Sue A apes Grou by | ke

o Mansgeaners
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Hlustration 29: User testing - Storage error delete message.

- Azure Policy: Aspire Retailer may specify and enforce rules and norms for its
cloud resources using Azure Policy. By establishing policies for security,
compliance, and resource utilisation, they can make sure that their infrastructure
and apps follow predetermined guidelines. Azure Policy can assist in imposing
other security measures such as resource tagging, password complexity
restrictions, and encryption specifications [35].

- Azure Security Centre: To see the security status of their Azure resources,
Aspire Retailer can use Azure Security Centre. It offers suggestions, threat
intelligence, and ongoing monitoring to find and address potential security
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flaws or vulnerabilities. Aspire Retailer may use the policies and notifications
provided by Security Centre to proactively manage security concerns [36].

Policy recommendation for Aspire Retailer: "Require tagging on resources with the specified
tag and its value."

Policy description: All cloud resources deployed within the Azure environment of
Aspire Retailer must be marked with a certain tag and its accompanying value. Tags
offer useful metadata that may be utilised for organisation, cost distribution, and
resource management. This policy promotes effective resource monitoring and
management by ensuring uniform resource tagging practises throughout the
organisation.

Policy enforcement: Azure Policy, a pre-installed function in Azure, may be used
by Aspire Retailer to enforce this policy. They can create a special policy that
examines all deployed resources to see if the necessary tag and its value are there.
Resources will be scanned by Azure rules, and those that don't adhere to the rules
will be flagged. Resources that are not compliant can be fixed or prevented from
being deployed until the necessary tagging is used [37] (Illustration 30, 31, 32, 33,
34 and 35).

Require a tag and its value on resources

Basks  Aduncd  Faamete

Sespe

Iustration 30: Enforce the Tag to all the resources: cloud-shell-storage-westeurope.
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Require a tag and its value on resources
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Hlustration 31: Roles and Values within Policy.
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Require a tag and its value on resources
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Iustration 32: Enforce the Tag to all the resources: RS_CristianParaschivCristian2026077
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Require a tag and its value on resources
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ustration 33: Enforce the Tag to all the resources: RS1CristianConstantinParaschiv202607 7.
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Hlustration 34: Creating storage testing without tags.
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Create a storage account

Encryption

llustration 35: Creating storage account with tags.

By establishing this policy into place, Aspire Retailer can make sure that their cloud
resources are properly organised and managed, facilitating easier and more effective resource
tracking, cost allocation, and control. A disaster recovery plan was also given for Aspire
Retailers in the next phase.

F). Disaster recovery Microsoft Azure toward Aspire Retailers

To maintain business continuity in the case of a disaster or disruptive event, disaster
recovery (DR) in the cloud refers to the process of duplicating and restoring crucial data, apps,
and infrastructure. In comparison to conventional on-premises systems, cloud-based DR has
more flexibility, scalability, and affordability.

Microsoft Azure, a well-known cloud platform, offers strong Disaster Recovery
assistance, making it the perfect option for businesses like Aspire Retailer. The following are
some significant ways Azure facilitates disaster recovery [38]:

1. Azure Site Recovery — “ASR™: With the help of Azure's Site Recovery feature,
physical servers and virtual machines may be replicated and recovered to an on-premises data
centre or another Azure region. Because ASR supports a wide range of operating systems and
offers ongoing data protection, the risk of data loss during a disaster is reduced.

2. Regional Redundancy: The locations of Azure's data centres are dispersed throughout
many geographies. Because each zone is made to function on its own, there is less chance that
localised events would cause broad outages. To increase resilience, Aspire Retailer can adopt
DR solutions that entail copying data and resources to a backup area.

3. Azure Backup: For data stored in Azure, Azure Backup offers a dependable and
secure offsite backup option. This solution may be utilised by Aspire Retailer to safeguard
crucial information, workloads, and programmes from unintentional deletion, corruption, or
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other data loss incidents. For increased security, Azure Backup enables long-term retention and

encryption.

4. Azure Traffic Manager: A DNS-based global load balancer called Azure Traffic
Manager may split up incoming user traffic among several Azure regions. By making use of
this service, Aspire Retailer may direct traffic to a working area after a crisis, guaranteeing that
their customers can continue to get service.

5. ExpressRoute: Azure ExpressRoute offers a private and dedicated network
connection between an organization's on-premises infrastructure and Azure. This high-
performance network connection enables simultaneous data replication between on-premises
and Azure, enhancing data consistency in disaster recovery scenarios.

6. Disaster Recovery Drills: Businesses may use Azure to test the effectiveness of their
disaster recovery plans without harming their production environments. Aspire Retailer may
review their DR plan on a recurring basis to identify and correct any potential issues or
inefficiencies.

7. Pay-as-you-go Model: Organisations like Aspire Retailer may use Azure's pay-as-
you-go pricing model to only pay for the resources they use during replication and recovery
procedures. This economical strategy guarantees that DR capabilities are available to
companies of all sizes.

Organisations like Aspire Retailer may benefit from the extensive Disaster Recovery
solutions provided by Microsoft Azure. Aspire Retailer may establish a strong and dependable
disaster recovery strategy, minimising downtime, and data loss in the event of unanticipated
catastrophes or interruptions, by utilising Azure's DR capabilities.

Conclusion

For Aspire Retailers, switching to Microsoft Azure has proven to be a game-changer.
They have reaped several advantages from switching from an on-premises data centre to the
cloud, which has had a favourable influence on their company operations.

First off, by switching to Azure, Aspire Retailers are no longer responsible for managing
and maintaining physical infrastructure and software. They now have access to a variety of
cloud services, including servers, storage, and databases, all of which can be instantaneously
provided and speed up and improve the efficiency of developing and deploying applications.

By switching to Azure, considerable cost reductions have been realised. They had to
pay for running and maintaining a physical building, buying, and powering servers, and
controllingggooling systems in the data centre. They have more flexibility and expense control
thanks to Azure's pay-as-you-go approach, since they only pay for the resources, they really
utilise. Additionally, they have further decreased their long-term expenditures by using Azure
Reserved Instances for certain compute configurations, making the move to the cloud a prudent
financial move.
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For Aspire Retailers, using Azure Active Directory has simplified user administration
by making it simpler to manage user accounts and group accounts. Users from all around the
world may safely access the essential programmes and data from their own devices thanks to
support for "Bring Your Own Device" (BYOD), increasing flexibility and productivity.

Aspire Retailers has effectively grown their business into new areas by utilising Azure's
global presence and scalability. To serve their expanding consumer base, they have been able
to outsource their marketing activities and rely on Azure's dependable and high-performance
infrastructure.

Aspire Retailers' choice to switch to Microsoft Azure has proven to be a wise and
profitable one. They have increased their business agility, decreased the complexity of IT
management, and realised considerable cost savings by implementing the cloud. They have
improved user productivity and accessibility globally with the help of Azure services like Azure
Active Directory and BYOD capabilities, which has fueled development and success in their
sector. Overall, the transition to the cloud has prepared Aspire Retailers for a bright future.
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