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[bookmark: _Toc225110504]Introduction:
Computer networks come from the backbone of modern digital communication.[1]
 Organizations rely on networks to allow computers, servers, and applications to exchange data efficiently and securely. In enterprise environment networks must be careful designed to support multiple system users and services while maintaining reliability and scalability. For example, a company network might include servers that manage authentication clients that access resources and routers that connect different location.
To understand how communication between devices works, networking is often explained using the Open Systems Interconnection (OSI) model. The OSC model divides communication into seven logical layers. Each layer has a specific responsibility and works together with the others to transmit data across the network the data link layer handles device to device communication and uses Mac addresses to identify devices within the same network the network layer introduced logical addressing through the Internet Protocol (IP) enable devices to communicate across multiple networks.
 Above these Layers, the transport Layer ensures reliable delivery of data by managing Segmentation and error detection  [2] The session layer controls communication sessions between application while the presentation layer handled data formatting and encryption. Finally, the application layer provides services such as a web access e-mail an on-domain name resolution understanding this layer is important because different network technology operate at different points in the OSI model. For example, switches operate primarily at layer 2 while routers operate at layer 3.
     
   Modern enterprise network also relies heavily on visualisation technologies. Instead of running 1 operating system, per physical machine, virtualization allows several operating systems to run simultaneously on single computer. This is achieved using Hypervisor, which manages virtual machines and allocates hardware. 
The coursework topology used in this project demonstrates these principles by deploying Windows Server, Debian, and client systems within a virtual environment.
The following sections analyse hypervisors, IP addressing, routing mechanisms, and network services that support this network architecture.[3]

[bookmark: _Toc225110505]Hypervisor Technology:
A hypervisor is the core component that enables virtualization by allowing multiple operating systems to run a single physical host. Hypervisors create and manage virtual machines (VM’s), which behave like independent computers but share the underlying hardware resources such as CPU, memory, and storage. 
There are two main types of hypervisors: Type 1 and Type 2.
   Type1 hypervisor, also known as bare-metal hypervisors, run directly on physical hardware without requiring a host operating system.
Examples include VMware ESXi and Microsoft Hyper-V.
Because they operate directly on hardware, Type 1 hypervisors are highly efficient and commonly used in enterprise data centres. They provide strong isolation between virtual machines and allow administrations to manage large infrastructures with high performance and reliability.  
   Type 2 Hypervisor, also known as hosted hypervisor, run on top of existing operating system.
Examples include Oracle VM Virtual box and VMware Workstation.
These hypervisors are commonly used for development environments, testing lab, and educational projects because they are easy to install and manage on personal computers.
Although they introduce slightly more overhead compared to Type 1 hypervisors, they provide sufficient performance for most laboratory environments.[4]

 For this coursework, a Type 2 hypervisor such as Oracle VM VirtualBox is the most suitable option. The environments are deployed on Mac computer Apple Silicon architecture, which makes a hosted virtualization platform more practical than installing a dedicated bare-metal hypervisor. VirtualBox allows the deployment of multiple virtual machines including Windows server 2019, Debian server, and Client Server operating systems.  It also provides networking modes such as internal networks and NAT, which make it possible to simulate enterprise network topologies.
 The advances of this approach include efficient use of hardware resources, the ability to isolate 
Testing environments, and flexibility to modify network configurations without affecting host system. As a result, virtualization provides a safe and scalable environment for experimenting with networking technologies while maintaining combability with different operating systems.

[bookmark: _Toc225110506]IP Addressing
IP addressing is the fundamental mechanism that allows devices to communicate across networks. Each device connected to a network must have a unique IP address that identifies it logically.[5]
When data is transmitted across the internet or a local network, packets contain both a source IP address and a destination IP address. These addresses allow routers to determine where the packet should be forwarded.

  IPv4 are 32-bit numbers typically represented in doted decimal format, such as 192.168.1.1 
The address is divided into a network portion and host portion. Subnetting is used to divide larger networks into smaller logical segments, improving performance and simplifying network management. IP v6 was introduced to address the limitations of IP v4 and provides 128-bit addresses signific Aly expanding the address space.

In the coursework topology, two local networks are used: one located in Birmingham and another in London. The Birmingham network uses the subnet 172,16,1,0/24, while the London network uses 172.16.2.0/24. Each network contains a server and a client device. 
A separate network, 10.0.0.0/30, connects the windows server and Debian server. This /30 subnet is efficient for point-to-point communications because it provides exactly two usable addresses, one for each server. 
Proper IP addressing contributes significantly to network functionality and efficiency. By separating devices into logical subnets, administrators can control broadcast traffic, simplify routing decisions. and enhance network security. 
Effective IP planning also supports scalability, allowing the network to expand without major reconfiguration. 
In enterprise environments, structured addressing schemes are essential for maintaining organised and manageable infrastructures. 
 

[bookmark: _Toc225110507] Routing

 Routing is the process of directing network traffic from network to another. When a device sends data to a destination outside its local network, the packet is forwarded to a router. 
The router examines the destination Ip address and determines the best for the packet to reach its target, this process continues across multiple routers until the packet arrives at the correct network.

Routing can be implemented using static or dynamic approaches. [6]
Stating routing involves manually configurating routing tables on network devices. Administrators specify the exact patch that traffic should follow. Static routing is a sample and efficient in small networks because it’s requiring minimal overhead and is easy to troubleshoot. However, it does not adapt automatically to changes in network topology. 
  Dynamic routing, in contrast user routing protocols such as OSPF or RIP to exchange touring information automatically between routers. This protocol calculates the best paths based on network conditions and update routing tables dynamically. 
Dynamic routing is commonly used in large enterprise network because it provides scalability and automatic fault recovery. 
  For coursework topology, static routing is the most appropriate choice. the network contains only two subnets connected by a point-to-point link between the windows servers and Debian server. Because topology is simple and predictable manually configured routes provide real control over traffic flow. Static routing also simplifies troubleshooting and allows students to understand routing behaviour without the complexity of dynamic protocols.

[bookmark: _Toc225110508]Network Services

Network services provide essential functionality that supports users and applications within a network. one important service is a DHCP (dynamic host configuration protocol), which is automatically assigns Ip addresses and other network configurations parameters to client devices. By automating address assignment DHCP reduces configuration errors and simplifies network administration.
    Another key service is Active Directory Domain Services (AD DS). AD DS stores information about users, computers and other resources in a centralised directory. As screenshoot shown: [image: ][image: ]
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Figure 2 This allows administrators to manage authentication and access and access control across the entire network.
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In the coursework topology, the windows servers’ functions as a domain controller, enabling clients to join the domain and authenticate securely.[7]

Certificate Authorities (CA) provide digital certificates that support encryption and secure communication. Certificates are used in many networks services, including HTTPS and VPN connections. By issuing trusted certificates, organizations can verify identities and protect sensitive data.
  Virtual Private Networks (VPN’s) enable secure remote access to organisational resources over public networks such as the Internet. VPN technologies encrypt data traffic and ensure that only authorised users can access internal systems. Together, services such as DHCP, AD DS, Certificate Authorities, and VPN’s form the foundation of secure and manageable enterprise networks. These services transform a basic network infrastructure into a functional environment capable of supporting business operations and secure communication.

[bookmark: _Toc225110509]Conclusion
  In conclusion, the coursework topology demonstrates how fundamental networking technologies work together to create a functional enterprise network environment.
· Hypervisors provide the virtualization platform that enables multiple operating systems to run on single machine. 
· IP addressing ensures that devices can be uniquely identified and communicate across networks.
· Routing mechanisms allow data to move between different automation, authentication, and security
By combining these technologies, administrators can design networks that scalable, efficient, and secure. Virtualized environments make it possible to simulate complex infrastructures for testing and educational purposes without requiring expensive hardware.
The topology used in this coursework illustrates how servers and clients in different networks can communicate through structures addressing and routing strategies.
Understanding these principles is essential for anyone working in network administration or IT infrastructure management.


[bookmark: _Toc225110510]Task 2 - Implementation
[bookmark: _Toc225110511] Hypervisor Selection and Set Up
For the implementation of the network topology required in this coursework, a virtualization platform was necessary to host multiple operating systems on a single physical device.
 The Hypervisor selected for this deployment was Oracle VM VirtualBox, which is a Type 2 hypervisor running on top of an existing operating system. 
For this coursework environment, the following virtual machines where created the Operating System as:
· Windows Server 2019 (B-DC)
· Windows 11 named as win client
· Debian 13  
[image: ]	Comment by Elena Magher (2426374): for more pics  please click on secured link https://uowtsd-my.sharepoint.com/:f:/g/personal/2426374_student_uwtsd_ac_uk/IgB6c6WN1rlWQafA6anax-gkARaYw6fVgfnLwxWVEoZs7vk?e=XViJ81
Each virtual machine was configured with appropriate resources including CPU, RAM, and Storage to ensure stable performance during network configuration and testing.


[bookmark: _Toc225110512]Virtual Machine Deployment
After installing the hypervisor, the next step was to deploy the virtual machines required for the network topology. Each machine as installed using its respective ISO image.
· The Windows server 2019 virtual machine was installed first. During installation, administrator credential and system configurations where defined. This server represents the main server within the Birmingham network and will later support services such as Active Directory and Network Management.
· The Debian Server CLI virtual machine was then installed to referent the London network server. A minimal installation was selected to reduce resource usage and provide a lightweight server environment. Server environments commonly used command-line interfaces rather than graphical interfaces because they consume fewer resources and simplify system administration.
· Two client systems were also deployed. The Windows client represents a workstation connected to the Birmingham network, while the Debian client represents a workstation located within the London network. These client machines were later used to verify connectivity and communication between network segments.
[bookmark: _Toc225110513]Network Topology Deploy

The deployed topology represents two separate local networks connected by a dedicated link between two network 1 server to client, and Debian test due the sort time of assement and some issues .
The Windows Server and Debian Server are connected through a point-to-point network link which allows communication between the networks.
  Segmenting the network in this way improves security and performance because broadcast traffic remains inside its own subnet. Network segmentation also allows administrators to apply different services and policies to different locations.

[bookmark: _Toc225110514]IP Adress Configuration
IP addresses were configured according to the provided topology:
Birmingham Network - 172.16.1.0/24
· Windows Server (B-DC): 172.16.1.1; `Subnet 255.255.255.0
· [image: ]	Comment by Elena Magher (2426374): secured link practical https://uowtsd-my.sharepoint.com/:f:/g/personal/2426374_student_uwtsd_ac_uk/IgB6c6WN1rlWQafA6anax-gkARaYw6fVgfnLwxWVEoZs7vk?e=eDrhYO
· [image: ]IPv4 addresses were configured manually as 172.16.1.1 with subnet 255.255.255.0 know part of domain Birmingham. Local and it connects the Local Birmingham enterprise with all users, admin, network, internet also ca be connected remotely

Windows Client (Client1)  IPv4 assigned 172.16.1.10; where the client Maria11 can also work remote to Birmingham. Local 172.16.1.1 covering her sickness day colleague LVass

The /30 network is appropriate for point-to-point connections because it provides two usable IP addresses which match the number of devices involved in the connection. Proper Ip configuration ensures that devices belong to the correct subnet and can communicate correctly within the network infrastructure.
[bookmark: _Toc225110515]Connectivity Testing
After completing the IP configuration, connectivity tests were performed to ensure that the network was functioning correctly. 
The ping command was used to test communication between devices. Ping and no reply as I went thought in this experience it might take while starting to troubleshoot starting from Hardware, connections, cmd, test, ping to server.
Frist, connectivity within the same subnet was tested. The Windows Client attempted to ping the Windows Server in the Birmingham network. Successful replies confirmed that devices were correctly configured within the same network.
Similarly, the Debian Client tested connectivity with the Debian Server in the London network. Successful responses confirmed correct network adapter configuration and IP settings.
Next, the connectivity between the two different networks was tested. Initially, the communication failed because routing between networks had not yet been configured.
This behaviour was expected because devices only recognise hots within their own subnet unless routing information is provided.
[bookmark: _Toc225110516]Troubleshooting
During network deployment, several potential issues can occur. Troubleshooting is an essential part of networking administration because it helps identify configuration problems and restore connectivity.
One common issue is incorrect IP addressing. If a device has incorrect subnet mask or IP address, it will not be able to communicate with other devices on the network. Verify IP configuration using system network tools helps resolve this problem.
Another issue can occur when virtual machines are connected to the wrong virtual network in VirtualBox. If devices are not connected to the same internal network (proven pics into the link., communication will fail.  
Due the lessons class I had a laptop with low ( a hp 8GB ) Ram, VM required at least 16GB for function. In our labs 101 Networks, lots of computers doesn’t work; I buy a brand-new apple Silicon, and I wait again for to show me what to do or find a solution with my lecturer. even on YouTube but Iso doesn’t work on Apple Silicon, it works as x64 ARM of win 11 not ISO but server could not be installed iso. So, I had to borrow again another PC of 16 Gb where the Server did successfully install and works in slow motion with 16GB
To add a user into account in client pc we need to make sure if the Domain woks, DNS were correctly installed but the server couldn’t read it, so I troubleshoot couple hours.
Firewall rules can also block ICMP traffic used by the ping command if this occurs, firewall settings must be reviewed and adjusted to allow diagnostic communication between hosts.
By systematically verifying IP addresses, DNS, network, adapters, and firewall settings, administrators, CMD can identify and resolve connectivity problems efficiently.
References
References
[1] M. M. Banat, "Communication Networks," 2026, 
[2] Boardberry VM ESXI. "VMware ESXI." [Online]. Available: https://www.broadberry.co.uk/vmware-certified-supermicro-servers
[3] P. Eeles, "Layering strategies," vol. 199, no. 08, pp.01, 2002, Available at: https://hillside.net/plop/2013/papers/proceedings/papers/pruijt.pdf. 
[4] M. Falkner, et al., "Performance analysis of virtualized network functions on virtualized systems architectures", 2016 IEEE 21st International Workshop on Computer Aided Modelling and Design of Communication Links and Networks (CAMAD), pp. 71–76. 
[5] M. Moravcik, et al., "Kubernetes-evolution of virtualization", 2022 20th International Conference on Emerging eLearning Technologies and Applications (ICETA), pp. 454–459. 
[6] T. Rooney and M. Dooley,IP address management, John Wiley & Sons, 2021. 
[7] Y. Lee and J. A. Tien, "Static and dynamic approaches to modeling end-to-end routing in circuit-switched networks," vol. 10, no. 5, pp.693–706, 2002, 
[8] D. Francis, Mastering Active Directory, Packt Publishing Ltd, 2017.

Public shared references : https://refworks.proquest.com/public-share/ATM0uRT3B0vewVkrF0GxcaypwGd8sSwakuREJyBwKS1G


PS: I consider that I this field you need lots of patience, because many times I want to give up, but when you plant a seed takes time to grow. Thank you for your time reading my assignment ,enjoy your coffee break. 
With kinds 
Elena

image2.png




image3.png
e Server Mansger

[ a— WELCOME TO SERVER MANAGER

Local Server
All Servers
AD DS

& DNS QUICK START

a Configure this local server

% File and Storage Services b 2 Add roles and features

Add other servers to manage
Create a server group

5 Connect this server to cloud services
Hide

> w

ROLES AND SERVER GROUPS
Roles:3 | Server groups: 1 | Servers total: 1
AD DS 1 £ DNS 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance I}

BPA results

BPA results





image4.png
ashboard

Local Server
Al Servers
AD DS

File and Storage Ser

WELCOME TO SERVER MANAGER

T Active Directory Domain Services Configuraton Wizard

Deployment Configuration

ment Configurati
2 Select the deployment operation

Add a domain controller to an existing domain
Add 2 new domain to an existing forest
Add 2 new forest

‘Specify the domain information for this operation

Root domain name: sirminghamiocal

More about deployment configurations

o x

TARGET SERVER
BDC

< Previous | [ Next>

Install

Cancel

Hide





image5.png
=] Active Directory Users and Computers
Fle Acion View Help

s (2@ 40 XDOR EHE R eETER

7 Active Directory Users and Com| | Name

e
" 3 Saved Queries

There are no items to show in this view.

> 1 Computers

> (51 Domain Controllers.

> [ ForeignSecurityPrincipal

> [ Managed Senvice Accou

> £ Users

& test

~ 31 bitmingham computers
5] Users
51 Computers





image6.png
e
Farne
Userlogon name:

st || @8minghamocal 9]
Userlogon name (pre-Windows 2000):

‘BIRMINGHAM\ ‘ ‘Mmu ‘

s o] [ oo |





image7.png
Win Server B-DC [Running] - Oracle VirtualBox

le  Machine  View  Input  Devices

Help

New Object - User

Createin: ~ biminghamlocalbimingham computers ofice/Use

4

18
Password
Confim password

] User camnot changs password
[ Password never expires
[ Account s disabled

<Back

Cancel

ims to show in this view.





image8.png
] Active Directory Users and Computers
e Action View Help

s |2 4O XEO= Hm P euTa%

7 Active Directory Users and Com| | Name. Type Description
2 Soved Queres Blouoess  User
E Sedunieat |
> [ Bui
= Computers
> [&] Domain Controllers
5 [ ForeignSecurityPrincipall
5 [ Managed Service Accou
[ Users
(&1 Birmingham
&) London
51 Users
& Servers





image9.png
Other user
BIRMINGHAM\Mariall
Sign in to: BIRMINGHAM

How do I sign in to another domain?

Other user




image10.png
U5 Oracle VirtualBox Manager - o X

File  Machine  Help

a Gidh @ OD.

New Open | Settings Start
= " 5
B9 Windows Server 2022(8-DC) m] Details 5] & H|
0 BB O poweredorf e
= General =] Preview
al | ey Name: win'l client
() (©) Operating System: Windows 11 (64-bit)
L ] system
BN Debian . .
Base Memory: 8601 MB
a . © powered off R b win11 client
Boot Order:  Hard Disk, Optical, Floppy
ol TPMType 20

B Enabled

SecureBoot:  Enabled

Acceleration:  Nested Paging, Hyper-V
Paravirtualization

5 Display

Video Memory: 128MB
Graphics Controller.  VEoxSVGA
Remote Desktop Server Disabled
Recording: Dissbled

@ storage
Controller: SATA
SATA Port 0: win client.vdi (Normal, 80.00 GB)
SATAPort1:  [Optical Drive] Unattended-3171f64f-4ac2-4406-83af-33a5d169a497-aux-
isoviso (0B)
{0 Audio
Host Driver: Default
Controller: _Intel HD Audio

@ Network
Adapte :_ItelPRO/1000 MT Desktop (temnal Network, BIRMINGHAM)
0 use

USB Controller: xHCI
Per——





image11.png
Intemet Protocol Version 4 (TCP/IPvd) Properties x
General
T You can get P settings assgned automaticaly i your network supports
this capabiit. Otherwise, you need to ask your network administrator
forthe appropriate IP settngs.
(O Obain an IP address automaticaly
® Use the folowing IP address:
1 address: Mot 1.1
Subnetmask: 25.255. 0 . 0
Default gateway:
Obtain DNS server address automatically
® Use the folowing DNS server addresses:
Preferred DNS server: 72.16 . 1.1
Alternate DNS server:
[lvadte settngs wpon ext e
10 oK Cancel

7030 Emor  Microsoft- Windows-Service Control Manager System




image12.png
PROPERTIES

Dashboard For B-0C TASKs_ ~
Computer name 8-0C Last installed updates Never
All Servers Workgroup WORKGROUP Windows Update Install updat
W% File and Storage Services b Last checked for updates Never
Windows Defender Firewall  Public: On Windows Defender Antivirus Real-Time P
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop. Disabled I Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC+00:00)
Ethernet [Pv4 address assigned by DHCP, IPv6 enabled Product ID 00431-100¢
Operating system version  Microsoft Windows Server 2019 Standard Evaluation  Processors 12th Gen In
Hardware information innotek GmbH VirtualBox Installed memory (RAM) 82668
Total disk space 494668
EVENTS
All events| 15 total Tasks_ v
Filter p 2
Server Name 1D Severity Source Log Date and Time
8-0C 10149 Warning Microsoft-Windows-Windows Remote Management System  23/03/2026 13:56:56
8-0C 10149 Warning Microsoft-Windows-Windows Remote Management Syg 23/03/2026 13:5603
8-0C 7030 Emor  Microsoft-Windows-Service Control Manager 5y 23/03/2026 1335:14





image1.png




