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In this report I will cover the following:

1) The possible security breaches that could have led to Popeye’s network situation
2) Different types of threats, vulnerabilities and attacks to give an understanding on Cybersecurity importance
3) Introduction to Packet Tracer certificate
4) Guideline draft for Olive-Oyl staff members and customers to responsibly use their digital space
5) I will provide my information sources in IEEE referencing format
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Possible Security Breach 1: Disgruntled Employees
Reason: In the above scenario, it was stated that all users of the business had full access to the business applications, including your previous Sales Heads who you fired because you thought it would reduce your operational cost. This inevitably resulted in disgruntled employees and ultimately led to your security breach. According to C.Holton, “Occupational fraud is a $652 billion problem to which disgruntled employees are a major contributor” [1]. You should be aware of the real threat insiders have to businesses’ security.  To avoid this happening in the future I would suggest a few improvements: enrol your staff on training courses, include non-disclosure agreements in your employee contracts, encrypt your files and only give full access to those who really need it.
Possible Security Breach 2: Phishing attack
Reason: As your staff have access to all applications, your chance of a phishing attack is higher. There are many ways to reduce your risk of an attack. Ensure that all of your staff are aware of what phishing emails look like.  A user study by M. Alsharnouby et al. found that users “detected only 53% of phishing websites” [2]. Have regular software updates, report any attacks, set up email spam filters, install cybersecurity tools such as VPNs to remind staff to be cautious of your businesses’ data. It is worth checking your digital footprint – what can cyber criminals find about you and your staff online? They can potentially use this information to target you and send personal, convincing emails. 
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Threats: 
What is a Threat? A threat is a vulnerability that cyber criminals can take advantage of. 

Types of Threats. Threats can be either unintentional or intentional. Common cyber threats include: Hacking, Password attacks, Social engineering, Lack of training, Malware, Viruses, SQL Injection, Bad network policies, Malicious insiders, Out of date security patches, and DoS (Denial of Service).

Significance of threats in a Network. Network threats need to be taken very seriously as they can hugely damage your business. When data is stolen, customers lose trust and your reputation is damaged.
		
Vulnerabilities: 
What is a vulnerability? A vulnerability is a weakness within a network that can be used by criminals to access areas they don’t have authorisation in.

How? Networks can experience vulnerabilities for various reasons. To name a few: too many features, user errors, flaws, poor security management and social engineering. 
		
Attacks: 
What? Cyber-attacks use code to disable systems and steal data
There is now an even higher risk in cyber-attacks. Criminals who are looking for payoffs can demand Bitcoin as a form of payment. This is problematic as it is decentralised currency, meaning banks are not involved, it is not government regulated and it is harder to trace.

How? One of the most common cyber-attacks are phishing attacks. This is a type of social engineering attack where hackers try to steal important information (e.g. passwords, financial data, usernames) by tricking people into opening links in emails and text messages.
		
“.meds” file format attack:
What it is? Meds is a virus that accesses your system and encrypts your files
How it affects the operation? It can affect your operation by taking the system down and you may be forced to pay in order to receive the decryption tools
Is there any possible methods to recover? Restore your data from a backup. 
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https://www.credly.com/earner/earned/badge/0adc68ee-39b0-4b3a-9cf1-12f52047dc7d 
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1) Install firewalls and ensure the configuration is correct 
2) Don’t share your personal information with others i.e. passwords, bank details
3) Regularly change your passwords and make sure they are not weak e.g. include special characters, uppercase characters and numbers
4) Install spam filters on your email settings
5) Don’t share too much personal information online as this can be exploited in social engineering attacks (such as phishing)
6) Use an encrypted service
7) Regularly update your systems and software
8) Make sure you have strong policies in place 
9) Attend cyber security awareness training courses 
10) Do not click on links without checking them 
11) Have backup in place
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