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[bookmark: _Toc98872908]Introduction
The objective of this assignment is to build on the network that I created in assignment 1. I will do this by expanding on the existing network by adding  further roles and procedures. I will undergo different tasks such as managing network resources by implementing network policies as well as routing using TCP/IP services.  I will display the documentation splitting the tasks into different sections and using screenshots to display the evidence of the tasks undergone within the network. 


























[bookmark: _Toc98872909]Task 1
[bookmark: _Toc98872910]Understanding NTFS and Share Permissions
The first task was to create a shared folder that can be accessed by certain accounts with the correct permissions within the network. Here is the process of setting up the NTFS and Share Permissions – 
Firstly, I created the file that I wanted to share and defined the file permissions. The fil is called “Share_Files_NOSS”.
[image: ][image: ]





[image: ]The next step is to give the users the permission to access the Share_Files_NOSS file. 












[image: ]Next, I must create a share on the server machine using Server Manager. I must then add the users to the share so that they can access and use the Share_Files_NOSS folder. 
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Finally, here is the created share - 
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The final step is to create a mapped network drive. By using the dollar sign in the share name it allows the share to become hidden for security purposes , here is the evidence of the successful completion of the network drive – 
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[bookmark: _Toc98872911]Using Group Policy Management Console
Group Policy Management allows an administrator to set certain restrictions to user groups in order to protect the network. This is used by creating Organisational Units. 
[image: ]Firstly, before creating the GPOs, I must create a non admin users’ organisational unit to oppose the GPOs upon. 











After each GPO is created the GPUPDATE command must be run in order to implement all of the new policies within the network –
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Here are some examples of the implementation of group policies – 
Restricting User Access to Control Panel
The first example of GPO is restricting users access to the control panel within windows 10. 
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Restricting User Access to Command Prompt
[image: ][image: ]Command Prompt poses a great threat to a network due to malicious commands that can be entered by users. This means that using a GPO to disable command prompt for non admin users is more secure for the network. 




























Restricting Access to Removeable Devices
[image: ][image: ]Removeable devices can also be a threat to a network as they can be used to insert into a network device containing malicious software, as well as allowing a user to take something off a network. Here is a GPO that does not allow the users in the non admin group to use removable devices. 









	




Restricting Software Installs
This GPO is used to restrict a client organisational unit from installing software on the network device. First, I must create the client organisational unit.
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Then I must create the GPO to restrict the clients from installing software. 
[image: ]
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Password Policies
The final GPO that I created on the network is a password policy that the users must follow. Here are the before and after password policies as well as the invalid password message. 
[image: ]Before – 

After – 
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[bookmark: _Toc98872912]Task 2
[bookmark: _Toc98872913]Utilizing ARP and Routing Tables
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[bookmark: _Toc98872914]Deploying Core Services (FTP Server)
[image: ]The next feature for me to implement within the network is the FTP Server. An FTP Server is the file transfer protocol that allows a user to upload and download files from a server. Here is the process of me installing the FTP server – 
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[image: ]The next step is for me to add an FTP site onto the server called “MYFTPSITE” as well as setting the site permissions. 
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Specified users are allowed both read and write permissions to the FTP site. 





Finally, I will create a banner message for the user to be greeted with upon entering the FTP site. 
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[bookmark: _Toc98872915]Observations
[bookmark: _Toc98872916]Password Principles
Password principles are essentially guidelines that are set by administrators in order to maximise the networks security. To ensure that thew network is as secure as possible, enforcing users to adhere to a password policy makes sure that all end devices on the network are as secure as possible from unwanted unauthorised access.  There are many different factors that can contribute to a strong password. For example, users should absolutely sway away from using public information on themselves as a password, such as name or date of birth as this is information that can be obtained by anyone posing a security threat. To eliminate these risks, network administrators deploy password principles and policies. The goal of this is to create unguessable and secure passwords to protect their systems. 
Here are some key principles that contribute to a strong password – 
Minimum Password Length
Passwords should typically be at least 8 to 12 characters long. This eliminates the risk of short and non-complex that are easy to work out. By enforcing a minimum character length, it is the first step to ensuring that the password is as secure as possible. 
Special Characters
The use of special characters offers the next level of security to any password. By ensuring that the user includes at least one special character such as exclamation marks, underscores or numbers it can take a relatively simple password and offer it more complexity making it more secure. 
Password Rotation 
Password Rotation is a process in which the user is required to change their password after a set period of time, typically around 90 days. The benefit to this is to keep all user passwords fresh and the accounts as secure as possible. It protects user accounts from any data or password breaches should a list of previous passwords get out, there is a chance that it may be the old password rather than the updated one. 
Limited Password Attempts
Limiting a user’s password attempt eliminates the risk of unauthorised access. If unauthorised personnel obtain access to networks end device, they will only be given a certain number of attempts before being locked out of the account until the administrator resets the password. 
Here is an example of a password policy used on my local area network – 
[image: Table
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[bookmark: _Toc98872917]Failover Clustering for High Availability Systems
Failover Clustering is a windows feature that is part of Server Manager. Its purpose is to support the connection of up to two servers merged into a cluster for high availability management. These servers work together to ensure a high availability of the servers’ applications and services. It is essentially a backup so that if a server or its nodes fails then the cluster can continue running without causing the network any downtime. This is implemented on High Availability (HA) as well as Continuous Availability (CA) environments. While beneficial, failover clustering also has its drawbacks that must be considered when using such system. 
Cost/Maintenance
Failover cluster requires a certain specification of hardware. When compared with a network that that does not use clustering, a clustered network not as cost effective. This means that for smaller enterprise networks it may be harder to justify installing. Due to the extra hardware involved, using a clustered server meant that the server requires more maintenance and monitoring. 
The cost aspect to this system is a consideration that the network administrator must consider before trying to implement the system. Another consideration that the administrator needs to make is storing the extra servers. 
[image: Graphical user interface, text, application

Description automatically generated]Here is the installation of a Failover Clustering Server- 
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[bookmark: _Toc98872918]Network Policy
Here is an example network policy for a company with multiple branches nationwide – 
 Device Security
Users must ensure – 
· Devices are locked when left unattended
· Users must have strong password compiling with all password policies
· Users must change password every 90 days
· Users must adhere to code of conduct 
Network
· Users must only access relevant destinations and resources within the network
· No external files to be added to the network through removeable devices
· No files or data to be removed from network through removeable devices
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