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1.introduction

Network security is a critical concern in today's digital world, where cyber threats are rapidly
increasing. Business organizations are relying on various security services such as firewalls and
Access Control Lists ACLs to protect their network frameworks. The firewalls will act as a barrier
which will control the flow of data traffic based on pre-defined security rules. While Access
Control Lists offer a more infiltered control by managing access at the router and switches
levels based on IP addresses, ports and protocols. [1]" As stated by Daniele Bringhenti he says,
that their main limitation is that they cannot configure Firewalls from scratch, since they are
approaches for fixing firewall misconfigurations. For this reason, they do not achieve full
automation, but they require that someone provides and initial rule set.” So, this text shows
that firewalls will have to be maintained by the administrator and require somebody to control
them.

[2]" As stated by Yamini Kannan she says, However, their effectiveness relies heavily on the
correct ordering of rules within the list, prudent placement on the network, and ongoing
management of the ACL Itself. In conclusion, ACLs play a pivotal role in managing and securing
networks access.” So, this shows that ACLs will also have to be managed so they can secure the
network by shielding against DDos attacks. By inspecting both Firewalls and ACLs, the project
will supply relative investigations of their performance, ease of use and usefulness for various
network frameworks. Similar understanding is important for network administrators looking to
enhance their security configuration while reducing the risks for networking threats. [3] “As
stated by Michael Alicea and Izzat Alsmadi they say, that Since Networks are much larger and
have many more devices and services than in the past, a firewall rule list is much larger on
average. There is also now the consideration that there are several firewalls on a network with
anomaly detection needing to be checked between different components.” Therefore, this
shows firewall anomaly detection help administrators assess security risks and helps the
devices to stay protected on the network.

2.Background to the Proposed Research

The field of network security has seen fast evolution in recent years. Standard Firewalls, which
usually depend on packer filtering has advanced into more cultivated next generation firewalls
which are able to do deep packet check-up and threat judgement integration. Likewise, ACLs
have increased in size from simple IP-based filtering to more complex operations which serve
various network domains, plus cloud and virtualized systems. [4] " As stated by Hanane Aznaoui
and Canan Batur Sahin they say, the configuration of a firewall is more important than the
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configuration of other computer systems.” This is because firewalls are a barrier to keep
threats out of the network system and they protect the computer systems from any threats.

While both Firewalls and ACLs play a vital role in network security but there is little research
comparing their success across different network planning. Previous Studies have focused
essentially on independent performance benchmarks but have often abandoned a thorough
view which reviews real world frameworks and effective network conditions. This testing will
address this gap by designing a test bed which replicates many network conditions to balance
these two systems.

The aim is to recognize certain configuration where each utility excels, therefore, assisting
network administrators in designing well-informed decisions. [5]" As stated by Yamini Kannan
she says that ACLs provide a first line defense against possible network security threats. By
restricting network traffic flow, they can help stop threats form propagating within the
network, thereby limiting potential damage.” So, this shows that ACLs will stop threats from
getting in the network which have sensitive information.

[6] “As stated by Yamini Kannan she says, Moreover, from a performance perspective, ACLs are
boon as they help control the flow of unnecessary traffic, thereby optimizing overall network
performance. By discarding unwanted traffic at the network’s edge, ACLs reduce load on
network devices deeper within the infrastructure, conserving valuable system resources and
enhancing network efficiency.” So, this shows that ACLs will provide instructions to the devices
which will be connected to the network. ACLs will guide the devices which will allow traffic in
the network. The other benefit of a ACLs is that it will prevent unwanted users and traffic from

getting in a network. This will protect the network from getting attacked by unwanted users.

[7] “As stated by Yamini Kannan she says, that improperly configured ACLs can have severe
implications. From a security standpoint, misconfigured ACLs can create vulnerabilities that
attackers could exploit to gain unauthorized access to network resources, potentially leading to
data theft or sabotage. A common exploit would be allowing traffic form untrusted sources,
creating an opportunity for malicious entity to perform a network attack.” So, this ACLs lists
should be configured properly as if they are not configured properly then this can cause many
issues like DDos attacks to the network or even data theft.

[8] “As stated by Michael Alicea and Izzat Alsmadi they say, an autonomous firewall would
have to generate rules dynamically, based on traffic that it deems normal and traffic that it
deems malicious. When adding a new rule into the existing ruleset, the device would have to
ensure the new rule does not conflict with the existing ones.” So, this shows that if the firewall

rules that are set dynamically it could change conditions to the network like the time or traffic
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in the network. The other thing the dynamic firewall could do is that it can give automatically
add bad IP addresses to the devices. This could cause major issues to any organizations because
the network administrator would have set up the static firewall and add IP address to all the

devices.

3.research Problem Statement

This plan will address the challenges of directing the valid layout and usage of Firewalls and
ACLs for different network frameworks. Particularly, it seeks to assess their advantages and
identifies frameworks where one might surpass the other in terms of security performance and

serviceability.

4.research Aim & Objectives

The Aim is to assess the advantages of Firewalls and ACLs in protecting networks by managing a

relative analysis within a simulated environment.

¢ Developing a simulation/ test bed environment for carrying out testing's for
Firewalls and ACLs.

® Investigate the performance of Firewalls and ACLs over multiple network

frameworks.
e Analyze common misconfigurations and their effects on security.

* Llaying out guidance for valid use cases and configurations established on findings.

5. Methodology

5.1 Methods

This project will engage an assessable research approach. Planning test practices to assess
Firewalls and ACLs performance. The simulation environment will be set up in Cisco Packet

Tracer concentrating on benchmarks like latency packet loss and output.




The testing plan is experimental, requiring a series of tests plans to simulate possible cyber
threats and assess how each service responds. For the information analysis, statistical
implements like Python will be used to exercise performance data and create relative insights.
This approach is fitting given the need to quantify and investigate analytical data objectively.

5.2 Materials

The main data source will be simulated network traffic. As the software which will be used for
testbed will be Cisco Packet Tracer, PfSense for Firewall execution and Python for data
investigation. The ethical reflection for this project is minimum due to the use of simulated
data. Therefore, data privacy and security measures will be maintained all round.

6.Project Plan

A present timeline for the projects covers:

¢ November — December 2024: Start off with the simulation environment and describe
test frameworks.

e January — February 2025: The performance start tests and collects data on Firewalls and
ACLs performance.

e March 2025: Looking at investigating data, completing the report, prepare for the
presentation.

e April 2025: Complete and submit the project.
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